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Npo6nema
MHOpMALLMOHHON
6e3onacHoOCTHU
BOJIOKOHHO-ONTUYECKUX
TeXHOJIOrnw
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Poccuiickuil 20cydapcmaenHblil 2ymaHumapHblii yHusepcumen,
HHcmumym uHGopmMayuoHHbIX HAYK U MexXHOA02UL
bezonacHocmu, Mocksa, Poccus

B pa6oTe npeacTaB/ieH aHaAU3 yrpos
6e3onacHOCTU MHPOpPMaL NN KPUTUHECKOW
MHGOPMALIMOHHOM MHGPACTPYKTYPbl,
$PYHKLMOHMpYIOLLEN HA OCHOBE BO/IOKOHHO-
ONMTUYECKUX TEXHOJIOTUI. B npeasioXXeHHOM
MopAeNu BblaesieHbl TPU HanpaBieHus

yrpos KoHpMaeHLNaNbHOCTU — NepexBaT
Tpadumka B ONTUYECKUX CETAX; BOJIOKOHHO-
ONTUYECKUI KaHa yTeuku uHpopmaumum,
LUPKYINpYIOLLEN HA 3aluLLaeMoM 06beKTe;
HEeCAHKLUMOHUPOBAHHbIN BOCTYN K UHPOpMaLUm
C MOMOLLbIO BOJIOKOHHO-ONTUYECKUX CpeacTB
TeXHNYeCKOoW.

KnioyeBble cnoBa: MHPOPMALNOHHAS
6e30MacHOCTb BOTIOKOHHO-ONTUYECKMX
TEeXHOJIOrni, nepexsaT Tpadurka B ONTUHECKNX
CeTAX, BONIOKOHHO-ONTUYECKWIA KaHaN yTeUYKM
nHdOpMaLMK, BOJIOKOHHO-OMNTUYECKME CPeACTBa
TEXHWUYeCKOoW pa3Beaku
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BBEAEHWUE

COBepIJ_IEHCTBOBaHI/Ie TeXHOJIOTUYEeCKOH 6a3bl
I/IH(l)OPMaLII/IOHHLIX CHucTteM, TeJIeKOMMYHHKallHMOH"-
HBIX ceTe171, ABTOMATH3UMPOBaHHBIX CHCTEM YIIPaB-
JIeHHS TIPUBOOAHUT K CO30aHHIO HOBBIX paHee HeH3-
BeCTHBIX YyIrpo3 HH(I)OPM&LIHOHHOFI 6e30I1aCHOCTH.
OCO6YIO OITaCHOCTb HECYT TEXHOJ/IOTHH peaih3alluH
I/IH(I)OpMaI_II/IOHHbIX IIpoLieCCOB Ha HOBBIX (I)I/IBI/I‘-IE‘
CKHX IIpHHLHIIAX. B HOBBIX TeXHOJIOTUSX U TeX-
HHKe IIPOABJIL€TCSI BHYTpPeHHee IIpOTHBOpevHe,
CBsI3daHHO€ C HEHM3y4YeHHOCThIO BCeX ocobeHHOCTEM
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The paper presents an analysis of information
security threats to the critical information
infrastructure operating on the basis of fiber-
optic technologies. The proposed model
identifies three areas of privacy threats,
including traffic interception in the optical
networks; fiber optic channel of information
leakage circulating at the protected facility;
unauthorized access to the information using
the fiber-optic technical intelligence means.
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INTRODUCTION

Improvement of the processing base of information
systems, telecommunication networks, automated
control systems leads to the occurrence of previously
unknown new threats to information security.
The information process technologies based on
new physical principles are of particular danger.
An internal contradiction is manifested in new
technologies and techniques related to the lack of
knowledge about all the functioning features. On
the one part, introduction of new technologies
creates an illusion of greater information security
that is associated with novelty of the principles
used, for which the threat models have not yet been
developed. On the other part, there is a danger of
occurrence of the leakage channels that have not yet
been identified and that are based on the physical
principles not previously considered in the regulatory
and methodological documents.
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dyHKIIMOHMpPOBaHUsA. C OLHON CTOPOHBI, BHeApe-
HUe HOBBIX TEXHOJIOTUI CO3/IaeT W03 0 60IblIeit
3aMUIIEHHOCTH MHQOPMALIMM, YTO CBSI3BIBAETCS
C HOBM3HOM HCII0JIb3yeMbIX IIPUHIIUIIOB, AJISI KOTO-
PBIX ellle He pa3paboraHbl Momenu yrpo3. C Apy-
rOM CTOPOHBI, CYIIEeCTBYeT OIACHOCTb IIOSBIEHMUS
KaHAaJIOB YTeYKH He BBISIBIEHHBIX, QYHKLIHOHUPY-
IOIMX Ha QU3UYeCKUX IMPUHIIUIIAX, HE PACCMATPH-
BaeMBIX paHee B HOPMAaTHBHBIX U MeTOAHYECKHUX
IOKYMeHTax.

[logobuas mpobieMa BO3HUKAET C MpPUMEHe-
HUeM GOTOHHBIX TEXHOJOTHMM B cHcTeMax cbopa,
06paboTKH, Ieperadyu U XpaHeHUH HHPOPMAIIUH,
B YAaCTHOCTH, B CBSI3U C YCIIEIIHBIM BHeIPeHHEM
BOJIOKOHHO-OIITUYECKUX TEXHOJOTUHM B CHCTeMax
CBSI3M, U3MepeHUs U 6e30I1aCHOCTH, KOTOpPbIe HeCyT
3HAYHTe/lbHBIE [IPEUMYIIEeCTBA I10 CPABHEHHUIO C APY-
TUMH TeXHOJOTHUSIMH. PermmeHHe mpobieMsl BO3-
MO>KHO ITPH OCYIIeCTBIeHUH GH3NKO-TEXHHUYECKOTO
AaHAJIM3a BO3MOXHBIX KaHaJOB yTeYKH HHOpMa-
LIM{ B HOBBIX TEXHOJIOTUSIX, IIOCTPOEHHE aKTyaJlb-
HBIX MOZieJIeH yrpo3, pa3paboTKe COBpeMeHHBIX TeX-
HHUYeCKHUX CPeJICTB U CUCTEM 3aIMUTH HUHQOPMALIUH,
IoBefeHHe 3HAHHUM [0 UIMPOKOro Kpyra CrelHanu-
CTOB B obacTy obecrieyeHuUs 6e30MacHOCTH.

1. WHOOPMALUNOHHASA BE3OIMACHOCTDb
BOJIOKOHHO-OMNMTUYECKUX
TEXHOJIOTUN

DOTOHMKA OJJHO M3 OCHOBHBIX HaIlpaB/lieHUI pa3BU-

THS He TOJBKO B HHQOPMAIIMOHHON, HO U B 00IIel

TeXHHKe. B HeHM YCJIOBHO MOXKHO BBIOEIMUTDb Ja3ep-

Hble, OITO3JeKTPOHHEIE, BOJOKOHHO-OIITHUYECKHE

U HHTerpaJbHO-OIITUYECKHE TeXHOJIOTHHU.

B umHOpMaTHKE HAXOJUT IIMPOKOEe MIpPHUMeEHe-

HHe BOJOKOHHO-OIITHYECKHEe TeXHOJIOTUH CBI3U

(B HacTosIee BpeMs, KabenbHble HHOPACTPYKTYPHL

B OCHOBHOM CTPOSITCSI Ha BOJIOKOHHO-OIITHYECKHUX

TeXHOJIOTHSX). Bce HOBbIe TeJIeKOMMYHHKAIUH IIPO-

eKTHPYIOTCS U CTPOSITCSL Ha ONTHYeCKOM Kabeie [1].

Haunbosee mepcreKTUBHBIM abOHEHTCKHUM [OCTY-

nom (mepBasi/IOCiaenHSISI MUJIsS) SIBIASETCS OIITH-

YeCKHH AOCTYyIl B BHJAE IMAaCCUBHBIX ONTHYeCKHX

cerert (Passive Optical Network, PON), KOTOpPBIH I103BO-

7sleT CBSI3aTh OIITOBOJIOKHOM 0e3 IIpOMeKyTOUHOIO
aKTUBHOIO 0OOpYHMOBaHHS LIeHTPAJIbHBIH CeTeBOM

TepMUHAI ¢ aboHeHTOM. B OymymeMm, Bcs cucTeMa

CBSI3M KaK JIOKajJbHasi, TaK U [OAJbHSAS, JOJIKHBI

CTaTh IOJHOCThIO onTHUuecKUMHU (All-Optical Network,

AON). [lonsi ONTHYECKOM COCTaBILIOIIEH B coBpe-

MEHHOM CBSI3U OIIpefielsaeTcsl ypoBHEM Pa3BUTHS

MHQOPMALIMOHHOM COCTAaBJISIOIIel Ha AAHHOM Tep-

PUTOPUU U HeIlPepPhIBHO PacTeT.

=

A similar problem occurs due to the use of photonic
technologies in the data collection, processing,
transmission and storage systems, in particular,
in connection with the successful introduction of
fiber-optic technologies in the communication,
measurement and security systems that have
significant advantages in comparison to other
technologies. The problem can be solved by a physical
and technical analysis of possible information leakage
channels in the new technologies, generation of the
relevant threat models, development of the up-to-
date technical facilities and information security
systems, and notification of a wide range of security
specialists.

1. INFORMATION SECURITY
OF FIBER-OPTIC TECHNOLOGIES

Photonics is one of the main areas of development
not only in the field of information technology,
but also in the general technological field. It
can conditionally be divided into the laser,
optoelectronic, fiber-optic and integrated-optical
technologies. The fiber-optic communication
technologies are widely used in computer science.
At present, the cable infrastructures are mainly
based on the fiber-optic technologies. All new
telecommunications are designed and developed
using the optical cables [1]. The most promising
subscriber access (first/last mile) is optical access
in the form of passive optical networks (PON) that
allows to use fiber optics for connection of the
central network terminal with the subscriber
without any intermediate active equipment. In the
future, the entire communication system (both local
and distant), must be all-optical (All-Optical Network,
AON). The share of the optical component in modern
communications is determined by the development
level of the information component in a given
territory; moreover, it is constantly growing.

Such a prospect is related primarily to the
advantages of photonic transport over electronic
transport in the cable networks. It means the lower
energy losses, greater information capacity of the
communication channel, durability, reliability,
inertness to the superimposed fields and aggressive
mediums. Very important advantages include
the well-established installation and operation
technologies for the optical cable networks. The
construction produce-ability of the optical networks
of different levels is related to a wide range of
installation, testing and operational equipment that
allows the construction of underwater, underground,
overhead telecommunication lines. The total length
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[TomobHast mepcreKTHBa CBsI3aHA B IIEpPBYIO ode-
penp C mpeMMyllecTBaMH (GOTOHHOIO TPaHCIIOPTA
HaJl 371IeKTPOHHBIM B Kabe/lbHBIX CeTSIX. DTO MeHb-
e 3HepreTHYecKHe IMOoTepH, Oonblras HHPopMa-
LIHOHHAasi eMKOCTh KaHajaa CBSI3H, JOJITOBEYHOCTh,
Haflle’)XHOCTb, HMHEPTHOCTb K BHEIIHUM IOJISIM
U arpecCMBHBIM CpelaMH. He MajoBaKHBIM IIpe-
MMYILeCTBOM SIB/ISIeTCSI OT/Ia’KeHHOCTb TeXHOJIOTHH
MOHTa’ka M 3KCIUIyaTallMKM OITHYeCKHUX Kabesp-
HBIX ceTel. TexXHOJIOTHMYHOCTh CTPOMTENbCTBA
ONTHYeCKHUX CeTeH Pa3HOIO YPOBHS CBS3bIBAETCA
C IIKPOKHMM aCCOPTHMEHTOM MOHTa>XHOTO, HCIIBI-
TaTe/JIBHOIO M 3KCILIyaTallMOHHOTO 0OOpymOBaHUS,
KOTOpOe I103BOJISIeT IIPOBOJUTh CTPOUTENIBCTBO IIOA-
BOJHBIX, ITOA3€MHBIX, BO3[YLIHBIX TeIeKOMMYHHKA-
up. Obmasi MpOoTSKeHHOCTh ONTHYEeCKHX Kabespb-
HBIX CeTeM IIPeBhIIIaeT 4 MH/UIHApAA KHUIOMETPOB,
IepeceKasi KOHTUHEHTHI M OKEaHHI.

Kpome HMHQPOPMALMOHHBIX KOMMYHHUKaLHM
BOJIOKOHHO-OITHYeCKHe TeXHOJOTHH HaXOOsT IpHU-
MeHeHHe B CHCTeMax H3MepeHuH [2, 3]. Ha omTo-
BOJIOKHE MOXHO IIOCTPOMTH IIMPOKHUMN Habop pnart-
YKMKOB, pacIpe/leleHHBbIX H3MEePHTeNbHBIX CHUCTEM
NpaKTHYeCKH BceX QU3MYeCKHX BeJMYUH IS MeXa-
HHUYeCKUX BO3AEHCTBUI, aKyCTHYeCKHX, TeIllo-
BBIX, PaJHUallOHHBIX, 1eKTPOMarHUTHBIX II0JIeH
M T.[1. IIpeMMyIecTBOM OITOBOJIOKHA KaK JaTuyHKa
SIBJISIeTCSl BBICOKAsl YYBCTBUTEIBHOCTb K BHEIIHHM
IIOJISIM M BO3[I€HCTBUSIM, pacIpesie/leHHOCTh H3Mepe-
HMI, BO3MOKHOCTb CO3[aHMS JaTUMKa HeCKOIbKHX
BeJIMYHH Ha OJHOM OITOBOJIOKHe. Ha ocHOBe omIToO-
BO/IOKHA BO3MOKHO IIOCTpPOeHHe pacIpefe/leHHBIX
H3MepHUTe/IbHBIX CeTel [/ KOHTPOJSL 3KOoJorHhde-
CKOTO COCTOSSHHSI TePPUTOPHMM MU TEeXHOJOTHYeCKOIO
COCTOSIHHSI IPOMBIIUJIIEHHBIX 00BekToB. Harmpu-
Mep, IPOKIaJblBas ONTOBOJOKHO BHYTPHU JOPOXK-
HOI'O IOKPBITHUSI aBTOCTPaJ MOKHO KOHTPOIHPOBATh
COCTOSIHHME ITOKPBITHUSI. AHAJIOTUYHBIE 3afja4l MOTYT
pelIaThcsl B SKeJe3HOLOPOXKHOM, TPyboIpoBOogHOM
TPaHCIIOPTe, B CTPOMTEIBHOM MOHHTOpPHHIe. OFHO
M3 BaKHBIX NPHMEHEHHI OIITOBOJIOKHA SIB/SeTCs
HCII0/Ib30BaHHUe ero JUIs pellleHUs 3a/Jay Oe30macHo-
ctu [4, 5]. Mcnonb3ysi IpeuMyIecTBa OINTHYECKOro
Kabessi, ero MpUMeEHSIOT B CHUCTeMaX BHeOHaOIIo-
OeHus, [js1 KOHTPOJsd AOCTyla, OXpaHe IepHMe-
Tpa, B CUCTeMax I10’KaPHOU CUTHA/JIM3ALMH U JIPYTHX
obnacTsx.

CTonp IIMPOKOEe PacIpOoCTpaHeHHe BOJOKOHHO-
ONTHUYeCKUX TeXHOJIOTMH GOpMHUPYeT HOBble BUIbI
yrpo3 6e30macHoCTH MHPOPMALIMK, KOTOPble MOXKHO
pasdenuTh HA TPH HaIlpaBIeHHUS:

* YIpo3Hl [lepexBaTa TPapHKa B ONTHYECKUX CeTSIX

Pa3IMYHOIO Ha3HAYeHHS;
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of optical cable networks exceeds 4 billion kilometers,
while traversing the continents and oceans.

In addition to the information communications,
fiber optic technologies are widely applied in the
measurement systems [2, 3]. Fiber optics can be
used to produce a wide range of sensors, distributed
measuring systems of almost all physical values for
mechanical impacts, acoustic, thermal, radiation,
electromagnetic fields, etc. The advantage of an
optical fiber as a sensor is its high sensitivity to the
superimposed fields and influences, distribution of
measurements, and possible provision of several
values on a single optical fiber. The optical fiber can be
used as a basis for possible generation of distributed
measuring networks to control the environmental
condition of territories and the process condition of
industrial facilities. For example, it is possible to
monitor the coating condition by laying fiber optics
inside the motorway coating. Similar problems
can be solved in the field of railway and pipeline
transport, or construction monitoring services. One
of the important applications of optical fiber is its use
for solving the security problems [4, 5]. By using the
advantages of optical cable, it can be applied in the
video surveillance systems, access control, perimeter
guarding, fire alarm systems and other areas.

Such a widespread use of fiber optic technologies
leads to the new types of information security threats
that can be divided into three groups:

 threats of traffic interception in the optical

networks for various purposes;

 threats of unauthorized data collection at the

facilities using the standard optical networks;

« threats to use the technical intelligence means

based on the fiber-optic technologies.

The classification provided makes it possible to
cover all aspects of the problem, each of which has
an important significance with some independent
technical implementation of both attack and defense
instruments.

2. THREATS OF TRAFFIC INTERCEPTION
IN THE OPTICAL NETWORKS [6-11]

Traffic interception is an illegal information sourcing
using a technical tool that detects, receives and
processes the informative signals from the data
networks (Fig. 1). When intercepted, the object of
threat is information transmitted over the regular
optical networks.

The optical cable system of the facility can include
not only telecommunications and local networks,
but also the special-purpose networks such as audio
communications, cable TV, video surveillance
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* yrpo3bl HeCAaHKI[MOHHPOBAHHOIO cbopa HHOOP-
Maliu Ha obbeKTax udepe3 IITaTHbIe OITHYe-
CKHe CeTH;

* Yrpo3bl NpPHUMeHeHHUS CPe[CTB TeXHHU4YeCcKOH
pa3sBeAKU Ha OCHOBEe BOJOKOHHO-OITHYECKHUX
TeXHOJIOTHH.

[IpencTraBneHHass KiIacCHPUKALUS I103BOJISIET
OXBAaTUTh BCe aCIeKThl IPobyieMsl, KaskAasi U3 KOTO-
PBIX HMeeT CaMOCTOSATeJbHOe 3HadeHHe C HeKOTO-
POM He3aBHCHMOM TeXHHYeCKOH pealM3aliier KakK
CPeACTB HaIlaJleHus, TaK U 3aLIHTHI.

2. VYIPO3bl MEPEXBATA TPAD®DUKA
B ONTUYECKUNX CETAX [6-11]

Ilepexsam mpaduka - HeIpaBOMepHoOe Ioayue-
HUe I/IHCl)OpMaL[I/II/I C HCIIOJZIB30BaHHEM TeXHHu4ye-
CKOT'0 CpefCTBa, OCYLIEeCTB/ISAIOINEro obHapyskeHHe,
npueM U 06paboTky MHOOPMATHUBHBIX CHTHAJIOB
13 uHbOpMaUUOHHBIX ceTer (puc. 1). IIpu mepe-
XBaTe OOBEKTOM YIPO3Bl sBIsIeTCS HHbOpMAIUS,
IepefiaBaeMasi 110 MITATHBIM OIITHYECKHUM CeTSIM.

Onrtuyeckas kabenpHas cucTeMa 06beKTa MOXKET
BK/JIKOYAaTh He TOJIBKO TEJ'IeKOMMyHI/IKaL[I/IOHHI)Ie
U JIOKAaJIbHBIE CeTH, HO U TaKHe CeTH CIIeL[MaJIbHOTO
HasHAa4deHUs KaK ayJHOCBsI3U, KabelpHOro Teie-
BUJIEHUS, CHUCTEeM BHUIEOHAONIOLeHUs, pa3iuu-
HBIX U3MEPUTENbHbIX CHCTEM U Jpyrue KabenbHble
cucteMmsl. IlepemaBaeMbll I10 ONTUYECKHUM Kabe-
n4M TpadUK HOCUT KOHPHUIEeHIIMAIbHBIN XapaKTep
H HMMeeT Ba’KHOe 3HaUeHHe O/ ¢)yHKL[I/IOHI/IPOBa‘
Husl 06beKTa He 3aBUCHMO OT BUAA ceTu. Tpaduk
MOXKeT IIOJBEpPraThCsi pas3iuy-

systems, various measuring systems and other cable
systems. The traffic transmitted over the optical
cables is confidential, and therefore, it is important
for the facility operation, regardless of the network
type. Traffic can be exposed to various hazards
such as breach of confidentiality, integrity, and
availability. The threats are perpetrated in various
ways, but one of the main methods is interception
through the unauthorized data retrieval, i.e. breach
of confidentiality during data transmission using
the technical intelligence tools. When intercepted,
the intruder has technical capabilities at the modern
technological level and is able to implement any
scenario for gaining access to the confidential
information that does not contradict the physics
laws [6-8].

The informative signals and access methods to
them play an important role in the interception
structure. In the optical networks, the parameter
registration methods for an informative signal can
be divided into the contact and remote ones. In the
case of contact access, the intruder needs to gain
physical access to the optical fiber in the cable,
including the need to search for the cable, destroy
the protective sheaths, select the required fiber, and
then remove part of the optical informative signal
by installing a special fiber optic insert into the
fiber optic gap or by influencing the optical fiber for
output of the optical signal parts, for example, at
the fiber bend, optical tunneling, etc. In the case
of remote interception, the intruder requires the

HBIM OIACHOCTSIM: HapyLIeHUIO
KOHQHUAEHLIMAIBHOCTH, LeI10CT-
HOCTU M [OOCTYIHOCTH. YIPO3BI 1
Pean3yoTCsl pasiIuYHBIMU CIIO-
cobaMu, HO OLHUM K3 OCHOBHBIX :
crioco60B  SBISETCS IepexBaT
[IOCPEeCTBOM HECAHKIIUOHHUPO-
BaHHOIO CbeMa HHPOpPMALIMH,
T.e. HapylleHue KOHQHUIEHIIU-
QJIBHOCTH TIPU Iepefade UHGOP- s
MalWK C I[IOMOLIBIO CPeLCTB
TeXHUYECKON pasBegku. Ilpu = R,
mepexBare HapyluTenb obra-
[aeT TEeXHUYECKUMH BO3MOK-
HOCTSIMM Ha YpoBHe COBpe-

o4& ’

2 3 2

MEHHOM TeXHHUKH U crocobeH
peanu3oBaTh JNI0O0M CLeHapUU
[0 IIOJAyYeHMHI0 JOCTyIla K KOH-
bugeHnManbHON HHOOPMALUH,
He IIpPOTHBOpPeYallHMH 3aKOHAM
busuku [6-8].

Puc. 1. MpuHuunuanbHas cxema nepexsama mpaduka: 3auiuiiaemoie 06s-

ekmbl (1), B0A0OKOHHO-0NMUYeCKas AUHUU ces3u (2), Hapywumenb co cpedcmeamu
mexHuyeckoli pazeedku (3)

Fig. 1. Circuit diagram of traffic interception: protected facilities (1), fiber-optic
communication lines (2), an intruder with the technical intelligence tools (3)
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=

B CTpyKType IlepexBaTa BakKHYIO POIb HIPAIOT
MHQOPMATHBHbIEe CHUTHA/JIBl XU METOABl IIOTy4eHHs
HOCTyIla K HUM. B ONTHYeCKUX CETSIX METOJbl Peru-
CTpallMM IIapaMeTpPoB MHGOPMATHBHOIO CHUTHAJIA
MOKHO pa3fellTh Ha KOHTAKTHble WU AUCTAHLIH-
oHHBle. [IpM KOHTAaKTHOM [OCTyIle HapyLIHUTENIIO
TpebyeTcs MONY4YUTh GU3UUYECKHH AOCTYI K OIITO-
BOJIOKHY B Kabejle, UTO BK/IIOYaeT HeOOXOAMMOCTb
IIOKCKa Kabesst, paspylleHHs 3alIUTHBIX 000JI0UeK,
BBIZIe/IeHHe TpebyeMOro OIITOBOTOKHA C IIOCIeAy-
IOIIMM OTBOJOM YaCTH OITHYECKOro HMHPOpMAIH-
OHHOIO CHTHaja IyTeM YCTAaHOBKU CIIeLHaJTbHOM
BOJIOKOHHO-OIITUYECKOH BCTaBKH B Pa3phblB OIITOBO-
JIOKHA HJIH ITyTeM BO3eHCTBHUS Ha ONTOBOJIOKHO IS
BBIBOJ]A YaCTHU OITHYECKOro CHIHala, HAaIpHMep,
Ha u3rube BOJIOKHA, ONTHYEeCKOM TYHHETHPOBAHUU
u ap. IIpy OUCTAaHIMOHHOM IlepexBaTe HapyIIH-
TeN0 TpebyeTcss MAaKCHMaJIbHO OMHM3KHUHA KOHTAKT
C ONTHYeCKUM KabereM, TOIBKO 0Oe3 paspylleHHS
WIN He3HAa4YHUTe/JbHOM pa3pyLIeHHU ero 3aI[UTHBIX
obosiouek Ha OCHOBe ITODBOYHBIX ONTHYECKUX H3JIyue-
HUH, Mapa3sHUTHBIX 3eKTPOMATHUTHBIX H3IyYeHUN
U T. 7. ObCyouM OCHOBHBIE THUIIBI IIepexBaTa.

Mopenb yrpo3 KOHTaKTHOro nepexsarta
Tpaduka B ONTUYECKUX CETAX

1. KOHTaKTHbIN NepexBaT C pa3pbiBOM BOJIOKHA
Hawubornee mpocTort 1 3¢ eKTUBHBIN METOJ PeruCTpH-
PoBaTh MHPOPMALIMOHHBIN CUTHAJI CBSI3aH C KCIIONb-
30BaHHEM IITAaTHOIO yCTPOMCTBA KOHTPO/IA 3a Tpa-
GHUKOM - BOJIOKOHHO-OITHYECKOIO IlepeXBaT4yMKa
tpaduka (Fiber Channel Traffic Access Point, TAP), KOTOPBIH
MOsKeT OBbITh BCTaBJIeH B HIITAaTHBIM Pa3pbIB CETH WU
IIOAK/IIOUEH C IIOMOIIBIO CBAPHOI'O COeAMHEHMUS B CO3-
IOAHHBIN Pa3pblB BOJIOKHA. BcTaBKa MOKeT OBITH pea-
JIM30BaHA Ha OCHOBe OITHYeCKUX OTBeTBUTEJIEeH.

2. KoHTaKTHbI nepexsaT NyTem BO3AeACTBUS
Ha BOJIOKHO 6e3 paspbisa [9]

YcnoBHe pacrpoCTpaHeHHs ONTHYEeCKOro M3y4eHHs
B BOJIOKHE OIIpe[le/IsIeTCs IIOJIHBIM BHYTPeHHHM OTpa-
’KeHHeM Ha I'PaHHIIe pasfiena cepAleBHHa-0b0mI0uKa,
niobble BO3MEMCTBHUS MOTYT BBI3bIBaTh HapylIeHHe
[I0JIHOLO BHYTPEHHEIo OTpakeHUs U IIOsgBJIeHHe
1O60YHBIX ONTHYECKHX H3JTy4eHUM, BBIXOASIINX
13 BolIokHa. Hanbosee mpocTo 3T0 peanusyercs IpU
MeXaHHYeCKOM BO3ZeMCTBHUH IIyTeM H3TH6a BOTOKHA.
YcTporicTBa BBOJA/BBIBOJA Ha H3rube, HampH-
Mep, BOJIOKOHHO-OIITHYecKass mpuilernka FOD-5503,
HCIIO/Ib3YeTCs MPHU MOHTake ONTHYECKHX CeTer IJIs
ayIHOCBS3H MEXKAY MOHTOKHHKAMH C IIOMOILBIO
BOJIOKOHHO-OIITHUECKHUX TeledoHOB, He pas3pblBas
ONTHUYECKYIO TUHHUIO.
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closest possible contact with the optical cable, only
without destruction or with slight destruction of
its protective sheaths based on the spurious optical
radiation, spurious electromagnetic radiation,
etc. Further, we will discuss the main types of
interception.

Threat Models of Contact Traffic

Interception in the Optical Networks

1. Contact Interception with Fiber Breakage

The simplest and most effective registration
method for information signal is related to the
use of a standard traffic control device that is
a fiber channel traffic access point (TAP). It can
be inserted into a regular network breakage or
connected using a welded joint to a fiber breakage
made. The insert can be made on the basis of
optical couplers.

2. Contact Interception by Influencing the Fiber
Without Breakage [9]

The condition for the optical radiation propagation
in a fiber is determined by total internal reflection
at the core-cladding boundary. Any influences
can cause impairment of total internal reflection
and occurrence of the spurious optical radiation
coming from the fiber. It can be easily implemented
under mechanical impact by bending the fiber. The
bend I/0 devices, such as the FOD-5503 fiber optic
pin, are used in the optical networking for audio
communications between the installers using the
fiber optic phones without breaking the optical
line.

3. Contact Interception Based on the Optical
Tunneling [10]

Optical tunneling represents the transition of part
of the optical radiation from one channel to another
closely located channel separated by an optical layer
with a lower refractive index, providing the total
internal reflection. In the case of this phenomenon,
the couplers are made using the lateral fiber fusion
technology without the optical channel crossing.
When intercepted by this method, the fibers of the
communication and leakage channels are brought into
a fixed optical contact that does not require significant
damage to the protective sheaths of the cable and fiber.
Using a thin metal tube, the communication channel
fiber is captured. Then the optical adhesive and the
leakage channel fiber are introduced through the tube.
When the adhesive is set, a fixed optical contact is
established between the fibers of the communication
and leakage channels (Fig. 2).
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3. KOHTaKTHbI NepexsaT Ha OCHOBE ONTUYECKOro
TYHHenuposaHus [10]

OnTuYeckoe TYHHeIHPOBAaHHE IIPOSIBISIETCS B Iiepe-
X0/le YaCTH OINTHYeCKOT0 M3JIyYeHHUs M3 OJHOIO
KaHa/la B JPYroH O/JIM3KO PaCIIONOKeHHBIN OTAeIeH-
HBIM OIITHYECKUM CJI0eM C MEHBLIMM II0Ka3aTesleM
IIpe/IoM/IeHHsI, 06eClIeYHBAIOIINM II0JIHOe BHYTPeH-
Hee oTpaKeHHe. Ha JaHHOM SIBTeHUU QYHKIIMOHU-
PYIOT OTBETBHTEIH BBHIIIOJIHEHHBIE 10 TeXHOJIOTHH
c GOKOBBIM CIIIaBJIeHHEM BOJIOKOH Oe3 mepecede-
HUS OIITHYECKUX KaHaloB. [Ipy mepexBaTe JAaHHBIM
MeTO[OM, BOJIOKHA KAaHAJIOB CBSI3U U YTEUKU IIpHU-
BOIOAT B (QUKCHUPOBAHHBIN OINTHYECKUN KOHTAKT,
IUisl 4yero He TpebyeTcss 3HAYUTEIbHBIX Pa3pylIeHU I
3aIUTHBIX 0bonouek Kabens u BonmokHa. C MOMO-
INBIO TOHKOM METJI/IMYeCKON TPYOKH 3aXBaThIBAETCS
BOJIOKHO KaHaJIa CBSI3M, fAaslee 4epe3 TPybKy BBO-
OUTCSL ONITHYECKUN KIeH U BOJIOKHO KaHajla yTeYKH,
IIpU 3aTBepIeHUH Kiesi GOpMHUPYeTCcs GpUKCHPOBAH-
HBIF OIITHUYECKUH KOHTAKT MeXK1y BOJIOKHAMHM KaHa-
JI0B CBSI3H U yTeuKH (pucC. 2).

Mogpaenb yrpos AUCTaHLMOHHOIO NnepexsaTta
TpadumKa B ONTUYECKUX CETAX
1. AMNCTAHLUOHHbIN NepexBaT HA OCHOBe

BbITEKAIOLWMUX MOJ,
BhITeKAIOMIMMM MOJAaMH Ha3bIBAIOT BBIXOASIIEe
U3 KaHajla CBSI3HM OITHYeCKoe M3Jy4eHHe IIpHU
HeCOr7TaCOBAaHHOM COeIMHEHHH MCTOYHHKA CBeTa
Y BOJIOKHA, KOTZa allepTypa MCTOYHHKA IIpeBhIIIaeT
aIlepTypy BOJIOKHA. BBomnMoe B BOJIOKHO OITHYe-
CKOe H3JIy4YeHHe, BBIXOASILee 3a allepTypy BOJIOKHA,
OymeT mamaTh Ha IpPaHHUIY pasjena cepAlieBHHA-
obosouKka IOJ YIJIaMH MEHBUIMMH KPHUTHYECKOIO
U UCIBITEIBATh pPeHeIeBCKOe OTPKeHHe C He Hylle-
BbIM IIpejioMjIeHHeM. DPGeKT BBITeKAIOMHX MOJ,
MO>KeT HabIIogaThCs He TOBKO IJIsI BXOLHOTO UHGOP-
MAaIIMOHHOTO CHTHaja, HO M IO BCEH BOJOKOHHO-
ONTHUYECKOHN JIMHHUU CBI3M B MECTaX MOJK/IIYEHHS
YCUIHTeer, IOBTOPUTENeH, a TakKKe B MeCTax
IedeKTHOTO COeNMHEHUSI BOJIOKOH H/IU BOJOKOH
C pasnIHMYaIKUMUCA anepTypaMu. PopmupoBaHHe
JUCTAHLIMOHHOTO KaHajla YTeYKH BO3MOXKHO IIPHU
Ha/IMUYMU ONTUYECKUX OKOH B 3aIIMTHBIX 060/I04KaX
KabeJIsl WUIM YaCTUYHOM OIITUYeCKOH [IPO3PaYHOCTHIO
oboouex.

2. ANCTaHLUOHHDIM NepexBaT Ha OCHOBE NO60YHbIX
ONTUYECKUX N3JTYHEeHUN

[I060YHBIM OITHYECKHUM H3JIy4YeHHEeM MOKHO

Ha3BaTb BCe JIOKAJIKM30BAaHHbIE II0 OITHYECKOMY

KaHa/ly CBS3W M3JIy4YeHHs, BBI3BAHHBIE P3JIeeBCKUM

paccesHueM, QpeHelleBCKUM OTPa’keHHeM Ha OITH-

Puc. 2. ModeAb KOHMAKMHO20 Nepexaama Ha 0CHO8e onNmu-
Yeck020 MyHHeAUpPOBAHUS: onmuyeckull Kabeab ¢ 3aLum-
Hbimu o60noykamu (1), 0NMOBOAOKHO KaHaAa cessu (2),
KanuaAapHas mpy6ka (3), 0nmosoAoKHO KaHand ymeyku (4),
onmuyeckut kaet (5)

Fig. 2. Contact interception model based on the optical tun-
neling: an optical cable with the protective sheaths (1), fiber
optics of the communication channel (2), a capillary tube (3),
fiber optics of the leakage channel (4), an optical adhesive (5)

Threat Models of Remote Traffic Interception
in the Optical Networks

1. Remote Interception Based on the Tunnelling

Modes

The tunnelling mode is the optical radiation emerging
from the communication channel when the junction
of the light source and fiber is unmatched and the
source aperture exceeds the fiber aperture. The optical
radiation introduced into the fiber and went out
beyond the fiber aperture, will fall on the core-cladding

Puc. 3. JucmaHyuoHHbIlU nepexeam Ha 0CHOB8e N06O4HbIX
usAyyeHuli: coeduHumenbHas mypma (1), cpawiugaemoe
80A0KHO (2), Mecmo cpaujusaHus 80A0KOH (3), no6o4Hoe
usnyyerue (4)

Fig. 3. Remote interception based on the spurious emissions:
a coupler (1), a spliced fiber (2), a fiber splicing place (3), spu-
rious radiation (4)
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YeCKUX HeOJHOPOJHOCTSX KU AP., KOTOpble MOTYT
BBIXOJUTb 3a IIpefieibl BOJIOKHA U Kabeslst uepes OITH-
yeckHMe OKHAa CKBO3b 3aIlUTHBIE 0DOJOYKH U CJIOU
KabenpHOM cHCTeMBI (pHUC. 3).

B wacTtHOCTH, mOBOUYHBIE H3JIy4YeHHUS MOTYT dop-
MHPOBATLCA IIPHU HECOIJIACOBAHHOM CBAPHOM COeH-
HeHHH BOJIOKOH. TaKHe ClIy4au HacTyIaloT, KOrga
BOJIOKHA CMellleHbl OPYr OTHOCHUTe/IbHO Ipyra, CBa-
PeHBI IOA YIJIOM APYr K APYry uU Ap. Haxke Kade-
CTBeHHOEe COefHHEeHHe [JaeT JOKaJIH30BaHHEIe
norepu mopsaaka 0,01 nb, w3 KOTOPBIX HEKOTOpas
YaCTh 3aXBaThIBAeTCS BOJIOKHOM, a Jpyrasi MOKeT
BBIXOJMTH 3a Ipenensl 0bomouek BosoKHa. CpalieH-
Hble BOJIOKHA pa3MeIAIOTCsi B KabelbHBIX MydTax
IIOf[3eMHOM, IOABOAHOM M BO3AYLIHON IIPOBOAKHU
TeJTeKOMMYHHUKAIlHOHHEIX CeTeH, KOTOphle MOTYT
pacImonaraThcs 4epes Kakible 3-5 KM, 4TO [O3BOJIsIeT
HapyIIUTeNo BeIOpaTh Hanbosiee MoaxozsInee MecTo
IepexBaTa, IIPU 3TOM TpebyeTcs HalH4Me OITHUe-
CKHX OKOH B Kabese 1 mydrTe.

3. IMCTaHUMOHHDIN NepexsaT Ha OCHOBE Napa3suTHbIX
3/1eKTPOMarHUTHbIX U3ny4yeHui [11]

[TapasuTHBIe 371eKTPOMArHUTHBIE H3JydeHUST op-
MHUPYIOTCS. B OITHYECKOM BOJIOKHE BCIeACTBHE
HeJIMHEeHHO-OIITUYeCKUX I1peobpa3oBaHUM, IIPHUBO-
OAINUX K OeMOAYIINUN HHQOPMALIMOHHOIO OIITH-
YeCKOro CMTHa/Ia Ha YacToTax OMM3KUX K YacToTe
MOAY/ISILIUYM ONTHYECKOM HecyleH. DTO BO3HHKAaeT
B MW/UIMMETPOBOM H CAHTHMETPOBOM [AHAIla30He
IUIMH BOJIH, IJISI KOTOPBIX LHUIEKTPUUECKHe 3aIUT-
Hble 000/I0YKM Kabenss MOIYT OBITh ITPO3PAuHBI.
MOIIHOCTh IApPa3UTHBIX 37eKTPOMArHUTHBIX H37y-
YeHHUN OIIpefensieTCss KOIePeHTHOCTBIO IIPSIMOTO
1 BeJHMYHHOMN pacCesiHHOI0O HHGOPMALIMOHHOIO
OIITHUYECKOIO0 II0TOKA.

4. JUCTaHLMOHHbINA NepexBaT Ha OCHOBe
napameTpu4yeckux MeTogoB

[TapameTpHUYeCcKHe MeTOLbl perucTpanuy HHOOp-
MAaLMOHHOTO CUTHAa/Ia B OITHUYECKOM KaHaJjie CBS3H
BBI3BIBAIOTCSI MOZY/SLIMEN IIapaMeTpOB BOJIOKHA
ONTHUYEeCKHM H3TyuyeHHeM HUHPOPMALMOHHOTO CHUI-
Haja. JTO MOXKeT ObITh MOAY/ISLUS IIPeLleCCUU TIeK-
TPOHHBIX WJIH S€PHBIX MATHUTHBIX MOMEHTOB, aKy-
CTOONITHUYECKUX 3)PeKTOB, PeHTreHOCTPYKTYPHBIX
3¢ deKToB U Apyroe. B CTpyKType IlapaMeTpHUIECKOr0
IlepexBaTa HUCIIONb3YIOTCSl BHEIIHHUE 3/IeKTPOMATrHHUT-
Hble, PpeHTIeHOBCKHe, aKyCTUYecKHe I10JIsI, KOTopble
MOTYT IIPOXOAHUTD 3aIIUTHBIe 0007104YKHU Kabens 6e3
€ro paspylleHHUs], YTO II03BOJISIET PEATIH30BaTh JHUC-
TAaHLHMOHHBIN IepexBaT 0e3 MIpsIMOM HeobXOIHMO-
CTH paspylieHHs Kabes.

490 POTOHUKA TOM 16 N2 6 2022

CECEEEEEEEEE e e e e e e e e e e e e e e e e e e e e e e e e e e ey
BOJIOKOHHO-OMNTUYECKME YCTPOUCTBA U TEXHOJIOUM
CECEEEEEEEEE e e e e e e e e e e e e e e e e e e e e e e e e e e ey

boundary at the angles smaller than the critical one. It
will be also exposed to the Fresnel reflection with non-
zero refraction. The effect of tunnelling modes can be
observed not only for the input information signal, but
also along the entire fiber-optic communication line
at the connection points of amplifiers and repeaters,
as well as at the defective connection points of the
fibers or fibers with various apertures. Generation of
a remote leakage channel is possible in the presence
of optical windows in the protective cable sheaths or
partial optical transparency of the sheaths.

2. Remote Interception Based on the Spurious Optical

Radiation
The spurious optical radiation can be any radiation
localized along the optical communication channel,
caused by the Rayleigh scattering, Fresnel reflection
on optical inhomogeneities, etc. that can go beyond
the fiber and cable through the optical windows
of the protective sheaths and the cable system
layers (Fig. 3).

In particular, the spurious radiations can be
generated in the case of an inconsistent welded joints
of fibers, i.e. when the fibers are displaced relative
to each other, welded at an angle to each other, etc.
Even a high-quality connection leads to the localized
losses of about 0.01 dB. Some of them are captured
by the fiber, and other can go beyond the fiber
cladding. The spliced fibers are placed in the cable
glands of underground, underwater and overhead
telecommunication networks that can be located
every 3-5 km. It allows the intruder to select the
most suitable interception point, while requiring the
available optical windows in the cable and gland.

3. Remote Interception Based on the Spurious
Electromagnetic Radiation [11]

The spurious electromagnetic radiation is generated
in the optical fiber due to the nonlinear optical
transformations, leading to demodulation of the
information optical signal at the frequencies close
to the optical carrier modulation frequency, i.e. in
the millimeter and centimeter wavelength range, for
which the dielectric protective cable sheaths can be
transparent. The spurious electromagnetic radiation
power is determined by the coherence of the direct
information optical flow and the value of the scattered
information optical flow.

4. Remote Interception Based on the Parametric
Methods

The parametric methods for the information signal

registration in an optical communication channel
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OLleHMM 30HY pa3Be[bIBaTeslb-
HOM JOCTYIIHOCTH [JIs1 IUCTaH-
LIMOHHOI'0 IlepexBaTa II0 I0Hou-
HBIM ONTHYECKHM H3J/Iy4YeHHSIM,
Kak Haubomee 3bPeKTUBHBIM
M3 ONMCAHHBIX MeTOHOB. IlycTh
rnobouHoe u3nydyeHHe GOPMHUPY-
eTCsl IJIOCKOM HeoJHOPOJHOCTBIO
B CepAlLleBHMHe BOJIOKHA BCJIe[-
CTBHe QppeHe/IeBCKOTO OTPasKeHH s
BenuuyuHoOA 30 nb (t.e. 1/1000
0T MHOOPMAIIMOHHOTO CHUIHAJIA),
M3-32 JUPPAKLHUOHHOU PACXOAU-
MOCTH H3/IydeHHUs ociaabneHue
coctaBUT 100 1b Ha paccTOAHUU
1 M OT HeOZHOPOAHOCTH pa3Me-
poMm mopszaka 10 MkMm. Eciu apy-
TUMH IIOTEpPSIMH IIpeHebpeus,
To B Trpybom npuUbIUKEHUU
MHTEeHCUBHOCTb HHPOPMATHUB-
HOro II0DOYHOrO0 OIITHYeCcKOIo
M3Iy4eHUs cocTaBUT -130 b
0T WHTEHCHUBHOCTH MHPOpPMaLU-

Puc. 4. MpuHuUNUanbHas cxema HeCAHKUUOHUPOBAHHO20 c60pa UHpopmayuu
uepe3 WMmamHble onmuyeckue cemu: 3aujuuiaempie 06zekmsi (1), 80N0KOHHO-
onmuy4eckas AuHuU cgs3u (2), AoKaabHas onmuyeckas cems (3), Hapywumenb
co cpedcmaamu mexHuueckol pazeedku (4)

Fig. 4. Circuit diagram of unauthorized data collection through the regular opti-
cal networks: protected facilities (1), fiber-optic communication lines (2), local
optical network (3), an intruder with technical intelligence tools (4)

OHHOro curHana. TakuM obpa-

30M, 30Ha pa3Be[blBaTe/bHOM NOCTYIIHOCTHU He IIpe-
BBICUT LMJIMHID PafuycoM Mopsnka 1 M € oChIO
B BHfe Kabensi. [1o3ToMy BBIfeJIeHHE B MOMEIH
yIPO3 AUCTAHLMOHHOIO IIepeXBaTa MOXKHO CYHMTATh
YCIOBHBIM, T. K. 3pPeKTHBHBIH [IepexBaT BO3MOKEH
IIPH IpAMOM PH3UYECKOM KOHTAKTe C OIITHYEeCKUM
KabeneMm.

TexHMYecKHe CpeACTBAa 3allUTa HMHPOPMALKMH
(TpaduKa) MOTYT CTPOUTHLCS Ha 0COD@HHOCTSIX ONTH-
YeCKOro KaHajia CBSI3H — €ro MajioM II0IlepeYHOM
CeYeHHUH, KOIZa BeCb HHQOOPMALMOHHBIM CHI-
HajJl B BHJe CBETOBOIO IIOTOKA 3aK/IIOUYeH BHYTPHU
BOJIOKHA, Kabessi. [IepBbIH 3I1e/I0H 3alIUTH CBSI3aH
C TeXHHUYeCKMMH CpeJCTBaMH KOHTPOJS [OCTyIla
K Kabesio, K BOJIOKHY, a TaKKe COCTOSIHHS ONTHYe-
CKOr0 KaHajaa CBSI3H. JIpyrod crocob 3amjyuThl Tpa-
$HKa COCTOUT B 3alIYM/ICHUU WM MCKAKEHUU CHUTL-
Hajla IIpPU ero Inepenave B KaHajle CBA3H U OYHCTKe
OT IIyMa MK BOCCTAHOB/IEHHWH ero IIpU IIpHeMe
Y3 KaHajla CBA3H.

B BOJIOKOHHO-ONITHYECKOM JHHHHU CBA3U [JIS
3aIIMTE TpapHUKa MOTYT OBITH NPHMeHEHBI CTaH-
JapTHBIE MeTOAbl IMKUPOBAHMS, KOTOPhIE IIPUMeHs-
I0TCSL [I7I51 TIOOBIX APYTHX CUCTEM CBSI3H. B mocieHee
BpeMs pa3pabaThIBAIOTCS U IIPe/JIaraloTcst Ha PHIHOK
CHCTeMBl 3alllMTHl IepefaBaemMol HHGOpPMaLlUHU
OT IepexBaTa Ha OCHOBE KBAHTOBOLK KPUIITOTPadHH.
EcTh OCHOBaHMS CYMUTATh TaKUE CUCTEMBI 3aIKUTHI
abCOMIOTHBIMH I10 CAMOM ITPUPOJie Pealn3alHH.

are caused by modulation of the fiber parameters by
the optical radiation of the information signal. It can
be the precession modulation of electronic or nuclear
magnetic moments, acousto-optic effects, X-ray
diffraction effects, etc. The parametric interception
structure applies the superimposed electromagnetic,
X-ray, acoustic fields that can pass through the
protective cable sheaths without its destruction that
makes it possible to implement remote interception
without the direct need to destroy the cable.

We will assess the reconnaissance accessibility area
for remote interception using the spurious optical
radiation as the most efficient of the described
methods. Let the spurious radiation be formed by
aplane discontinuity in the fiber core due to the Fresnel
reflection of 30 dB (i.e. 1/1000 of the information
signal). Due to the diffraction divergence of radiation,
the attenuation will be 100 dB at a distance of 1 m from
the discontinuity with a size of about 10 pm. If other
losses are neglected, then, as a rough approximation,
the intensity of the informative spurious optical
radiation will be -130 dB of the information signal
intensity. Thus, the reconnaissance accessibility area
will not exceed a cylinder with a radius of about
1 m and an axis in the form of a cable. Therefore,
determination of the remote interception in the
threat model can be considered conditional, since
the efficient interception is possible with the direct
physical contact with the optical cable.
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3. Yrro3bl HECAHKULMOHUPOBAHHOIO
CBOPA MHO®OPMALIUUN YEPE3
LUTATHbLIE ONTUYECKUE CETU

HecaHKuuoHuposanHslli coop unpopmayuu - HerrpaBoMep-

Hoe IoJydyeHHe MHPOPMALMK C HCIIO0Jb30BaHHEM

TeXHHUYeCKOIo CpelCTBa, OCYLIeCTBISIOMero obHa-

pykeHHe, mpueM U 06paboTky HMHPOPMATHBHBIX

CHUTHAJIOB M3 KOHTPOJIHMPYeMOM 30HBI Ha OCHOBe

KOHBEPTeHUHHU QYHKIHUHU Iepeladd W H3MepeHHs

B IITAaTHBIX ONTHYECKUX ceTaX (puc. 4). B aTom cy-

yae 00BEKTOM YI'PO3bl SBISIETCS HHOOPMALUS, LIUP-

KyJIHUpyolas Ha 06beKTe BOIK3HU ONITHUYECKUX CeTel

B BHJle Pa3/IMUHOIO TUIa QU3HUeCKUX [10JIeH ~ Peub,

TeIlJIO, /IeKTPOMAarHUTHBIE I07s, pafHhalliOHHEBIe

II0JISL ¥ AP.

Ha ob6pexkTax KOHOUAEHIMAIBHOCTBIO 06ia-
JlaeT He TOJAbKO BHYTPeHHHH H BHeIIHHH TPadUK,
HO Takke U HMHPOpMalLlMs, LHUPKYIHPYyIOIasl BHY-
TPU 00BEeKTa B BHJE pedd COTPYAHHUKOB, Pa3IHu-
HBIX 3BYKOB paboTaromero obopygoBaHHS, 3JeK-
TPOMAarHMUTHEBEIX ITOJIel, QU3MYeCKUX I1apaMeTpoOB
OKpY>KaIoIlero IPOCTPAaHCTBA M T.n. IITaTHEe
BOJIOKOHHO-OITHYeCKHe KOMMYHHKALUHU SIBJISIIOTCS
pacIpesie/leHHOHM BOJIOKOHHO-OIITHYeCKOK HM3MepH-
Te/JIbHOM CeTbI0 C HeIUTaTHBIMH H3MepUTelbHBIMU
BO3MOXHOCTSMHU. Pacrosarasice BHYTPHU 0O0BeKTa,
KOMMYHHUKALMU IPOXOAST Yepe3 UM BOIM3HU 3aIlu-
IaeMBIX IIOMeIIeHUH, B KOTOPhIX MOXKET CBOOOIHO
LIMPKYJIHUPOBaTh KOHQUIeHLIMAIbHAS HHPOPMALHS.
HapymmuTenb MoXeT IONTYYUTD JOCTYI K Hel uepes
IITaTHBIe ONTHYECKHe CeTH, HCI0/Nb3ys IITaTHBIE
CBETOBBIE IOTOKH CeTH MM BHEIIHHe 30HIHpYIolle
H3J7y4eHHUs. B oTIHM4He OT yrpo3sl TpadHKy, TaKOH
KaHaJI yTedKH HHQOPMAIIUK MOKHO CIUTATh TeXHHU-
vyeckuM (TKYH), uCHONB3yIOIIUM He JeKl1apHUpye-
Mble, UM He HU3BeCTHbIe, WU He KOHTPOJIHUPyeMble
BO3MOKHOCTH OIITHYeCKOM KabenbHOM MHOPACTPYK-
Typhl B ClIe[CTBHEe KOHBEPreHLIMH TPaHCIOPTHBIX
1 M3MepUTeIbHBIX QYHKIIHUH CEeTH.

Ob6obmenHass cTpykTypa TKYH Ha ocHoBe
BOJIOKOHHO-ONTUYECKUX KOMMYHHKAIMK 006B-
ekTa TpebyeT INTAaTHOM/HEMITAaTHOM CHCTEMBI
BBOZIa/BbIBOJlA 30HAHPYIOIIEr0 OINTHYeCKOTo H3Jy-
4yeHHUS C POpMHUPOBaHHEeM HHOOPMATHUBHBIX CHI-
HaJIOB yTeUYKH IIPH BO3JEHCTBHH Ha OIITOBOJIOKHO
$H3MYeCcKOTo MOJIs, CBI3aHHOIO C KOHQHIEHIIHUA/Ib-
HOM HMHopMaLuM. Bo3melicTBHe BBI3BIBA€T MOZY-
JSILJUI0 CBETOBOIO IIOTOKA B OIITOBOJIOKHE, KOTOpOe
[lepeHOCUT UHPOPMALIMIO 33 IIpefie/ibl KOHTPOIHUPY-
eMOH 30HBI, T.e. SIB/IIeTCsI HHOOPMATUBHBEIM CHUTHa-
oM [ MOAyNHpyolero monsi. IIpeobpasyromue
BO3MOXHOCTH OIITOBOJIOKHA OIIpelleNIloT YpPOBeHb
OITACHOCTH BOJIOKOHHO-omTH4YecKoro TKYH. B yrpose
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The technical information (traffic) security
facilities can be based on the features of an optical
communication channel, such as its small cross
section, when the entire information signal in the
form of a light flux is enclosed inside the fiber or
cable. The first safety layer is related to technical
means for controlling access to the cable and to the
fiber, as well as the optical communication channel
condition. Another way to protect traffic is the
noise contamination or signal distortion when it is
transmitted through the communication channel and
its cleaning from noise or restoration when received
from the communication channel.

The standard encryption methods can be applied
in a fiber-optic communication line to protect
traffic. Such methods can be used for any other
communication systems. Recently, the transmitted
data protection systems against interception based
on the quantum cryptography have been developed
and offered at the market. There are some reasons to
consider such protection systems absolute by the very
nature of their implementation.

3. THREATS OF UNAUTHORIZED DATA
COLLECTION THROUGH THE REGULAR
OPTICAL NETWORKS

Unauthorized data collection is an illegal information

sourcing using the technical tool that detects, receives

and processes informative signals from the controlled
area based on the convergence of transmission and
measurement functions in the regular optical networks

(Fig. 4). In this case, the object of threat is information

circulating at the facility near the optical networks

in the form of various physical fields, such as speech,
heat, electromagnetic fields, radiation fields, etc.

At the facilities, not only internal and external
traffic is confidential, but also information circulating
inside the facility in the form of the employees’
speech, various sounds of operating equipment,
electromagnetic fields, physical parameters of the
external environment, etc. The regular fiber optic
communications are the distributed fiber optic
measuring networks with non-standard measuring
capabilities. Being located inside the facility, the
communications pass through or near the protected
premises where the confidential information can
freely circulate. An intruder can gain access to it
through the regular optical networks, using the
regular light fluxes of the network or external probe
radiation. In contrast to the traffic threat, such
an information leakage channel can be considered
a technical one (TCIL), using the undeclared, or
unknown, or uncontrolled capabilities of the optical
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Be3omacHOCTH MHOOPMALIMU OOJBINYIO POJIb UTpPaeT
TOIIOJIOTHSI CeTH, TaK KaK IIPOK/IaZKa OINTHYeCKOIo
Kabens BOMM3M WM dYepe3 3allMIlaeMble IIOMelle-
HHUS CyIIeCTBeHHBIM 06pa3oM BIHseT Ha 3allHUIIeH-
HOCTB OT yTeYeK.

Ipyrre ocobeHHOCTH CBSI3aHBI C BO3MOSKHOCTBIO
KCIIOJIb30BaHUA OJ1s1 GOPMHUPOBAHUSI HUHPOPMATUB-
HOTO CMTHaja B OOIIOJIHEeHHe K LITATHBIM H3JIy4e-
HUSIM ellle U BHEIIHHUX HEeIITAaTHBIX HCTOYHHUKOB,
CO3JAIIIMX 30HIUPYIOMHe M3IydeHHUs. IIpH sTOM
TPYAHOCTH MOAKIIOUEHHSI K ONITOBOJIOKHY COXpa-
HSIIOTCSI, OIITHYecKas CXeMa MOKeT OBITh YCIOXK-
HeHa, HO MOBBIIIAIOTCA BO3MOKHOCTH HapyIIHTes
BCJIeACTBHE BapbUPOBAHHS IIapaMeTpPOB HCTOY-
HUKa u3nydYeHHs. ClleHapuH 110 peanusanuu TKYH
yepe3 BOJIOKOHHO-OIITHYECKHEe KOMMYHHKAIUHU
MOTYT OBITH Pa3IUYHBI B 3aBUCHMOCTH OT BO3MOXK-
HOCTH MOAYJISALMH CBeTa B OITOBOJOKHE HHOOP-
MAaTHBHBIMH IIOJAMHU H ILleJled IIpecjiefyeMbIX
HapyILIHTe/IeM.

Takum o6pa3om, B CTPYKIype BOJOKOHHO-
orntu4eckoro TKYHM BBIIENIAIOTCS OCHOBHBIE HaIlpaB-
JIeHUS Peajr3aliy yIpo3 — 3TO MEeTOAbI 30HIHPOBa-
HU S IITAaTHOM OIITUUECKOM CeTH, C TIOMOIIbI0 KOTOPOK
PEeTrUCTPUPYIOTCS. NHQOPMATHUBHBIE CUTHAJBL, U 00b-
eKTBl ONTHUYEeCKOM CeTH, Ha KOTOPBIX ITPOMCXOIUT
MOAYIALHSA 30HOUPYIOIIEro H3nydeHud. Ilo meTo-
IaM U 00BeKTaM 30HIUPOBAHHUS MOSKHO IOCTPOUTH
Mozenb yrpo3 6e30macHOCTH MHOOPMALMHU, LUPKY-
NTUpYIOLIEeH Ha 3allKIIaeMoM obbeKTe.

Mopenb yrpo3s HeCaHKLMOHUPOBAHHOIo
c60pa MH(I)OpMaLI,MVI yepes wiTaTHble
onTn4yeckue cetun

1. MeToAbl 30HANPOBAHUS ONTUYECKOW CeTU

Ilo cymeCTByIOLueﬁ BOJIOKOHHO-OIITUYECKOH Tex-
HHKH, chonb3yeM0151 B HECAHKIHOHHPOBAHHOM
c6ope HHPOpMAIIMK, MOKHO BBIIEIUTH TeXHHUKY
pa3Beaku

* Ha IIPOXOXKAEHHeEe, T.e. U3MepeHHe I1apaMeTpoB
OIITHYECKOr0 M3JIy4YeHHS, ITPOIIENIIero 30HIH-
pyeMLn?I 00BeKT, HCIIONIb3yeMOe [JIsl Perucrpa-
LMK MHPOPMATHBHOIO CUTHa/la Ha HebOJIBIIUX
pacCcTOIHUAX MeXAYy MCTOYHMKOM H IIpHEMHH-
KOB, KOrJa IIyMOBBIE MOZYJISLHK He IIPEeBbI-
IIAIOT BeJIUYKMHB MHQOPMATUBHOIO CUTHAJIA,

* Ha OTpaskKeHHe, T.e. OITHYecKass pedrekTome-
TpUS 30HIUPYEMOIO 06beKTa, HCII0NIb3yeMoe
IJIsL perucTpallid HMHQOPMATHBHOILO CHTHaJla
Ha MaKCHMMaJ/IBHBIX PaCCTOSHHUSAX, Ompenense-
MBIX TeXHHKOH ONTHUYECKOM pednexTomerpuu,
TaK KaK I103BOJISeT BBIOEJIUTH OTK/IHUK OT KOH-
KPeTHOTO obBeKTa 30HIHPOBaHHUS,

=

cable infrastructure due to the convergence of the
transport and measurement network functions.

The generalized TCIL structure based on the
facility’s fiber-optic communications requires
a regular/irregular input/output system for the probe
optical radiation with generation of the informative
leakage signals when the optical fiber is exposed to the
physical field related to the confidential information.
The impact causes the light flux modulation in the
optical fiber that transfers data outside the controlled
area, i.e. being an informative signal for the
modulating field. The transforming capabilities of
fiber optics determine the danger level of fiber-optic
TCIL. The network topology plays an important role in
the threat to information security, since the optical
cable laying near or through the protected premises
significantly affects the protection against leaks.

Other features are related to the possible use of
external non-regular sources creating the probe
radiation in addition to the regular radiation for
the informative signal generation. Moreover, the
difficulties of connecting to an optical fiber are
remained, the optical circuit can be complicated,
but the intruder’s capabilities are increased due to
variation in the radiation source parameters. The
TCIL implementation scenarios using the fiber-optic
communications can differ depending on the possible
light modulation in the optical fiber by the informative
fields and the aims pursued by the intruder.

Thus, the main areas for threat activities can be
identified in the structure of the fiber-optics TCIL,
including the probing methods for the regular optical
network that is used for the informative signal
recording, and the optical network facilities, at which
the probing radiation is modulated. The probing
methods and objects can be used for development
of the threat models relating to the data security
circulating at the protected facility.

Threat Model of Unauthorized Data
Collection Through the Regular Optical
Networks

1. Optical method probing methods

Based on the available fiber optic technology used
for the unauthorized data collection, the following
intelligence techniques can be identified:

« for transmission, i.e. measurement of the
optical radiation parameters that has passed
through the probed facility, used to record
an informative signal at the short distances
between the source and the receivers, when the
noise modulations do not exceed the informative
signal value;
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U1 30HOMPOBAaHUS Ha IIPOXOXKIEHHe KU OTpaKe-
HMe MOXKHO HCII0/Ib30BaTh BCe OCHOBHBIE ITapaMeTphl
OIITUYeCKOr0 H3JIyuYeHHs M HUX KOMOHMHALMU - 3TO
MOAY/ISALNS UHTEeHCUBHOCTH, $a3bl, YACTOTHl K II0JIS-
pU3alMu, BeIOMpaeMble UCXOAs U3 3bGeKTHBHOCTH
(rmybuHBI) MOAYMSILUN Ha ob6bekTe 30HIMPOBAHUS.
B HeKOTOpPBIX CAydasx /s 30HAUPOBAHUS MOKET
IIPUMEHSTBCS. KaK OIITHYEeCKoe H3/IyueHHe OT CPe[CTB
TeXHHUUYeCKOM pa3BedKH (HEIITATHBIX HCTOYHHKOB),
TaK U OT IUTaTHBIX HCTOYHHKOB. B cly4dae mTart-
HBIX UCTOYHHKOB U IIPHEMHHKOB, T.e. TPAaHCHBEPOB
OIITHYEeCKOM CeTH, 30HAHPOBaHUE 00/1aJjaeT BHICOKOM
CKPBITHOCTBIO, HO TpebyeT HOCTyIla K TeXHUKe OIITH-
YeCKOM ceTH (BHYTPeHHHU I HapyIIUTeNb).

OcHoBoM GYHKLIMOHHUPOBAHHUS KaHajlla yTeudKH
SIBJIsieTCsl onTudeckass pedyexkToMmerpus (3], ¢ momo-
B0 KOTOPOM AOCTHIAeTCSd BO3MOKHOCTH JIOKAIHM3a-
LIMU OTKIMKA OITHYECKOM CeTH Haubosee UyBCTBHU-
TeJIbHOM K BO3[€HMCTBHI0O MHOOPMATHBHBIX CUTHAJIOB,
IIpOBeleHUsI M3MepeHUM OfHOIo HHPOPMaTHBHOIO
CHUTHQJIA OT HEeCKOJIBKUX OOBEKTOB 30HIHPOBAHUS,
IIOBBICUTh OTHOIIEHHe CHUTHaI/IIyM, IIPOBOAUTH
H3MepeHHUSI B peaJibHOM BpeMeHHU M T.[. Pa3sBUTHe
TeXHUKH OITHYeCKON pedeKTOMEeTPUM SBIISETCS
OHOM K3 Haubosee 3HAUKMBIX YI'PO3 /ISl HECAHKIIHO-
HHUPOBaHHOro cbopa HHPOpMALIUH.

2. O6beKTbl 30HANPOBAHUS
ITaccuBHBIE 37I€MEHTHl ONTHYECKOM CeTU SBJISIOTCS
OCHOBHBIMHU OOBEKTaMH 30HAUPOBAHMUS, OIIPeles-
fomue 3bdeKTUBHOCTh QYHKIIMOHHUPOBAHMUS KaHala
yTeUKH, UX MOKHO pa3fie/IuTh Ha
e IITATHBIE ITIACCUBHBIE 3JIEMEHTHl OMNTHUYECKOH
CeTH, 4YyBCTBHUTEeNIbHBIE K HHOPOPMATHUBHBIM
busuyeckUM II0JSIM,- IHIPHU H3TOTOBIEHHUU
M MOHTaXe OIITHUYeCcKOM CeTH, KaK IIPaBHIIO,
He IIPOBOJSIT MCC/IeJOBaHHUM Ha BO3MOXKHBIH
OTKJIMK TIaCCHBHBIX OIITHYECKHUX 3JeMeH-
TOB Ha BCe BO3MOXHBIe BHeIIHHe HHdopMa-
TUBHBle QHU3UUeCKHe IOJsI, TaKUM 0b6pa3om,
y HHX MOTYT CyIleCTBOBATh He JeKJIapHhpyeMble
BO3MOKHOCTH He CBsI3aHHBIe C OCHOBHBIMHU
OYHKIMSAMU B CeTH, HallpUMep, KOHCTPYKIIHS
pa3peMHOro coeJUHEHHS BO MHOIOM COBIIa-
JaeT C KOHCTPYKLHEK BOJTOKOHHO-ONTHYEeCKOro
MHUKpodOHA C aMIUIUTYOIHOH MOAYISIIHeH,
HO B JeKJIapHUPyeMBbIX XapaKTepHUCTHKaxX pasb-
eMHBIX COeJHHMTe/lell aKyCcTH4YeCKHe IIapame-
TPHIL He YKa3blBalOTCS;
e BOJIOKOHHO-ONITHYECKHE 3aKJaAKH, T.e. KOH-
CTPYKTHBHBIe H3MeHEeHHs I1aCCHBHBIX 3/1eMeH-
TOB OIITUYECKOH CeTH, BHECEeHHBIe C IIeJIbI0
MOBBIIIEHHS YYBCTBUTE/IBHOCTH K OKPY KAIOIIIUM
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« for reflection, i.e. optical reflectometry of
the probed facility that is used to record an
informative signal at the maximum distances
determined by the optical reflectometry devices,
since it allows to determine the response from
a specific probed facility.

All the main optical radiation parameters and their
combinations can be used for the transmission and
reflection probing, including the intensity, phase,
frequency, and polarization modulation, selected
based on the modulation efficiency (depth) at the
probing facility. In some cases, both optical radiation
from the technical reconnaissance equipment (non-
regular sources) and regular sources can be used for
probing. In the case of regular sources and receivers,
i.e. the optical network transceivers, probing is
highly concealed, but requires access to the optical
network technology (an insider).

The basis for the leakage channel functioning
is optical reflectometry [3]. It is used for possible
localization of the optical network response that
is most sensitive to the influence of informative
signals, for measurement of one informative
signal from several probing facilities, for increase
of the signal-to-noise ratio, for performance of
real-time measurements, etc. The development
of optical reflectometry technology is one of the
most significant threats to unauthorized data
collection.

2. Probing Objects

The passive optical network elements are the main
objects of probing that determine the leakage channel
efficiency. They can be grouped as follows:

+ regular passive elements of the optical network
that are sensitive to the informative physical
fields. During the optical network production
and installation, as a rule, no researches of
the possible response of passive optical
elements to all possible external informative
physical fields are conducted, so they may
have undeclared opportunities not related to
the main network functions, for example, the
detachable connection design largely coincides
with the design of a fiber-optic microphone
with amplitude modulation, but the acoustic
parameters are not indicated in the declared
specifications of detachable connectors;

» fiber-optic markers, i.e. the structural changes
in the optical network passive elements made in
order to increase sensitivity to the surrounding
informative physical fields that can be introduced
into the optical network.
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HHCI)OPM&TI/IBHBIM (l)I/I3I/II-IECKI/IM I10/7IIM, KOTO-
pbieé MOI'yT OBITH BHECEHBI B OIITHYECKYIO CETh;

3. BO/1IOKOHHO-ONTUYeCcK1e 3aK1agku
KOHCTPYKTHBHBIE M3MEHEHHUS ITaCCHBHBIX 3JIeMEeHTOB
OIITHYECKOM CeTH MOTYT OBITh IIPOX3Be/IeHbI ITPH K30~
TOBJIEHUH, IPH HHCTUUISALHUH, NPHU SKCIUIyaTalluu
OIITUYECKOH CeTH, KaKAas M3 KOTOPHIX HMeeT CBOH
0C06eHHOCTH U BO3MOSKHOCTH, YTO II03BOJISIET ITPOU3-
BeCTH pasfie/ieHHe yIpo3 10 TpeM HaIlpaBIeHUsIM:

* BOJIOKOHHO-OIITHYeCKHEe 3aK/JIaAKH IIPOH3BOJ-
CTBA - IIPU IIPOU3BOACTBE OIITHYECKHX 3IeMeH-
TOB H3TOTOBUTE/Ib MOXET BHECTU H3MeHEeHHUS
B KOHCTPYKLHIO ITaCCHBHBIX 3JIeMEHTOB, KOTO-
phle He BJIHAKT Ha ero QyHKIMOHAJIbHbIe BO3-
MOXKHOCTH, HO IOBBIIIAIOT YYBCTBUTEIBHOCTh
K BHEIIHUM PU3UYECKHM I10JISIM.

BHOCMMBIE H3MEHEHHS MOTYT OTHOCHTCS
K OIITHYeCKOMY BOJIOKHY, K 3aIIMTHBIM 060104~
KaM U IPYTHUM 3JeMeHTaM OIITHYecKoro Kabess.
OOHOM M3 TaKHUX BO3MOMKHOCTEH SIB/ISETCS CO3-
OaHue OpSrroBCKUX PELIeTOK B CepALIeBHHE
BOJIOKHA C JJIMHOM BOJIHBI Pe30HAHCHOIO OTpa-
SKeHUS Ha IJIMHAX BOJIH B 00JIACTH IIOIJIOIeHUS
MaTepHasa BojoKkHa (pHuc. 5). YUHUTBIBASI MaTyIo
CIIeKTPaJIbHYIO IIMPHUHY Pe30HAHCHOLO OTpaske-
HUS PeIleTKH, OHa He OymeT OoKa3blBaTh BIIMSI-
HUSI Ha IIPOXOKIeHMe H3JIy4deHHUs Ha pabodmx
IUTMHAX BOJH KaHaja CBA3U B 0671aCTH OKOH IIPO-
3pavyHOCTH MaTepuana. Haju4yue Takux pele-
TOK 4Yepe3 Kakable 100-200 M 110 mIMHe Kabensa
CO3/1aeT BO3MOSKHOCTD HX PACIIONOKeHH ST BOIH3H
MHOOPMATUBHBIX CHUTHAJIOB IIPU HHCTAJUIALIUU
KabenbHOM cHCTeMBbl. TaKMM 06pa3oM, MOHHUTO-
PHUHT OIITUYECKOU KabeTbHOM CUCTEMBI He [T03BO-
JIUT BBISIBUTh TaKHe€ BOJIOKOHHO-OIITHYECKHE
3aK/IaJKH{, TaK KaK MOHUTOPHHT Ha JIMHAX BOJIH
BHe obyiacTell OKOH IIPO3PAauyHOCTH He IIPOBO-
IOUTCS Ha OOsbIIMe PacCTOSHUS H3-3a 6OJIBIIOro
norjoieHuss. Ecau Ha ajauHe BOJHBL 1550 HM
IIOT/IONIeHHe B aMOpPHOM KBaple yMeHbIIa-
ercsa go 0,125 gb/KM, TO Ha MIHKaxX IIOTJIOIIe-
HUS 1383 HM mOpeBblmaeT 1 n1b/kM, a B BUIH-
MOM o065acTy IIOSHHMMaeTCs Bbimie 3 IB/KM.
BOJIOKOHHO-OIITHYeCKasl 3aKlIafika B BHje Opar-
TOBCKOM PeIIeTKH I103BOJISIET CO3[ATh BBICOKO-
YyBCTBHUTE/BHBIM K aKyCTHYeCKHUM, TeIlJIOBBIM
IIOJIAM JATYHMK HMHGOPMATUBHBIX CUTHAJIOB.

* BOJIOKOHHO-ONTHYECKHE 3aK/JaJIKH HHCTAI/IS-
LIUH - B IIpoliecce BHYTPH OOBEKTHOTO MOHTaKA
BOJIOKOHHO-OIITHUECKON CTPYKTYPHPOBaHHOM
Kabe/lIbHOM CHCTeMBI IIyTeM ITpefHAMEePeHHOIOo
WM HeIllpeJHAMEPeHHOIo HapylleHUs TpeboBa-

Puc. 5. BonoKoHHO-onmuuyeckas 3akAddka: Kamywka onmo-
80A0kHa (1), 3nemeHm onmoeonokHd (2), pelemka bp3ezaa (3)
Fig. 5. Fiber optic marker: fiber coil (1), optical fiber ele-

ment (2), Bragg grating (3)

3. Fiber Optic Markers

The structural changes in the optical network
passive elements can be made during manufacture,
installation, operation of the optical network. Each
of such network has its own specifications and
capabilities that makes it possible to divide the threat
into three groups:

« fiber-optical production markers - during the
production of optical elements, the manufacturer
can make changes to the passive element
design that does not affect its functionality,
but increases sensitivity to the superimposed
physical fields.

The changes made may be applied to the
optical fiber, to the protective sheaths and other
elements of the optical cable. One such possibility
is generation of the Bragg gratings in the fiber
core with a resonant reflection wavelength
at the wavelengths within the fiber material
absorption range (Fig. 5). Having considered
the small spectral width of the grating resonant
reflection, it will not affect the radiation
transmission at the operating wavelengths of
the communication channel in the area of the
material transparency windows. Availability of
such gratings every 100-200 m along the cable
length makes it possible to locate them near the
informative signals when the cable system is
installed. Thus, monitoring of an optical cable
system will not detect such fiber optic markers,
since monitoring at the wavelengths beyond the
fiber transparency windows is not performed
over the long distances due to high absorption
values. If the absorption in amorphous quartz is
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HUH 110 BBIIIOJIHEHHIO paboT MoOryT 6bITh H3Me-
HeHa BOCIIPUMMUYMBOCTh KabelTbHOM CHCTeMBI —
K BHEIIHHUM BO3JEHCTBUSM, KOTOPble MOTYT "'-"‘""""f_._,
OBITH, B TOM YHC/Ie, H3HAYa/IbHO He H3BECTHBI. —
Haubonee oveBHAHBIE H3MEHEHHS MOTYT h_-"’-\{..-
CBSI3aHBl C HapylleHHMeM HOPMAaTHBHO- S—
MeTOJUYECKUX PeKOMeHIAIIUN U TpebOBaHUM,
HallpUMep, BeJIHYHHA H3ruba OITHYECKOTo
Kabessl IpeBHINIaeT HOPMATHBHBIE TpebOBaHUS, f
IIPOBOZIKA Kabessi C HAaTsKeHHeM, >KeCTKoe Kpe- - :
TUIeHHe Kabess K CTeHaM U JIPYroe CyIecTBeHHO ‘ = : =
IIOBBIIIAIOT YYBCTBUTEIBHOCTh K aKyCTHUECKUM ga-.:.:':"';
nonssM. C OJHON CTOPOHBI, CO3ZaBaeMble OTKJIO- “:—.\g___r_:
HEeHUS MOT'YT ObITh He OTMeUeHBbI B TPeOOBaHUIX
K MOHTaKY, TaK KaK He BJIHSIOT Ha OCHOBHYIO | Puc. 6. [pumep kabenbH020 KAHAAG C NOHUXKEHHbIM aKyCmu-
GyHKIMIO KabeapHOM CHCTeMbl - IIepefaBaTb | HYeckum KOHMakmom co cmeHamu: zoppa mpyéa (1), naa-
nHpopMmauuo. C ApPyrow, HUX HAJIHUYMe ellle | CMukosds kaunca (2)
He co3faeT yrpo3 6e3omacHoOcTH HHPOPMALIUH, Fig. 6. An example of a cable duct with reduced acoustic
LIMPKY/IHpPYIOIeNl Ha obbeKTe, eI He y4HMTHI- | contact with the walls: corrugated pipe (1), plastic clip (2)
BaTh PACIIONIOKEHHEe OTHOCHTEJIBHO 3allHINae-
MBIX IIOMEIIeHUH.

OZHUM H3 TaKUX OTKIOHEHHUM, IIOBBIIIAIO- decreased to 0.125 dB/km at a wavelength of 1550
IIHX aKyCTHYEeCKYI0 YyBCTBUTEIbHOM KabelbHOM nm, then it exceeds 1 dB/km at the absorption
CHCTEMBI, SIBJISIETCSI MECTO MOHTaXKa KabelbHbIX peaks of 1383 nm, and it exceeds 3 dB/km in
KaHaJIOoB. JKecTKkoe KpeIlJIeHHEe OIITHUYEeCKOIo the visible range. The fiber-optic marker in the
Kabens K GyHOAMeHTAJIbHBIM KOHCTPYKLIHSM form of a Bragg grating makes it possible to
3[aHMS, TAKUM KaK >Ke/e300eTOHHbIe HeCyIlHe manufacture an informative signal sensor that
CTeHBI, CO3[AIOT PACIIpefie/IeHHYI0 H3MepHTeb is highly sensitive to the acoustic and thermal
HYIO CHCTeMy BHOPOAKyCTHYeCKHUX KonebaHHI fields.

B CTeHax - BBICOKOMHQOPMATHUBHOMY CTPYK-  fiber-optic installation markers - during the
TYPHOMY 3BYKYy, KOTOPBIH C1ab0 IIOIIOIIAeTCs process of intrafacility installation of a fiber-
B MOHOJIMTHBIX CTPOHTEIBHBIX KOHCTPYKIIHSIX. optic structured cable system, by intentional or
B KavecTBe IeMOHCTPALIUN CHUKEHHS aKyCTHYe- unintentional violation of the work performance
CKOTO KOHTaKTa KabeTbHOIo KaHajla CO CTEeHAMHU requirements, the cable system susceptibility to
MOSKHO ITPeJIOSKHTh HCII0Nb30BATh roppa Tpydy the external influences that may not be initially
C KpeIIeHHeM K CTeHe C IIOMOIIBIO K/IHIICHI, know (among other things) can be changed.
KOTOpble M3rOTaBIMBAIOTCS U3 IIACTUKA C IIOBBI- The most evident changes may be related
IIeHHOM 37aCTUYHOCTBIO (pHC. 6). B Takux to non-observance of the regulatory and
KabenpHBIX KaHaJIaX MOKHO [OIIOJIHUTEIbHOe methodological recommendations and
IIPOBECTH AKYCTHYECKYI0 M30/SAIIHUI0 OT CTeH requirements, for example, the optical
(RTHIICA) U BHYTPU TOQPHI, ITyTEM CIIeLIHAIbHBIX cable bending value exceeds the regulatory
3BYKOIIOI/IOMIAIOMINX ITPOKJIAMIOK. requirements, the cable wiring is made with
* BOJIOKOHHO-ONITHYeCKHe 3aKJIaJKH 3KCIUTya- tension, the cable is rigidly fastened to the
TallUH - BHOCSITCS BHYTPEHHUM HapylIHTe/leM walls, etc. Such facts significantly increase
ITyTeM JIOKQJIBHOTO MeXaHH4eCcKoro, TeIJIOBOro, sensitivity to the acoustic fields. On the one
MarHHUTHOIO, 3JIEKTPHUYECKOr0 APYroro opusmde- part, the deviations made may not be noted in
CKOTO BO3ZEeHCTBU S Ha Kabe/IbHbIe KaHaJIbl, OIITH- the installation requirements, since they do not
YeCKUI Kabeslb CTPYKTYPUPOBAHHBIX KabelbHBIX affect the main function of the cable system,
CUCTeM 3allUINaeMoro obbeKTa Ha CTagUU 3KC- namely the data transmission. On the other
IUTyaTalluK ONITHYeCKOM CeTH. part, their availability does not yet pose a threat

I[Ipy  QYHKUMOHHUPOBAHHUH  BOJIOKOHHO- to the security of information circulating at
ONTHYECKUX IIOJCUCTEM CTPYKTYPHUPOBAaHHBIX the facility, if their location relative to the
KabenpHBIX CHCTEM 00BEKTa BCEIAA eCTh BO3MOXK- protected premises is not considered.
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HOCTb ITOBBICHUTD 3PeKTHBHOCTh HeCAHKIIMOHU-
poBaHHOro cbopa MHPOpMALIMU IyTeM BO3JeH-
CTBHUSI Ha Hee. BH/I BO3/1€HICTBHS 3aBUCUT OT 3a/ja4
M BO3MOXXHOCTEH HapyLIMTeNls, HO OCHOBHAasl
LleJib TaKOTO BO3[EHCTBUS - CO3[4aTh JIOKAJIb-
Hble OIITHYecKHe HeOJHOPOJHOCTH KabelbHOM
CUCTeMBbl BOIH3HU 3aIHINAeMOro IOMelleHHUS,
BOIM3M OIIACHBIX 371€eMEeHTOB CTPOMUTE/IbHBIX
KOHCTPYKLUMI. Hampumep, yrposa KOHQHUeH-
LIM/IbHOCTH I1epPeroBOpOB MOYKeT OIIpeZe/siThCs
He TOJIBKO 6JIM30CTBIO K 3alIHIIaeMOMY ITOMellle-
HHIO, HO U K aKyCTH4eCKHUM BOJIHOBOJIAM B BHJIe
MOHOJIUTHBIX CT€H, BO3[YyXOBOJOB, BOJHBIX
1 IPYTHM XO3SIFICTBEHHBIX KOMMYHHUKAIIUH 3[a-
Hust. CobnrofeHue TpeGOBAaHUM II0 HEHTpalIH-
3aIlMM YTPo3bl Ha 3TalaX MHCTALISIHUU MOXKHO
CBeCTH YIpo3bl K MHUHUMYM, HO BHYTPeHHUH
HapyLUIUTeNIb MOXET MeXaHHYeCKHM BO3feH-
CTBHEM Ha KabeJbHYIO CUCTEMY, pasMellleHHeM
HMCTOYHHUKOB IIo7el BOIM3M Hee B Haubonee
YYBCTBUTE/BHBIX MeCTaX BbI3BaTh IIOBBIIIEHHE
YPOBHSI yTpo3.

Mogenb yrpo3 BoJIOKOHHO-ONTUYECKOro
KaHana yTeyku peyeson uHpopmaumm [12]
OTmenbHBIM HaIlpaB/lleHHeM TeXHHUYeCKOH pasBelKH
SIBJISIFOTCSL BOJIOKOHHO-ONTHYEeCKMH KaHajl YTe4YKH
aKyCTH4YecKoH (pedeBor) HMHPOPMALIUHM, KOTOPBIH
ompenenseTcsl Mapa3sUTHOM aKyCTHYeCKOH MOIYJIS-
LiKel I1apaMeTPOB CBETOBOIO IOTOKA B OIITOBOJIOKHE
(puc. 7). B 3ToM ciy4ae, ONTHUYeCKUI Kabenb U ero
BOJIOKHA SIBJISIOTCS HELITAaTHBIM pacIlpeleleHHBbIM
BOJIOKOHHO-OIITUYEeCKUM ITpeobpasoBaTeneM (MHKPO-
$oHOM) aKyCTHUYeCKHX KoJebaHUH BO3AyXa HIH
BUOpaLIMI KOHCTPYKIUH 34AHUH C BEICOKOM YyBCTBHU-
TeJIbHOCTBIO. BbI6Op IMapaMeTpoB 30HIUPYIONIETO CHUI-
Haja, IIOBBIIIEHHE aKyCTHYeCKOro HJIK BHOPOaKy-
CTH4YeCcKOro KOHTaKTa C OIITOBOJIOKHOM, TOIIOJIOTHSI
U Ipyrue obbIYHO He YYHThIBaeMble XapaKTePUCTUKHU
KabelbHON HHOPACTPYKTYPHl I103BOJISIET CO3IATh
yrpo3y MOACAYIHBAaHUS KOHQUAeHIIUAIBHBIX I1epero-
BOpOB. Kak IIOKa3bIBalOT 3KCIIEPUMEHTA/IbHBIE HCCIe-
IOBaHHS, HauOOJBIIYIO OMACHOCTh HECYyT MOZIYJIS-
LM CBeTa Ha HeOZHOPOAHBIX Y4acTKaxX OIITHYeCKOro
Kabens, CBsi3aHHBIe C BUOPOAKyCTHYeCKHUM BO3JeH-
cTBHeM (CTPyKTYPHBIM 3BYKOM), a TaKKe BO3MOXK-
HOCTb IIPHMeHeHH S B Ka4yecTBe CPefiCTB TeXHHUYEeCKOH
pa3sBeiKU CTAaHAAPTHOIO BOJIOKOHHO-ONTHYECKOIo
obopynoBaHMS, HaIPUMEpP, BOTOKOHHO-OIITHYECKOr0
TecTepa-TeaepoHa C aMIIUTyJHOU MOZAYISILKEeHN THIIA
Py6uH-021.

Peayn3anus KaHa/la yTeYKH pedeBOM HHQOPMa-
LMHA BO3MOXKHA METOAOM Ha IIPOXOXKIeHHe OITHYe-

I | O

Puc. 7. lMpuHyunuanbHaa cmpykmypa KaHaaa ymeyku KOoH-
¢udeHyuanpHoll pedegoll UHPopMayuu 4epes 80A0KOHHO-
onmuyeckue KOMMYyHUKAuUu: 3auuuidemoe nomeueHue (1),
80A0KOHHO-ONMUYECKAs AUHUS 853U (2), Hapywumenb

C cpedcmaamu mexHuyeckoll pazeedku (3)

Fig. 7. Basic structure of the confidential verbal information
leakage channel through the fiber-optic communications:
protected premises (1), fiber-optic communication line (2), an
intruder with the technical intelligence tools (3)

(o Jﬁ@

One of such deviations that increase the
acoustic sensitivity of the cable system, is the
installation point of cable channels. Rigid
fastening of the optical cable to the fundamental
building structures, such as reinforced concrete
load-bearing walls, leads to the distributed
measuring system of vibroacoustic oscillations
in the walls. It is a highly informative structural
sound that is poorly absorbed by the monolithic
building structures. To demonstrate the reduced
acoustic contact of the cable channel with the
walls, we can suggest using a corrugated pipe
fastened to the wall using the clips that are
made of plastic with increased elasticity (Fig. 6).
In such cable conduits, it is possible to make the
additional acoustic insulation in relation to the
walls (clip) and inside the corrugated pipes using
the special mineral fiber pads.

« fiber-optic operation markers - they are made by
an insider using the local mechanical, thermal,
magnetic, electrical and other physical impact
on the cable conduits, optical cable of the
structured cable systems of the protected facility
at the optical network operating stage.

When the fiber-optic subsystems of the
structured cabling systems at the facility are
functioning, it is always possible to increase
the efficiency of unauthorized data collection
by having an impact on it. The type of impact
depends on the intruder’s aims and capabilities,
however, the main purpose of such impact is
to create local optical inhomogeneities of the
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CKOT0 M3/1y4eHUs] UIH OIITUYeCKOHN pedIeKTOMeTPHUH,
IIyTeM HCII0/Ib30BaHH S I1apaMeTPoB (MHTEHCUBHOCTH,
bassl, MONSPU3ALIUH U JUIMHBI BOTHBI) IITATHOTO HJIH
HeNITAaTHOTO OIITUYeCKOro u3nydeHHUs. PakTuye-
CKH JI000H y4acTOK KabelbHOM CHCTEMBI BBICTYIAET
HMCTOYHHUKOM HHGOPMATHUBHBIX CUTHAJIOB U HCII0/Ib30-
BaHHeE OITHYECKOM pedsIeKTOMETPUHU I103BOJISIET CO3-
IATh PacIpefie/IeHHYI0 BOIOKOHHO-OIITUYECKYIO H3Me-
PUTEIBHYIO CUCTEMY aKyCTHYECKHUX KoJIeOaHUH.

MeTozmbl 3aIIUTBl aKyCTUYEeCKOM HHOPOPMaIUHU
OT YTeUKH II0 aKyCTOOITHYECKOMY (BOJIOKOHHOMY)
KaHAJTy JeJISTCS Ha ITACCHBHBIE (3BYKOM30/ISLIHS OIITH-
Yyeckoro Kabesst, «IIpaBHIBHBIN» MOHTaX CETH U T. [I.)
M aKTUBHBIe (QHIIBTpAIUsl, MACKUPOBKA, 3allyMiIe-
HHe WHOOPMAILMOHHOTO CHUTHAJIA U T.[H.). MOXHO
BBIZIEIUTE elle OAMH CIoco0, 3aKIYAIOIIHNCS
BO BK/IIOYEHHUH B KaSKABIM ONTHYECKUI TPAHCHUBEP
GYHKLMH HeIpepbIBHOTO MOHHUTOPHHIA CBETOBBIX
II0TOKOB Ha BO3MOXKHOCTb IIPUMeHEHH s TeEXHUUECKUX
CPeACTB aKyCTHYeCKOHM pPa3BefKH. YMeHbIIeHHe OIlac-
HOCTH [OACTYIIMBAHUS BO3MOXKHO ITyTeM pa3paboTKy
HOBBIX PeKOMEH/IAIIUI 10 MOHTaXY U 9KCIUTyaTalluH
OMITUYECKHX KabeIbHbIX CHCTEM.

4. Yrpo3bl MPUMEHEHUSA CPEACTB
TEXHUYECKOW PA3BEAKN HA OCHOBE
BOJIOKOHHO-OMNTUYECKUX
TEXHONOIMMM

BoAokoHHO-Onmuyeckue cpeacmea mexHu4eckoll pa36€al<u -

BOJIOKOHHO-OIITHUYEeCKHe TeXHHuYeCKue YCTPOI;ICTBa
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BOJIOKOHHO-OMNTUYECKME YCTPOUCTBA U TEXHOJIOUM
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cable system near the protected premises or
near dangerous elements of building structures.
For example, the threat to the negotiations
confidentiality can be determined not only by
proximity to the protected premises, but also to
the acoustic waveguides in the form of cast-in-
place walls, air ducts, water and other utility
pipelines in the building. Compliance with the
requirements for threat manageability at the
installation stages can minimize the threats.
However, the insider can mechanically affect the
cable system, place the field sources near it in
the most sensitive places, cause an increase in
the threat level.

Threat Model of a Fiber-Optic Channel of
Verbal Information Leakage [12]
A separate technical intelligence area is the fiber-
optic channel for the acoustic (verbal) information
leakage that is determined by the spurious acoustic
modulation of the light flux parameters in the optical
fiber (Fig. 7). In this case, the optical cable and its
fibers represent a non-regular distributed fiber-optic
converter (microphone) of the air acoustic vibrations
or vibrations of the building structures with high
sensitivity. Selection of the probing signal parameters,
increased acoustic or vibroacoustic contact with the
optical fiber, topology and other cable infrastructure
specifications that are usually not considered can
create a threat of interception of the confidential
conversations. As the experimental
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studies show, the greatest danger
is posed by the light modulations
in the inhomogeneous sections
of an optical cable related to the
vibroacoustic effects (structural
sound), as well as the possible
use of the regular fiber-optic

1

i s
e T,

%‘

Puc. 8. MpuHuuUNuanbHas cxema npumMeHeHUs 80A0KOHHO-0NMUYecKUx cpedcme
mexHuYeckoll pazeedku: 3auiuuiaemble o6sexkmoi (1), B0AOKOHHO-ONMUuUYecKas
AUHUU c853U (2), 80n10KOHHO-ONMUYeckue cpedcmaa pasgedku (3), Hapywumenb
co cpedcmaamu mexHuyeckoll pazeedku (4)

Fig. 8. Circuit diagram of the use of fiber-optic technical intelligence tools: pro-
tected facilities (1), fiber-optic communication lines (2), fiber-optic intelligence
tools (3), an intruder with the technical intelligence tools (4)
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equipment as the technical
reconnaissance equipment, for
example, a Rubin-021 fiber-
optic testing telephone with an
amplitude modulation.

The implementation of the
verbal information leakage
channel is possible by the optical
radiation transmission method
or optical reflectometry, by using
the parameters (intensity, phase,
polarization and wavelength) of
the regular or non-regular optical
radiation. In fact, any section
of the cable system is used as
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(IaTuuKu), IpefHAa3sHAauYeHHble [/ IIpUeMa, Peru-
CTpallMd U 06paboTku HHPOPMATHUBHBIX CHIHA-
noB (puc. 8), IpU 3TOM 0O6BEKTOM YTPO3bI SIBISIETCS
MHPOpMaLMs, LMPKYIHUPYIOIAs Ha 3allHIlaeMOM
obbekTe B BH/JE PA3NHYHBIX QU3HUUYECKUX IIONEeH -
aKyCTH4YecKHe, 371eKTPOMarHHUTHbIE, OIITHYEeCKHe
oss.

[IperMyIIeCcTBAa BOJOKOHHO-ONTHYECKHUX TeXHO-
JIOTUH MOXeT OBITh MCIIONIB30BAHO IJIS CO3JAHHS
BOJIOKOHHO-OIITHYECKUX CPeICTB TeXHHUUYECKOH pas-
BeIKK B BHJle BOJTOKOHHO-ONTHYECKHX [JATUHUKOB
M H3MepHTelIbHBIX CHCTEM, afalTHPOBAHHBIX IS
BBIMIOJIHEHUS CIellManbHbIX QyHKUIUM [2,3]. M3Ha-
YaJIbHO BOJIOKOHHO-ONTHYeCKHe AATYUKU U H3Me-
pHUTe/NbHble CHCTeMBbI 00JIaflaloT CBOMCTBAMH, Tpe-
OyeMBIMHU AJIS 3THUX Liener. OHU 06/1a1al0T BHICOKOM
YYBCTBUTE/IBHOCTBIO K ILIMPOKOMY Kpyry dusmde-
CKHUX II0JIed; MHOTOQYHKIIMOHA/IBHBI, T.€. I103BO-
JISIIOT IIPOBOAMTL H3MEPEeHHs PasIUYHBIX (QH3HUUe-
CKHUX BeJIHMYHH OAHHUM OIITOBOJIOKHOM; 061afaioT
BO3MOYKHOCTBIO KaK TOY€YHBIX, TaK W paclpefeeH-
HBIX HM3MepeHHH; He OOHAPYKHUBAIOTCS CTAaHAAPT-
HBIMH 3/JIeKTPOMAarHUTHBIMH CII0COOAMH, TaK Kak
He COJEepsKaT IIPOBOISIIMX 371€MEHTOB; IaCCHBHBI
M He4YyBCTBUTE/JbHBl K BHEUIIHUM 3/1eKTPOMarHUT-
HBIM IIOJIIM; IIOKapa-6e3omacHbl; MHHHATIOPHBEI
U T.[A. Bce 3TM mpeuMyIlecTBa AelaloT UX O4YeHb
30 PeKTUBHBIM CPeCTBOM TeXHHUYEeCKOM Ppa3BeiKH.
B 4acTHOCTH, BOJIOKOHHO-OIITHYeCKHe MHKPOPOHBI
MOTYT OBITb HCIIONIB30BaHBI B OIIEPAaTHUBHOM paboTe
I10 CKPBITHOMY IOJC/TYLIIMBAHUIO II€PErOBOPOB.

B KauecTBe IpHMepa OZHOTO K3 HaIlpaBleHUH
IpUMeHeHHsS BOJOKOHHO-OITHYEeCKHX CPe[CTB
TeXHUYEeCKOM pa3BeJKHU SBJSETCS BO3MOXKHOCTb
IOBBIIIEHUST 3QPEeKTUBHOCTH JIa3epHBIX MHKPOHO-
HOB II0 CKPBITHOMY [JUCTAaHLHOHHOMY IIOACTYIIH-
BAaHHIO KOHOUIEHIIMAJIbHBIX I1€peroBopoB. OHO
M3 TPYAHOCTEH peaNH3al|UU JIa3epHOro 30HAHPO-
BaHMUS BUOPHUDYIOIHX IIOBEPXHOCTEH COCTOUT
B AUOPY3HOM OTPa’KeHHH OT HeMOATOTOBIEHHOL
IIOBEPXHOCTH JIa3€PHOr0 HM3JyYeHHUs] I Hao60poT
Y3KOM HAIlpaBI€HHOCTH OTPa’keHHOTO M3/TyYeHHs
[IOJIOTOBJIEHHON II0BEPXHOCTH (3epKana). CHsTHe
1oJ0OHBIX OTPAaHHUUYEHUN MOKHO IIPOM3BECTH IIyTeM
BHeJIPeHHSl B CTeHBI 3[jaHMS C BbIeJIeHHBIM IIOMe-
IeHHeM CeHCOPHOIO ONTOBOJIOKHa 6e3 3aIMTHBIX
obosouek ¢ MHUKPOJIHMH3aMH Ha KOHIIAX, KOTOpBIE
MMeEIOT OITHYeCKUI KOHTAKT C OKpYKaloIleH cpe-
nori. Torma ocBellleHHe HHQPAKPACHBIM JIa3epPHBIM
K3JlyueHHeM OJHOTO KOHIIA Ha IPYTOM KOHIIe MOKHO
IIOJIYYUTh MOJYIHPOBAaHHOE CTPYKTYPHBIM 3BYKOM
OITHYeCKOe H3Jy4eHHe, KOTOpoe Jerko PerucTpH-
pyeTcsi Kak HaIlpaBJIeHHOe B HM3BeCTHOM HaIlpaBiie-

a source of informative signals, and application
of optical reflectometry makes it possible to create
a distributed fiber-optic measuring system for acoustic
vibrations.

The acoustic data protection methods against
leakage through an acoustic and optical (fiber) channel
are divided into the passive (soundproofing of an
optical cable, «correct» network installation, etc.) and
active ones (filtering, masking, noise contamination
of an information signal, etc.). It is possible to
emphasize an additional method that consists in
inclusion of the light flux continuous monitoring
function in each optical transceiver for the possible
use of technical acoustic reconnaissance means. The
interception danger level can be lowered by developing
new recommendations for the installation and
operation of optical cable systems.

4. THREATS OF USING TECHNICAL

INTELLIGENCE TOOLS BASED

ON THE FIBER-OPTIC TECHNOLOGIES
The fiber-optic technical intelligence tools mean the fiber-optic
technical devices (sensors) designed to receive, record
and process the informative signals (Fig. 8), while the
object of the threat is information circulating at the
protected facility in the form of various physical fields,
such as acoustic, electromagnetic, optical fields.

The advantages of fiber optic technologies can be
used to produce the fiber optic technical intelligence
tools in the form of fiber optic sensors and measuring
systems adapted to perform special functions [2, 3].
Initially, the fiber optic sensors and measurement
systems have the properties required for these
purposes. They are highly sensitive to a wide range of
physical fields; they are multifunctional, i.e. allow
the measurements of various physical valies using
one optical fiber; they can perform both point-by-
point and distributed measurements; they are not
detected by the regular electromagnetic methods,
since they do not contain any conductive elements;
they are passive and insensitive to the superimposed
electromagnetic fields; they are fire-safe; very small,
etc. All these advantages make them a very effective
technical intelligence tool. In particular, the fiber-
optic microphones can be used in operational activity
for surreptitious conversation listening.

Possible increase in the laser microphone efficiency
for surreptitious remote listening of confidential
conversation can be used as an example of one of the
applications of fiber-optic technical intelligence tools.
One of the difficulties in the laser probing of vibrating
surfaces is diffuse reflection of laser radiation from
an unprepared surface or, vice versa, a narrow
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HUU U KMelolllee M3BeCTHYIO JJINHY BOJHEI JIa3epHoe
H3JIydeHHe.

IIpoTHBOJEHCTBHE BOJIOKOHHO-OIITHYECKHUM Cpell-
CTBAaM TeXHHYECKON pa3BelKH TPeOyIOT CIeLHaab
HBIX HCC/IEOBAHUN I10 OOHAPY>KEHUIO OITHYECKOTOo
BOJIOKHA U Kabesisi, BO3IENCTBUIO HA ero mpeobpasosa-
TeJIbHBIE BO3MOSKHOCTBIO [I/IS1 HEUTPATH3aL MK U [Ip.

3AKJTIOYEHUE

[IpencTaBlIeHHBIN aHAIN3 MOAENHU Yrpo3 HHOP-
MAaLIMOHHOMN 0e30I1acHOCTH O0OBeKTOB C BOJIOKOHHO-
ONTHYECKUMU TEXHOJOTUSIMHU I10Ka3blBaeT IIHPO-
KUH CIIEKTP U BBICOKHI YPOBEHb BO3MOKHBIX YTPO3,
KOTOpble HeoOXOJMMO HCCIefoBaTh, pa3pabaTsl-
BaThb BO3MOKHBIe MOZENIM YIpo3, IPOBOAUTH 0byde-
HHe U IIeperoJroTOBKY CIIeIIUAJIKNCTOB B JAAHHOM
HaIpaB/IeHUH,
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directivity of the reflected radiation from a prepared
surface (mirror). Removal of such restrictions can
be done by introducing into the building walls with
a dedicated premises a sensor fiber optics without
any protective shields with the microlenses at the
ends that have optical contact with the environment.
Then illumination with the infrared laser radiation on
one end can lead to the optical radiation modulated
by the structural sound that is easily detected as the
laser radiation aimed at a well-known direction with
a well-known wavelength.

The countermeasures against the fiber-optic
technical reconnaissance tools require special studies
on the detection of optical fiber and cable, impact on
its conversion capabilities for neutralization, etc.

CONCLUSION

The provided analysis of the information security
threat model for the facilities with the fiber optic
technologies shows a wide range and a high level of
possible threats that need to be investigated, with
development of the possible threat models, training
and retraining of the specialists in this area.
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