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BnepBble NpoAeMOHCTPUpOBaHa paboTta
KBaHTOBOIO reHepaTopa wymMa B noJsioce

He meHee 4 I'Ty 1 c npeBbILLeHUEM KBAHTOBbIX
LWYMOB Ha A, K1aCcCUYECKUMUN Ha BESIUYMUHY

12-13 pb. BnepBble OCHOBHOW 3/1IeMEHT TaKoro
reHepaTopa — onTU4Yeckuin cBeToaenuTesb

C 3/1eKTpUYecKn-ynpassasemMbiMm Ko3pPrLunueHTOM
heNneHus — BbINOJIHEH B BUAE UHTEerpajibHo-
onTtuyeckoro nHteppepomeTpa Maxa-LeHpepa
Ha NopJioXKe U3 HMob6aTta nuUTKUA.

KntouyeBble c/10Ba: KBAHTOBbIE KOMMYHUKaLUK,
CBY MHTerpanbHO-ONTUYECKNEe MOLAYNATOPbI,
KBAHTOBbIW FreHepaTop LymMa

CTaTbst nonyyeHa: 12.01.2021
MpuHaTa K ny6amkaumm: 04.02.2021

BBEOEHWE

FeHepalus IIyMa, a Takke TeHepalMs II0C/IeL0Ba-
TeJbHOCTEH C/IYy4aHHBIX YMCeNl SBISeTCS OCHOBOM
COBpeMeHHOH LHQPOBOM 3KOHOMHUKH. IlocrmemoBa-
TEeJIBHOCTH C/IyYaMHbIX YHCesl IIPUMEHSIOTCS B CHCTe-
Max 6e30IIacHOCTH, KpPUNTOrpadUHU, B HAYUHBIX
HCCIIeNOBaHUAX, reHepHpoBaHHUM QR-KomoB, 6710K-
YelHOB, a Talkoke B UI'PaX, T.e. BO BCeX TeX IIpaKTHYe-
CKHX IIPUMeHeHUX, IZe 3alaua TeHepallui HCTUHHO
C/TydalHBIX YHCel SIBISeTCs IIepBOCTelleHHOoM. B Poc-
cuirickon demepaunu ypaensercs ocoboe BHHMaHHeE
obecrieueHUI0 NHOOPMALIMOHHOM 6€30I1aCHOCTH, YTO
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Broadband Quantum
Noise Generator Based
on a Controlled Integral
Optical Interferometer
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The work of a quantum noise generator in a band of
at least 4 GHz, and with an excess of quantum noise
over classical ones by 12-13 dB was demonstrated
for the first time. The novel main element of

such generator, an optical beam splitter with an
electrically controlled splitting ratio, is made in

the form of an integrated optical Mach-Zehnder
interferometer on a lithium niobate substrate.
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INTRODUCTION
Generating noise as well as generating sequences of
random numbers is the backbone of the modern digi-
tal economy. Sequences of random numbers are used
in security systems, cryptography, scientific research,
generating QR codes, blockchains, as well as in games,
i.e. in all those practical applications where the task
of generating truly random numbers is paramount.
In the Russian Federation, special attention is paid to
ensuring information security, which follows from
the doctrine of “Information security of the Russian
Federation”, approved by Decree of the President of the
Russian Federation No. 646 dated December 5, 2016.
Our recent successes [1-3] related to the creation of
high-quality controllable integrated-optical devices
allowed us to create a compact quantum noise gen-
erator based on an electrically controlled integrated-
optical beam splitter, made according to the Mach-
Zehnder interferometer scheme.

DEVELOPMENT STATUS
The idea of using a circuit of a quantum noise generator
based on vacuum fluctuations (see Fig. 1), containing
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crenyeT W3 OOKTPHHBL «HMHOQOpMaLMOHHOM Oe3orac-
HocTH Poccurickon ®eflepallin», yTBepKA€HHOHU YKa-
30M IlpesugeHTa POCCHUICKON denmepaniiy 0T 5 JeKa-
6pst 2016 T. N2 646.

Hamu HenmaBHHe ycrexu [1-3], cBS3aHHBIe C CO3-
JaHHeM  BBICOKOKa4YeCTBeHHBIX  YIIPaBJIsieMBIX
MHTeIPAJIbHO-OIITHYEeCKUX YCTPOUCTB, II03BOJIHUIIH
HaM CO03[aTh KOMIIAKTHBIM KBAaHTOBBIM TeHePaTOp
IIyMa Ha OCHOBe MHTErPAIbHO-OIITUYECKOIO CBeTOZe-
JIUTENS. C 3JIeKTPUYeCKHMM YIIPaBJIeHHeM, BBIIIOJIHeH-
HOTO I10 cXeMe nHTepdpepoMeTpa Maxa-IleHmepa.

COCTOAHUE PA3PABOTOK

Vrest KCIIONB30BaHUS CXeMBl KBAaHTOBOIO FeHepaTopa
IIyMa Ha OCHOBe BaKyyMHBIX QnyKTyanum (puc. 1),
collepsKalllero JTOKa/JIbHBIK OCLH/IIATOP (71a3ep), OITH-
4Jeckul cBetomenutens CJI, nBa oTonpueMHHUKa A, B
U CXeMy BBIUYMTAHHUS 3/1eKTPHUeCKUX CUTHa/loB A-B
¢ ¢poTompreMHUKOB (DasaHCHBIN [ETEKTOpP), XOPOIIO
usBectHa (4, 5]. IIpuHOUI paboThl TAaKOro YCTPOH-
CTBAa OCHOBAaH Ha OAHOM H3 OQyHIAMeHTa/IbHBIX
SBJIGHUN KBAaHTOBOM (U3HMKKU — BAKyyMHBIX QIYKTY-
anusx (VF) [6]. [IpUHSITO CYUTATh, YTO IIPSIMBIM IIO[-
TBEpP>KIEHUEeM CYIIeCTBOBAHMSI BaKYyMHBIX QIYKTYy-
ALIUH eCTh JISMOOBCKUM CABUT [7] U B3aMMOIEMCTBUE
Kasumupa [8, 9].

B nuTepaType ONMCAaHBI pa3lIH4YHble IMpaKTHUe-
CKHe pealM3allMH 3TOM cxeMbl. B pabote [4] Takas
cxeMa OblTa TeopeTHYeCKH IPOAHATHU3MPOBAaHA,
U, HUCXO[s M3 HMeIoIIelics Ha TOT MOMEHT 3JIeMeHT-
HOHM 6a3pl, ObUIM MAHBI OLIEHKH BO3MOSKHOM ITPOH3-
BOJUTE/IBHOCTU IeHepaTopa CAy4YanHBIX YHCel Ha ee
ocHoBe - 200 M6ut/c. B pabote [10] aHanu3 aHamo-
TUYHOM CXeMBbl Aajl IOTeHIHaJIbHYI OLIeHKY IIPOH3-
BoguTenbHocTu 70 T6UT/cC, a ee SKCIIepHYMeHTa/IbHas
peanu3anus Ha OOBEeMHBIX 3JIeMEHTax I103BOJIHJIA
OOCTHUYb IMIMPHUHBI IIOJIOCHI TeHepalldu IymMa 1,5-
2,0 ITu. B pabore [11] 3KCIepHUMEHTAJIIBHO IIpofe-
MOHCTPHUPOBaHHasl NIMPHUHA I10/I0CEI KBAHTOBOH T'eHe-
pauuu 6emoro myma cocTaBuiIa mpumepHo 1,9 ITi,
B pabore [12] - npumepHo 0,4-0,5 I'T11.

OnHO W3 IVIaBHBIX TPebOBaHMUI, KOTOPOe IIPembsiB-
JISeTCsI K 37IeMeHTaM TaKoTro YCTPOMCTBA, 3TO BhICOKAS
TOYHOCTB 1 CTaOHJIBHOCTH BO BpeMeHH Ko3bduLireHTa
JleleHUsl cBeToflenuTens. OTKIOHeHHe B IIpoliecce
pa6OTI>I KO3pPUILIMEeHTa Jle/IeHUSI OT COOTHOILIeHHUS 1:1
CyIIeCTBeHHBIM 00pa3oM BIHseT Ha CTAaTUCTHYe-
CKHe CBOMCTBA TeHepHpyeMoro myma. B pabote [13]
IJIs1 pellleHHsI 3a[auU yIpaBaeHUsI Ko3dPULIIeHTOM
IelleHus ObUI KCII0/Ib30BAH HAarpeBaTeslb, BBEIeHHBIN
B OTHO U3 IJIeY MHTEeTPabHO-ONTHUECKOTO UHTepde-
poMeTpa Maxa-llenzmepa. 1o obecrieYUBaIO0 KOHTPO-
MUpyeMbIH Ga30BBIM CABUT AJIS1 TOYHOM IOACTPOUKH

Ul 4
AHaJIOTOBBII Ludposort
p BBIXO[ ALI[T | BBIXOA
4] At ADC
i
Bxopg 1 > {3
Wro
v CA
BS
Awyg | BXox 2

Puc. 1. Cxema K8aHM08020 2eHepamopa Wyma Ha 0CHoge
8aKyymHblx Gaykmyauuti: C/1 - ceemodeaumens;

A, B-domonpuemHuku; A-B - cxema 8bl4umarusl;

ALIM - aHanozo-uugposoli npeobpazosamenb (UCNoAb-
3yemcs 0451 NoAy4YeHusl N0cAedo8amenbHOCMU UCMUHHO
cAy4aliHbIX Yucen)

Fig. 1. Scheme of a quantum noise generator based on vac-
uum fluctuations: BS — beam splitter; A, B - photodetectors;
A-B - subtraction scheme; ADC - analog-to-digital converter
(used to obtain a sequence of truly random numbers)

a local oscillator (laser), an optical beam splitter BS, two
photodetectors A, B and a circuit for subtracting electri-
cal signals A-B from photodetectors (balanced detector) is
known [4, 5]. The principle of operation of such a device
is based on one of the fundamental phenomena of quan-
tum physics - vacuum fluctuations VF [6]. It is generally
accepted that the Lamb shift [7] and the Casimir inter-
action [8, 9] are direct confirmation of the existence of
vacuum fluctuations.

Practical implementations of this scheme are described
in the literature. In [4], such a scheme was theoretically
analyzed, and, based on the element base available at
that time, estimates were given of the possible perfor-
mance of a random number generator based on it - 200
Mbit/s. In [10], an analysis of a similar scheme gave
a potential estimate of the performance of 70 Cb/s, and
its experimental implementation on volumetric elements
made it possible to achieve a noise generation band-
width of 1.5-2.0 GHz. In [11], the experimentally demon-
strated bandwidth of the quantum generation of white
noise was approximately 1.9 GHz, in [12] - approximately
0.4...0.5 CHz.

One of the main requirements for the elements of such
a device is a high accuracy and stability in time of the
division ratio of the beam splitter. The deviation during
operation of the division ratio from the 1:1 ratio signifi-
cantly affects the statistical properties of the generated
noise. In [13], a heater inserted into one of the arms of
the Mach-Zehnder integrated-optical interferometer was
used to solve the problem of controlling the division ratio.
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Fig. 2. Power spectrum of electrical noise (1) and power of electrical noise + noise of vacuum fluctuations (2) for various practical
implementations of the noise generator (sources: a) [10]; b) [11]; ¢) [12]; d) [13])
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Ko3poHUIIMeHTa Ne/leHHsI. B 3ToM cjlyyae B KauecTBe
MOZJIOKKH HCIIO0/Ib30BaJICSl KPEMHHUEBBIM YHII. DKC-
[IepUMEHTa/IbHO IIPOAeMOHCTPUPOBAHHAs IIHMPHUHA
I10JIOCHl TeHepallMyi KBAaHTOBOIO IIyMa B 3TOM C/lydae
cocTaBuia He 6osee 0,1 TT1I.

NMPAKTUYECKASA PEAJTTN3ALNA
KBAHTOBOI'O TEHEPATOPA LLYMA

Hamu 6bl71a IpefioskeHa U pealH30BaHa CXeMa KBaH-
TOBOTO reHepaTopa IIyMa, CBOOOAHAsSI OT YKa3aHHBIX
BBIIIe HeOCTaTKOB. CXeMa IIHPOKOII0/IOCHOIO KBAHTO-
BOI'0 FeHepaTopa IyMa C 3/IeKTPUYECKH YIIpaB/IseMbIM
CBeTOJle/IMTe/IeM B MHTerPajbHO-ONTHYEeCKOM HKCIIOJ-
HEeHMH IO0Ka3aHa Ha pUC. 3. B KauecTBe JIOKaJIbHOIO
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This provided a controlled phase shift for fine tuning the
division ratio. In this case, a silicon chip was used as
a substrate. The experimentally demonstrated bandwidth
of quantum noise generation in this case was no more
than 0.1 GHz.

PRACTICAL IMPLEMENTATION OF A QUAN-
TUM NOISE GENERATOR

We have proposed and implemented a quantum noise
generator circuit free from the above disadvantages.
A schematic of a broadband quantum noise genera-
tor with an electrically controlled beam splitter in an
integrated-optical design is shown in Fig. 3. A semicon-
ductor DFB laser with a wavelength of 1552 nm, a spectral
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ocumyusiTopa (1) 6pIT MCIIOTB30BAH IIOTYIIPOBOLHUKO-
BN DFB-71a3ep ¢ AJIMHOK BOJMHBI 1552 HM, IIMPUHOM
criekTpa 170 K[ ¥ MOIIHOCTBIO 100 MBT.

J7IeKTPUYEeCKH YIPaBIsSeMBIH CBeTOHeIHUTeNlb
NpeACTaBIsieT U3 cebsd HMHTerpajbHO-ONTHYECKUH
vHTeppepoMeTp Maxa-lleHzepa ¢ OgHHUM BXOLOM
Y OBYMSI BBIXOZaMHU (2). BorHOBOIEI (3) 6BLIM K3rOTOB-
JIEHBI II0 XOPOILO 3apeKOMeH/OBaBIIeH cebsi TUTaH-
IudPY3HOM TexXHOJIOTHH, obDeclledMBAIOIeN MHUHHU-
MajipHBIe ONTHYeCKHe IOTepu B BOMHOBOAAx [1, 2].
Jlazep (1) BMecTe ¢ MHTeTpajbHO-OIITHYECKHUM CBETO-
nenuteneM (2) u 6amaHcHBIM GoTOmeTEeKTOpOM 0b6pa-
3y10T QU3MYeCKUE HCTOYHUK S3HTPOIIKH.

OOHUM M3 OTJIMYHH Halllero reHepaTopa sIBIsSeTCs
HCIIO/Ib30BaHHEe 3JeKTPO-OIITHUECKOrO YIIpaBleHUS
Ko3pOHULIEeHTOM feneHHUs. Takoe yrpaBieHHe ObLIO
peasIM30BaHO 3a C4UeT IIapbl MIEeKTPoAoB (4), HaHe-
CeHHBIX BZOJb BOJHOBOAA OJHOTO M3 IUIeY HHTep-
depoMeTpa. MeHsisl NPUKIAJbIBaeMOe K 37eKTPoJaM
HaIpsDReHHe, MOKHO ObLIO YIIPaBIsATh KOIQHUIIKeH-
TOM [leJIeHHsI B peaJIbHOM MacliTabe BpeMeHH C TOY-
HOCTBIO He MeHee 0,1%.

[Tapa ¢oTonmpueMHUKOB A U b Ha ocHoBe InP,
BKJIIOYEHHBIX KaK [T0Ka3aHOo Ha PUC. 3, obpa3oBbIBaIa
6asaHCHBIN geTekTop (5). YyBCTBUTEIBHOCTD KasKIOr0
dotonprueMHHUKa cocTaBisiaa 0,78 A/BT, TeMHOBOH
TOK COCTaB/IsUI MeHee 10 MKA. Jlasep (1), cBeTozmenu-
Tesb (2) 1 6aNaHCHBIN 1eTeKTOP (5) COeAUHEHbI MeXKIY
co60¥ CTAaHAAPTHBIMH ONTHYECKUMU BOJTOKHAMH
C COXpaHeHHeM II0JISIPU3ALIUH.

AHAJIOTOBBIM 3/IeKTPUYECKUN CUTHAI C BBIXOJA
6asaHCHOTO feTeKTopa (5) MCCIen0BaICs IIPH IIOMOIIH
I POKOIIONIOCHOTO CIIeKTpoaHaau3aTopa. Ha puc. 3
CIlpaBa IMpHUBeAEHBl CIEKTPbl CHUTHala Ha BBEIXOJE
6anmaHcHOro nmerektopa. KpuBas (1) - JOKaJIbHBIN
OCLIMJUISTOP BBIKIIOUEH, KpUBas (2) - JOKaJbHBIA
OCLIHJIIATOP BKIKOYeH. OTCHOJa MOXXHO OLeHUTb
IMIMPHUHY I[I0JIOCHI TeHepallud KBaHTOBOTO IIyMa
He MeHee 4 I'T1I1.

OBCYXAEHUE PE3YJ/IbTATOB
Kak cremyeT M3 IpUBeNeHHOrO 371eCh 0630pa IHTEpa-
TYpbl, OOCTUIHYyTas HaMK IIMPHHA II0JIOCHl TeHepa-
UMY myMa 4 I'T1 IIpy IIOMOIIK MCTOYHMKA SHTPOIIHH,
OCHOBAHHOI'O Ha KBAaHTOBBIX QIYKTyallMsX, Ha CErof-
HSIIHUU JIeHb SIB/ISeTCS. PeKOPAHOM.

Jnd NpaKTHYeCKHUX M[PHUMEHeHHH KaK KBaH-
TOBas TeHepalus IIHPOKOIIOJIOCHOTO IIyMa, TakK
M reHepalysl UCTUHHO C/IyYaHHBIX IIOC/IeL0BaTe/lb-
HOCTeH SBJISIIOTCS aKTya/IbHBIMHM 3afladyaMH. B 1an-
HOM paboTe MBI MPOAEMOHCTPHPOBAIU IIPAKTHUe-
CKOe pellleHHe TOJbKO IepBOM 3a/lauM — TeHepaluu
IIMPOKOIIOIOCHOr0 InymMa. OYeBHIHO, YTO BTOpas
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Puc. 3. LLIupoKonoocHbIl KBAHMOBbIL 2eHepamop

WYMa € 3NeKmpuYecKu-ynpasasiembim céemooenumenem

8 UHMezpanbHO-0NMUYeCKOM UCNOAHEHUU: a) — cxema
LUUPOKONOAOCHO20 KBAHMOB020 2eHepamopa Wwyma

C 3neKmpuyecKku-ynpasasiemblm Ko3ppuuueHmom oeneHus
(1- nokanbHbIl ocuyunrrsmop (Ad3ep); 2 — UHMezpanbHo-
onmuyeckuti ceemodeaumenb; 3 — uHmepdepomemp
Maxa-LleHdepa; 4 - ynpasnsitouiue 3neKmpoosbl; A, B - pomo-
npuemHuUKU, 5 - 6aaaHcHbll demekmop, U- - ynpasastoujutl
3nekmpuyeckuli cugHan); b) - cnexmp cuzHand Ha 8bixode
6anavcHozo demexkmopa (kpugas 1— cnekmp MoLHOCMU
3NEKMpUYecKo20 Wyma; Kpusas 2 = cnekmp mMouwHoOCmu 31eK-
MpUYecKozo Wyma + Wyma 8axkyymMHbix Gaykmyauuti)

Fig. 3. Broadband quantum noise generator with an electri-
cally controlled beam splitter in an integrated-optical design:
a) - circuit of a broadband quantum noise generator with

an electrically controlled division factor (1- local oscillator
(laser); 2 - integrated-optical beam splitter; 3 - interferom-
eter Mach-Zehnder; 4 - control electrodes; A, B — photodetec-
tors; 5 - balanced detector; U - control electrical signal);

b) - spectrum of the signal at the output of the balanced
detector (curve 1is the power spectrum of electrical noise;
curve 2 is the power spectrum of electrical noise + noise of
vacuum fluctuations)
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3aJava - reHepalus UCTHHHO CI1yYaHHOM I10C/Ie0Ba-
TEJIBHOCTH — MOKET OBITh pelleHa 3a CYeT HCII0JIb30-
BaHHS aHAJIOro-nupoBoro IpeobpasoBartens ¢ Heob-
XOMUMBIMH IIaPaMeTPAMH, BKIIOYEHHOI'O Ha BBIXOJE
reHeparopa IIyMa.

[To/1e3HO OLIEHUTh IOTEHLHAJIbHYIO IIPOH3BOIU-
TEeJIBHOCTh KBAHTOBOI'O FeHepaTopa CAyYarHbIX YHCell
Ha OCHOBe HaIller0 MCTOYHHKA IIyMa. JKCIepPUMeH-
TAJIBHO H3MepeHHBble 3Ha4yeHHs pabodell II0I0CHI
yacTtoT (~4 I'Tw) U gUHaAMHUYeCcKUM nuarasoHd (~12 ab)
AT OLIeHKY ITOTeHLIM/IbHOM MaKCHMMAaJIbHOU IIPO-
M3BOSUTEIBPHOCTH TeHepaTopa CAyYaHHBIX YHCel
ropsigka 4-10%-4=16-10° [Tx] x [6rT]. BaskHO OTMETHTS,
YTO Takas IPOU3BOLUTENBHOCTh IIPOAEMOHCTPHPO-
BaHa Ha /1abOpaTOPHOM MakeTe, ITapaMeTpHl ellle
MOTYT OBITh 3HAYHTEIPHO OIITUMH3MPOBAHBI.
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width of 170 kHz, and a power of 100 mW was used as
a local oscillator (1).

An electrically controlled beam splitter is a Mach-
Zehnder integrated optical interferometer with one input
and two outputs (2). The waveguides (3) were manufac-
tured using the well-proven titanium-diffusion technol-
ogy, which provides minimal optical losses in the wave-
guides [1, 2].

The laser (1) together with the integrated optical beam
splitter (2) and the balanced photodetector form a physi-
cal source of entropy.

One of the differences between our generator is the
use of electro-optical control of the splitting ratio. Such
control was realized due to a pair of electrodes (4) applied
along the waveguide of one of the interferometer arms.
By changing the voltage applied to the electrodes, it was
possible to control the division ratio in real time with an
accuracy of at least 0.1%.

A pair of InP photodetectors A and B, connected as
shown in Fig. 3, formed a balanced detector (5). The sen-
sitivity of each photodetector was 0.78 A/W, and the dark
current was less than 10 pA. The laser (1), the beam split-
ter (2), and the balanced detector (5) are interconnected by
standard PM optical fibers.

An analog electrical signal from the output of the bal-
anced detector (5) was investigated using a broadband
spectrum analyzer. Fig. 3, on the right, shows the signal
spectra at the output of the balanced detector. Curve
(1) - local oscillator is off, curve (2) - local oscillator is on.
Hence, it is possible to estimate the bandwidth of quan-
tum noise generation at least 4 GHz.

DISCUSSION OF THE RESULTS

As follows from the literature review presented here, the
4 GHz noise generation bandwidth that we have achieved
using an entropy source based on quantum fluctuations
is currently a record one.

For practical applications, both the quantum gen-
eration of broadband noise and the generation of truly
random sequences are urgent problems. In this work,
we have demonstrated a practical solution to only the
first problem - the generation of broadband noise. Obvi-
ously, the second task, the generation of a truly random
sequence, can be solved by using an analog-to-digital
converter with the required parameters included at the
output of the noise generator.

It is useful to estimate the potential performance of
a quantum random number generator based on our noise
source. The experimentally measured values of the oper-
ating frequency band (~4 CHz) and dynamic range (~12 dB)
give an estimate of the potential maximum performance
of the random number generator of the order of 4-10°-4=
16-10° [Hz]x[bit]. It is important to note that this perfor-
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