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NepexBaT Tpadpumka
B ONTUYECKUX CeTaX:
MeTojA onTUu4YecKkoro
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B cTaTbe NpoaHa/M3UPOBaH Nepexsat
MHpopMaLUM HA OCHOBE ONTUYECKOro
TYHHeNnpoBaHUs MHPOPMaLUOHHOIO

CUrHana U3 BOJIOKOHHO-0NMTUYECKOro

KaHajla OoNnTU4eCcKOn CUCTEMbI CBSI3U B KaHan
yTeuku. AHanu3 BbiNoJIHEH MeTOAO0M
UMCNEHHOro MogenmpoBaHus. OH NokasbiBaeT
BbICOKUW YPOBEHb Yrpo3 MHPOPMALMOHHOMN
6e30nNacHOCTU KPUTUYECKOWN MHPOPMALLMOHHOWN
MH}pacTpyKTypbl. MepexBaT MoOXeT 6bITb
peannsoBaH CKPbITHO B MOJIEBbIX YC/IOBUSAX

C BEpOATHOCTbIO NOAB/IeHUs oWM604HOro 6uTa,
He 66/1bWINM, YeM B IMHUU CBA3U, AAXe NpU
COXpaHeHUU CTPYKTYPbl ONTUYECKOro BOJIOKHA
M C MMUHUMANbHbIMM Pa3pyLUEHUSIMU 3aLUTHbIX
o6osnouek kabens.
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6e30nNacHOCTb ONTUYECKNX CETEN, NepexsaT
TpaduKa, ONTUYECKNe KaHabl CBA3M U yTeYKM,
MHOOPMALIMOHHbLIA M MIHOOPMATUBHbBIN
ONTUYECKMI CUTHAN, ONTMUYeCKOe TYHHeNNpOoBaHMe
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MPOBJIEMA 3AWLNTbI UHOPOPMAL U

B ONTUYECKUNX CETAX CBA3N

B CTpyKType COBpeMeHHBIX CHCTEM CBSI3U OIpefe-
JIMIOLIYIO POJIb UIPAIOT OITHUYECKHe CeTH, B OCHOBe
KOTOPBIX HaXOOSATCS BOTOKOHHO-OIITUYEeCKHe CUCTE MBI
nepensayu uHOopMmauuu. Ilepemaya HHOOpPMALIUU
yepe3 ONTHYECKUH Kabenb HaeT 3HAUMUTENbHbIE IIpe-
MMYIIECTBA [epef OPyTHMH KaHa/laMH CBSI3H, OHO
M3 KOTOPBIX - BBICOKAasl 3alHUINEHHOCTb Ilepefadyu
oT nepexBata [1,2]. Hamo oTMeTHUTh, YTO IIOBBIIIEH-
HBIM ypoBeHb 6e30IIaCHOCTH BO MHOTOM OIIpefieIsi-
€TCSl MaJIOM H3Y4eHHOCTbIO MeTOL0B pOPMHPOBAHHUS
KaHa/JIOB YTEYKH M CYIIEeCTBYeT JOCTAaTOYHO MHOIO
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Numerical simulation analysis of information
interception based on optical tunneling
information signal from fiber optic
communication systems in a channel leak shows
a high level threats of information security of
critical information infrastructure. Interception
can be implemented covertly in the field with
the probability of an error bit appearing, no
more than in the communication line, even
while preserving the structure of the optical
fiber and with minimal damage to the cable’s
protective shells.
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PROBLEM OF INFORMATION SECURITY
IN OPTICAL COMMUNICATION NETWORKS
In the structure of modern communication systems,
a decisive role is played by optical networks, which
are based on fiber-optic information transmission
systems. The transmission of information through
an optical cable provides significant advantages over
other communication channels, one of which is
the high security of transmission from intercep-
tion [1, 2]. It should be noted that the increased level
of security is largely determined by the low level of
knowledge of the methods of forming leakage chan-
nels and there are many technical solutions for gain-
ing access to information transmitted via fiber-optic
channels.

Interception of information traffic in communica-
tion networks is unauthorized access to information
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TeXHUYeCKHX pellleHHUH II0Jy4eHHUs JOCTyIa K Iepe-
[aBaeMOHM II0 BOJOKOHHO-OITHMYECKHM KaHajlaM
MH)OpMAIIHH.

ITlepexBaT MH)OPMALIMOHHOIO TpadHKa B CeTIX
CBSI3M — 3TO HECAaHKIMOHMPOBAHHBINM AOCTYII K IIepe-
J,ABaeMOM 10 CeTSIM CBSI3H MHPOPMALIUHU C ITOMOIIBIO
CPe[CTB TeXHHYeCKOM Ppa3Befiku, T.e. TeXHHYEeCKHX
CPelCTB He BXOALIMX B IUTAaTHYI0 HUHQPACTPYKTYpY
CHCTeMBI CBA3H [2-5]. CTPyKTypa IepexBaTa BKIKOYaeT
IITaTHBIM KaHaJl K JIMHUIO CBS3H, B KOTOPOM GOpMH-
pyeTcs HeIUTATHBIM KaHaJl M JIMHUA yTeukh. OCHOBOU
IepexBaTa SB/IseTCs QU3UYECKUM CII0CO0 I1OAKIIIO-
YeHHsl K IITaTHOMY KaHajy cBsi3u. Ilo crocoby mop-
KIIOYeHHMs MOJe/b IepexBaTa BKIIOYaeT ABa BHIA
(puc. 1):

transmitted over communication networks using
technical intelligence means, i.e. technical means
not included in the standard infrastructure of the
communication system [2-5]. The interception struc-
ture includes a regular channel and a communica-
tion line, in which an abnormal channel and a leak
line are formed. Interception is based on the physical
method of connecting to a standard communication
channel. According to the connection method, the
interception model includes two types (Fig. 1):

+ contact interception, formed by diverting a part
of the information optical signal from the com-
munication channel to the leakage channel
(Fig. 1A, 1B);

e KOHTaKTHBIM Iepexsar, ¢op-
MHDPyeMBId IIyTeM OTBOJA
YacTH MHOGOPMALIMOH-
HOT'O OIITMYEeCKOTO CHIHaJla
M3 KaHa/jla CBSI3HM B KaHaj
yTeuku (puc. 1A, 1B);

e MUCTAHIIMOHHBIHN Iepe-
XxBaT, GOpMHPyeMBIH IIyTeM
PETHUCTPALIMU  ONTHYECKUX
MU HeONTHYeCKHuX HHdopMma-
THBHBIX CHUTCHAJIOB 0e3 WM
C BO3JEHCTBHEM Ha KaHaI
cBsi3u (puc. 1C, 1D). g

Bupg 1epexBaTa ompenesnsieT

HCIIO/Ib3yeMble CPeiCTBA TeXHHYe- 2
CKOM pa3BefKu U 3PeKTUBHOCTH
OYHKIUOHUPOBAHUS, T.e. Ypo-
BeHb OIIACHOCTH YTPO3HI.

ANCTaHULMOHHbDIN nepexsar.

OnHO U3 IJIaBHBIX IIPeHMYIECTB
OIITUYeCKOro KaHaJsa, II0 CpaBHe-
HUIO IeKTPUYECKUMHU KaHAJIAMU
CBSI3U, COCTOUT B OTCYTCTBHH
I0OOYHBIX 3TeKTPOMarHHUTHBIX
H3/Iy4eHUH U HaBomoK (IIDMUH),
HO IaHHOe yTBep>KIeHHe He SIB/S-
eTcs abcomoTHBIM. Kak IIOKa3bl-
BaeT YHCIEHHOE MOJEIHPOBa-
HUe [6, 7], B olITUYeCKOM Kabeje
IIPUCYTCTBYIOT HHQOPMATHBHEIE
3/IeKTPOMArHUTHBIE H3/IydYeHHS
Ha 4acToTax, O/JIM3KHX K YaCTOTaM
MOAyIsUKN HNHPOPMALOHHOIO
CUTHAJIa ONTHYeCKOM HecylleH, -
[1apasUTHbIE 3/1eKTPOMArHUTHEIE
usnydenus (IIpPMH), dopmupy-
eMble BCJIeACTBHE HeJIHHEeNHO-
ONTUYECKUX Ipeobpa3oBaHHUI,

Puc. 1. Modenb nepexsama e onmuueckux cemsix: 1 - onmuueckuti kabenb, 2 -
Hapywumenb. KOHMakmHble Memoodbl: A -~ KOHMAKMHbILU nepexeam ¢ paspbieom
0NMOoB0AOKHA U 6cMAsKol; B — KOHMAKMHbIL nepexsam ¢ npsiMbim docmynom

K 80A0KHY; OUCMAHUUOHHbIEe Memodbi: C — QUCMAHUUOHHbIU nepexeam ¢ peau-
cmpauuell NapasumHbix U conymcmayw,ux usaydeHud; D — QUCMAaHUUOHHbIL
nepexeam Ha 0OCHO8e NApamempu4eckux Memodos

Fig. 1. Interception model in optical networks: 1 - optical cable, 2 - intruder. Con-
tact methods: A - contact interception with fiber break and insertion; B - contact
interception with direct access to the fiber; remote methods: C - remote inter-
ception with registration of parasitic and accompanying radiation; D - remote
interception based on parametric methods

C,D
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OLleHKa MOIIJHOCTH KOTOPBIX I1OKa3bIBaeT BO3MOXK-
HOCTb (QOPMHUPOBAHHUS [JUCTAHLIMOHHOIO KaHala
yTeuku. Takke B JHTepaType oOCyKmaeTcsi AUCTAH-
LIIOHHBIH IIepexBaT Ha OCHOBE S/IepPHOr0 MarHUTHOTO
Pe30HaHCa M APYruX U3MYeCKUX SIBIeHHH 6e3 mpo-
BeIeHU s KaKoro-ubo aHanu3a. Bee criocobsl cTposTcs
Ha QU3MUeCKUX SBIEHUSX B3aHUMOJENCTBUS HHOOP-
MaIllMOHHOIO CHMTHa/la C MaTepHa/IoOM KaHaJla CBSI3H,
[IpUBoOJsIlee K MHGOPMATUBHBIM MOAYIALIMAM I1apa-
MEeTPOB Cpe[ibl.

KoHTakTHbI nepexBaT. OTBOA YacTH H3IyYeHHS
M3 OIITOBOJIOKHA SB/ISEeTCS TeXHHYeCKOH 3aJader
TpebyeMOM [/ MHOTHX Lieleidl paboThl BOJIOKOHHO-
ONTHUYECKUX TEeXHOJIOTHI, TaKUX KaK obbemunHe-
HHe K pasfe/ieHHe OINTHYeCKOro II0TOKA B BOJIOKHE
U apyrve. JlaHHBIe TeXHOJOTHH MOTYT YCIIeIIHO
IIPUMEHSTBCS. M B TeXHHKe IlepexBaTa, TeM Ooiee
YTO HEKOTOpBble YCTPOMCTBA C IOAOOHBIMH QYHKIIU-
SAMH [PUMEHSIOTCA PH MOHTaXXe M 3KCIUIyaTalluH
BOJIOKOHHO-OIITHYeCKHUX CHCTeM Ilepefauu HHOOP-
Manuu. Hampumep, B cl1yskbaXx MOHUTOPHHIA CeTH
HCIIO/IB3YIOTCA YCTPOMCTBA-IIepeXBaTYMKH TpadHKa
(network tap), KOTOphle IIpeNCTaBISIOTCS B BHIE
BK/IIOUa€MBIX B Pa3pblB BOJIOKOH C IIOMOIIBIO ILITAT-
HBIX Pa3beMOB BOJIOKOHHO-OIITHUYeCKOIO OTBETBH-
Te/sl Y IpefHAa3HAYeHHBIX IS IUTAaTHOIO KOHTPOJIS
uHbopManmoHHoro Tpaduka [1, 2]. [ipyroe ycTpori-
CTBO, KOMMepYecKas BOJOKOHHO-OITHYeCKask IIPH-
menka (Hampumep FOD-5503), ucmonb3yeTcs MIpH
MOHTa’Ke M 3KCIUIyaTallMH OINTHYeCKOW CeTH AJIS
TOJIOCOBOH CBSI3H MeKAY MOHTa)KHHKAMHM Ha PaccTos-
HHUsIX 6osee 200 KM ITyTeM BbIBOJA/BBOJA YaCTH H3Iy-
YeHHs Ha U3rube BosokHa [2].

lllypoKoe pacIpocTpaHeHHe JAHHbBIX TeXHHUYeCKHUX
YCTPOMCTB, HMEIOIIHMX [BOMHOe Ha3sHadeHHe, IIpH-
BEJIO K TOMY, YTO IIPH OOCY>KAeHHHU IepexBaTa 00Cyk-
JAIOTCS TOJIBKO 3TH Ba KaHajla yTedKH. HX oIlacHOCTb
3HAYMTe/IbHO IIPeyBe/IM4YeHa, TaK KaK BCe OHHU JIerKO
0bHapy>KUBaIOTCSL Cly>kbaMH MOHMUTOPUHIa U 6e3o-
[aCHOCTH 1K60 IIPU MOHTaKe, MO0 IIPU IKCIUIyaTa-
uuu. Bormee mnu MeHee OHU 3QPEeKTHUBHBI OJi BHY-
TPeHHEero HapyIIHUTeNsl, KOTOPBIM, HCIIONb3yS CBOH
3HAaHUS paboThI TOKATBHOM CETH BHYTPH KOHTPOIHPY-
€MOM 30HBI, MOXKeT MOAKIIOUUTD JINO0 IIepeXBaTUHK
TpaduKa, NUO0 MIPUILENKY-OTBeTBUTeNb. I[lepexBaT
TpadrKa B TeJIEKOMMYHHKALIUAX YCIOXKHSAETCS, TaK
KaK paspelB KaHaua bymeT obHapy>KeH, OTBOZ, YaCTH
MHPOPMALIMOHHOIO OIITHYeCKOI0 CUTHAJIA Ha U3rube
C/IMIIKOM 3HA4HTeJleH 0 BeJIH4YHHe, YTO CKaKeTCs
Ha QYHKIMOHAJIe CeTH.

AHaJIM3 yIpo3 IIOKa3bIBaeT, YTO CYILECTBYIOT APY-
rue 6onee 3pdeKTHUBHBIE MOJENIN KOHTAKTHOIO Ilepe-
XBaTa, K KOTOPBIM OTHOCHUTCS IlepexBaT TpadHKa
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« remote interception, formed by registering opti-
cal and non-optical informative signals without
or with impact on the communication channel
(Fig. 1C, 1D).

The type of interception determines the technical
reconnaissance means used and the effectiveness of
their functioning, i. e. threat level of danger.

Remote interception. One of the main advantages
of an optical channel in comparison with electrical
communication channels is the absence of side elec-
tromagnetic radiation and pickup (SEMRP), but this
statement is not absolute. As shown by numerical
modeling [6, 7], the optical cable contains informative
electromagnetic radiation at frequencies close to the
modulation frequencies of the information signal of
the optical carrier, parasitic electromagnetic radiation
(PEMR), formed as a result of nonlinear optical trans-
formations, the power assessment of which shows the
possibility of forming a remote channel leaks. Also,
the literature discusses remote interception based on
nuclear magnetic resonance and other physical phe-
nomena without conducting any analysis. All meth-
ods are based on the physical phenomena of the inter-
action of the information signal with the material of
the communication channel, leading to informative
modulations of the parameters of the environment.

Contact interception. Removing a part of the radia-
tion from an optical fiber is a technical problem of
fiber-optic technologies required for many purposes,
such as combining and splitting an optical flow in
a fiber and others. These technologies can also be
successfully applied in interception techniques, espe-
cially since some devices with similar functions are
used in the installation and operation of fiber-optic
information transmission systems. Thus, in network
monitoring services, network tap devices are used,
which are presented in the form of fibers included in
the break using standard fiber-optic coupler connec-
tors and designed for regular control of information
traffic [1, 2]. Another device, a commercial fiber-optic
clothespin (e. g., FOD-5503) is used in the installation
and operation of an optical network for voice commu-
nication between installers at distances of more than
200 km, by outputting/inputting part of the radiation
at the bend of the fiber [2].

The wide dissemination of these dual-purpose tech-
nical devices has led to the fact that only these two
channels of leakage are discussed in the discussion
of interception. Their danger is greatly exaggerated,
since they are all easily detected by monitoring and
security services either during installation or dur-
ing operation. They are more or less effective for an
internal intruder who, using his knowledge of the
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Ha OCHOBE OTBOAA YacTH OIITHYECKOro H3/IydeHHs
M3 KaHaJIa CBSI3U B KaHAJI YTeUKH IIyTeM OIITHUYeCKOro
TYHHe/JIHpPoBaHMs [2-3]. XO0TS JaHHBIM KOHTAaKTHBIM
IlepexBaT KauyeCTBEHHO OIMCAH [AOCTATOYHO [aBHO,
HO pu3nyecKkoe OIIMUCAHUE U OLIeHKU ero 3¢pdeKkTHB-
HOCTHU OTCYTCTBYIOT. B maHHOI paboTe HaHHBIN IIPO-
Oesl BOCIIONIHSIETCSsI, YTO MOKET I103BOJIMTh COCTaBUTh
bosiee TIONIHYIO MOZe/Nb YIPo3 MHPOPMAIIMOHHOM 6e3-
OITIaCHOCTH TPAQHKY B OIITHUUECKUX CeTSX.

METOOUNKA N OLLEHKA

DOPEKTUBHOCTU NMEPEXBATA

[TepexBaT Tpaduka B MHOOPMAIMOHHBIX KabelbHBIX
CceTsax HMeeT CBOM O0COOeHHOCTH, U [OJjsd UX BbIIBIIE-
HHUS HeoOXOOHMO OIIpefie/INTh TeXHHUUYeCKHe Xapak-
TePUCTHKH QOPMHPOBAHUA M QYHKUHMOHHPOBAHUSA
KaHaja yTeuku [2-5, 8-10]. OCHOBHBIMH COCTaBJISIO-
IIMMH KaHaJIa YTeUKHU SIBJSIOTCS CII0Co6 GpH3HUecKoro
IOoCTyna K HHGOPMAILlMOHHOMY CHUTHaly U GOpMHU-
poBaHMsA HHQPOPMATHBHOIO CHUIHAjla, peaJln3aliusg
KaHaJla YTeUKH M TeXHHYeCcKHe CpencTBa perucrpa-
nuu. Kpome 3TOrO HeobX0oUMO OIIpeneuThCs
C TeXHHYeCKMMH XapaKTepPUCTUKAMHU, OIIpelesio-
MUMH 3pPeKTUBHOCTh QYHKIIMOHHMPOBAHMUS KaHala
YTeUKH.

operation of a local network inside a protected perim-
eter, can connect either a traffic interceptor or a pin-
coupler. Traffic interception in telecommunications
becomes more complicated, since a channel break will
be detected, the removal of a part of the information
optical signal at a bend is too significant in magni-
tude, which will affect the network functionality.

Threat analysis shows that there are other more
effective models of contact interception, which
include traffic interception based on the diversion of
a part of the optical radiation from the communica-
tion channel to the leakage channel by optical tun-
neling [2-3]. Although this contact interception has
been qualitatively described for a long time, there is
no physical description and assessments of its effec-
tiveness. In this work, this gap is filled, which can
make it possible to compile a more complete model
of threats to information security to traffic in optical
networks.

INTERCEPTION METHODOLOGY

AND EFFICIENCY ASSESSMENT

Traffic interception in information cable networks
has its own characteristics and in order to identify

KaHan cBs3n u yTteuku. 0606-
IeHHas CTPYKTypHas cxeMa

repexBaTa I/IHCI)OPMaLU/IOHHOI‘O

TpaQ)I/IKa B OIITHYeCKHX CeTdaXx

IpeAcTaBaeHa Ha puc. 2. Irat- SNR, 1 @ ‘ 5 @ @ 3 SNR,
HBIL KaHal CBSI3U  COCTOUT C—= - = ;E

M3 [epefaTyrKa |, KaHala CBSI3H 2 . feak 4 out

B BHIe OITHYECKoro Kabens

¥ npueMHHKA 3. OCHOBHBIMH

YaCTAMHU KaHaJIa YTeUKH SBISIOTCS
crucreMa QOpMHUPOBaHUSA HHOPOP-
MaTHBHOIO CHTHala 4, HallpuMep
IyTeM OTBOZAA YacTH H3/Iy4eHUS
M3 KaHaja CBSI3H B KaHaJl YTeYKH,
U CHCTeMa perucTpallid HHOOp-
MaTHBHOIO CHUTHajla 5. ®yHKIMO-
HHUpOBaHMe KaHa/la yTeuKH, KOTO-
poe MOsKeT OBITh peasH30BaHO
Pa3IMYHBIMU CcIlocobaMu, oIIpe-
JenseTcsi MeTomoM GOpMHpoOBa-
HHUS UHPOPMATHBHOIO CUTHANA.
[TapaMeTpsl KaHajla CBSI3H
oIIpefieNsIIOTCS AIMHOM KaHana (L),
MOIIIHOCTSIMH OIITHYeCKOr0 CHI-
Haia Ha Bxome (P,), T.e. MOIIHO-
CTBIO IlepefaTyHKa, M Ha BBIXOJE
(P,y), T.e. Ha BXofle B IIPUEMHHK,
KOTOpble OIpenensioT bOIoaKkeT

SNR;

n’

Puc. 2. CmpykmypHas cxema nepexsama mpaduka 8 onmuyeckux

cemsix: 1 onmuyeckuli nepedamyuK AUHUU C8S13U C 8bIXO0HOU MowHOCMbHO P;y

u omHoweruem cuzHan/ wym SNR;,, 2 -~ 60n10KOHHO-ONMU4eCcKul KaHAan ces3u
dnuHoll L, 3 - onmuueckul npueMHUK AUHUU CB853U € 8XOOHOU MOWHOCMbIO Py,
u omHoweHuem cuzHan/ wym SNR,,;, 4 — cucmema ¢popmuposarus UHGop-
MAmuBH020 CUZHAAA HA pACCMOSIHUU X OM nepedamyukd, 5 — KAHAA ymeuku

€ ONMU4eckumM NpUeMHUKOM C 0maeoouMOol MOWHOCMbIO P, U OMHOWeHuem
cuzHan/ wym SNR,q

Fig. 2. Block diagram of traffic interception in optical networks: 1- optical trans-
mitter of the communication line with output power P;
2 - fiber-optic communication channel of length L, 3 - optical receiver of
the communication line with input power P, ; and signal-to-noise ratio SNR,;,
4 - informative signal formation system at distance x from the transmitter,

5 - leakage channel with optical receiver with Py, power dissipation and SNR;
signal-to-noise ratio

., and signal-to-noise ratio

eak
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=

nuHuu cegsu (P,-P,, B nbB). BenuuuHa P, ompe-
JenseTcs YyBCTBUTEIbHOCTHIO IIPUEMHHKKA, KOTO-
past He MOXKeT OBbITb BbIlle 3TOM BeIMYHHBI. Takke
Ha paboTy THHHUU CBS3H BIHSIOT IIYMOBBIE XapaKTe-
PUCTHUKHU JMHUHU, 33ZlaBaeMble OTHOIIEHHUSMH CHUI-
HaJI/myM Ha Bxoge SNR,, u Brixoze SNR,,;, KOTOpEIe
MOKHO PpasJe/luTh Ha 37eKTPOHHBIe B AKTHBHBIX
YacTax ¥ ONITHYECKUE B KaHajle CBA3H.

ITapameTphl KaHa/la YyTEUKH OIPeAeISI0TCA PacCcTo-
ssHUeM (X) 1o MecTa GOPMHPOBAHUSI HHGOPMATHBHOTIO
CUTHAJIA B KaHajle YTeYKH, BBIOOP KOTOPOrO OKa3bl-
BaeT 3HAYMTEe/IbHOE BIMSHKE Ha ero 3¢pPeKTUBHOCTD.
UeM 61MKe K IepefaTUUKy PacIIONIOKeH OTBOJ, TeM
BBIIIIE MOIIHOCTh MHPOPMALIMOHHOTO CUTHaIa U TeM
60/IBIIYI0 MOIIHOCTD C M@HBIIMMH HIyMaMH HHOP-
MaTUBHOro curHana (P,,) MOXHO OTBEeCTH CKPBITHO
OT CHCTeM MOHHUTOPUHIA. DPPeKTUBHOCTE IIepexBaTa
BO MHOI'OM CBsi3aHa C IIIyMaMH KaHaja yTe4KH SNRy,;,
KOTOpbIe IJIaBHBIM 06pa3oM reHepUpPYIOTCs MU IOJ-
KJIIOYeHHUH K INTAaTHOMY KaHa/ly CBA3U U OTBOJOM
B KaHaJ yTe4YKH. B APyrHX TeXHHUYeCKHUX YCTPOM-
CTBax KaHaJIa YTeYKH IIYMBI MOTYT OBITh COKpAILEHEI
IIyTeM HCII0JIb30BaHUS MAJIOIIYMSIIHX [IPUEeMHHKOB
M YCUIHTe/leH I10 CPaBHEHHIO CO MITAaTHBIMHU yCTPOU-
CTBAaMU KaHaja CBSI3M, YTO I103BOTHT HOOUTBCS Tyd-
IIMX IIYMOBBIX XapaKTEPHUCTUK.

Bnok-cxema KaHana yteuyku. JdPeKTHBHAs peru-
cTpanus TpadrKa MoskeT ObITh pear30BaHa I10 CXeMe
(puc. 3), B KOTOPOH OTBelleHHBIN HHPOPMAaTHBHBIN
CuMTHaj 1 oTpesaeTcs OT KaHaJla CBA3M IIyTeM YCTa-

s

Puc. 3. TpuHuunuanbHas 6a0K- cxema cucmembl pe2ucmpa-
Uuu 8 KaHane nepexeama mpaguxa: 1 - UHGOPMAMUBHbIL
onmuyeckuli CuzHan, 2 - onmu4eckuti u3oAsmop, 3 - onmu-
ueckul ycuaumens, 4 — npuemHbll onmuveckuti MooyAb,

5 - ucmoYyHUK numaus, 6 = UHGopMamueHsIli 3nexkmpuye-
CKull cuzHan

Fig. 3. Schematic block diagram of the registration system in
the traffic interception channel: 1- informative optical signal,
2 - optical isolator, 3 - optical amplifier, 4 — optical receiving
module, 5 - power supply, 6 - informative electrical signal
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them, it is necessary to determine the technical char-
acteristics of the formation and functioning of the
leakage channel [2-5, 8-10]. The main components
of the leakage channel are the method of physical
access to the information signal and the formation
of the informative signal, the implementation of the
leakage channel and technical means of registration.
Furthermore, it is necessary to determine the techni-
cal characteristics that determine the efficiency of the
leakage channel.

Communication channel and leaks. A generalized
block diagram of information traffic interception in
optical networks is shown in Fig. 2. The standard
communication channel consists of a transmitter
(1), a communication channel (2) in the form of
an optical cable and a receiver (3). The main parts
of the leakage channel are the informative signal
formation system (4), e. g., by diverting part of the
radiation from the communication channel to the
leakage channel, and the informative signal reg-
istration system (5). The operation of the leakage
channel is determined by the method of generating
an informative signal, which can be implemented
in various ways.

The parameters of the communication channel
are determined by the channel length (L), the power
of the optical signal at the input (P,), i.e. trans-
mitter power, and at the output (P,,), i.e. at the
entrance to the receiver, which determine the link
budget (P, - P,,; in dB). The value of Pout is deter-
mined by the sensitivity of the receiver, which can-
not be higher than this value. Also, the operation of
the communication line is influenced by the noise
characteristics of the line, specified by the signal-
to-noise ratios at the SNR,, input and SNR,, output,
which can be divided into electronic in active parts
and optical in the communication channel.

The parameters of the leakage channel are deter-
mined by the distance (x) to the place of formation
of the informative signal in the leakage channel,
the choice of which has a significant effect on its
efficiency. The closer the tap is to the transmitter,
the higher the power of the information signal and
the more power with less noise of the informa-
tion signal (Pj,,;) can be diverted secretly from the
monitoring systems. The efficiency of interception
is largely due to the noise of the SNR,, leakage
channel, which is mainly generated when con-
nected to a standard communication channel and
tapped into the leakage channel. In other techni-
cal devices of the channel leakage noise can be
reduced by using low-noise receivers and amplifiers
in comparison with standard devices of the commu-
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HOBKH OIITHYeCKOT0 HU30/ITOpa 2, IOCTIeyIOLero yCu-
neHus 3 1 mpeobpasoBatesis 4. ONTUYECKUE U30/ISITOP
BBIIIOJIHSIETCS B BUJe dapaZieeBCKOro 3l1eMeHTa, LIUp-
KyJISITOPa MJIK IPYTOro 3/1eMeHTa U IpeIHa3HaueH /15
HelIONyIIeHHUsI OOPaTHBIX OITHYECKUX M3TyIeHHUH
13 KaHajIa yTeuKH B KaHaJl CBSI3H, U B IIEPBYIO ouepelb
M3/Ty4eHHUH 0T OIITHUYeCKOro yCUauTens. OTBOAUMBII
ONTHYeCKHUH CUTHAJ JOJ/KeH OBITh MaJIOH BeJTUYMHEL,
B IIpefle/IbHOM C/ly4ae, MOPsiiKa OAHOIO UK HeCKOIb-
KUX QOTOHOB, YTO IT03BOJISIET ITOBBICUTH CKPBITHOCTb
OTBOZIA M3/ly4eHHs. YCHIeHHe I103BOJIsieT MOBBICHUTh
CUTHaJ [0 TpebyeMON MOIIHOCTH B IIpeobpasoBaTee
U TI0CTIeyIOLEero JeKOAUPOBAHKS .

3a/1ayua KaHaja yTeuKH COCTOUT B IlepexBaTe HHPOP-
MalMOHHOro TpaduKa B KaHajle CBsI3HM 6e3 moTepp
vuHPopMalHu. B HHPPOBEIX CMCTEMAX CBSA3H 3TO CBS-
3aHO ¢ QOPMHUPOBaHHEM KaHajla yTe4YKH, B KOTOPOM
BEPOSITHOCTD IIOSIBJIeHHs1 omnbouHoro 6uta (BER;y)
OyzeT He 6oblile, UeM BepOSITHOCTD I1OSIBIEHUS OLIH-
6ounoro bura (BER;,;) B KaHaJIe CBS3H, T.e.

BER, , <BER

leak — link *

M3 3TUX IIpenIoNoKeHUI, OCHOBHBIMH I1apaMme-
TPaMHM KaHaja CBSI3U SBASIOTCS: (1) omTHYecKuu bron-
>KeT JNUHUHU P,-P,,, C KOTOPBIM CBS3aHA YyBCTBU-
TeJIBHOCTb IIPHEMHUKA; (2) OTHOILIeHHe CUTHaI/IIyM
Ha BxoZe SNR,, u Ha BwIXoZe SNR,, KaHajla CBS3H.
Torga OCHOBHBIMH IapaMeTpaMH KaHaJla YTeUKH,
OCHOBAaHHOI'0 Ha OTBeAEHUH YaCTH HHOOPMAIHOH-
HOTO OIITHYECKOI0 CHUTHala B KAaHAJI YTEeUKH, SIBIIS-
IOTCSI MOIIHOCTH Pj,,; W OTHOIIeHHWe CHUTHaI/IIyM
SNRy,, ”HPOPMATHBHOIO OIITUYECKOI0 CUTHAJIA.

OrpaHuYeHHS] Ha MOIIHOCTb OTBOLMMOI0 HHOP-
MaTHBHOIO CHMTHaJIa ompenensioTcs: (1) 4yBCTBUTeNb-
HOCTBIO ONTHYECKOTO NpHeMHHKA KaHaJla YTeUKH,
KOTOPBIM [O/KEH HaleskHO PerucTpUupoBaTh CHI-
HaJI C BepOSTHOCTBIO IIOSBJIEHHUS OIIKOOYHOro bura
He OOJIBIIKMM, YeM B KaHaJe CBSI3HU; (2) C DOJIeH OTBO-
IUIMOM MOLTHOCTH M3 KaHaJIA CBSI3U, KOTOPAs SOJKHA
OBITH TaKOK MaJjioM, 4TOOBl He ObITH OOHAPY’KeHHOM
CHCTeMOM MOHHUTOPUHIa. Ha PacCTOSHUU X OT Iepe-
JATYMKAa MOIIHOCTP HHOOPMATHUBHOIO CHTHasIA
P, =P, 3aBHCUT OT MOLIHOCTH HHQOPMALIMOHHOIO
curHaia P, B MecTe GOPMHUPOBAHHUS KaHaIa YTEUKH,
4TO [103BOJISIET BBECTH IIOHATHE Ko3ddHUIIMeHTa Iepe-
a4y MOIIHOCTH M3 KaHala CBSI3U B KaHAJI yTeUKU

JoTIONMHUTEeIbHEIE OIPAHUYEHHS CBS3aHBI C OTHO-
IIeHHeM CMIHajI/IyM HHQPOPMATHBHOIO CHUTHAJIA -
OHO JIOJIKHO OBITH He MeHbIIle, YeM y IITaTHOIO IpHeM-

nication channel, which will achieve better noise
characteristics.

Leakage channel block diagram. Effective traffic
registration can be implemented according to the
scheme (Fig. 3), in which the diverted informative
signal (1) is cut off from the communication chan-
nel by installing an optical isolator (2), subsequent
amplification (3) and a converter (4). The optical
isolator is made in the form of a Faraday element,
circulator or other element and is designed to prevent
backward optical radiation from the leakage channel
to the communication channel, and, first of all, radi-
ation from the optical amplifier. The removed opti-
cal signal should be small, in the limiting case, on
the order of one or several photons, which makes it
possible to increase the secrecy of radiation removal.
Amplification allows you to increase the signal to
the required power in the converter and subsequent
decoding.

The task of the leakage channel is to intercept
information traffic in the communication channel
without losing information. In digital communica-
tion systems, this is due to the formation of a leakage
channel, in which the probability of an erroneous
bit (BERy,,) will not be greater than the probability
of an erroneous bit (BER;,) in the communication
channel, i.e.

BER,, <BER,, .

leak

From these assumptions, if the main parameters
of the communication channel are: (1) the optical
budget of the P,-P,, line, with which the receiver
sensitivity is related; (2) signal-to-noise ratio at the
SNR;, input and SNR,,, output of the communication
channel. Then, the main parameters of the leakage
channel, based on the diversion of a part of the infor-
mation optical signal to the leakage channel, are the
P, power and the signal-to-noise ratio SNR;,;, of the
informative optical signal.

Limitations on the power of the withdrawn infor-
mative signal are determined by: (1) the sensitivity
of the optical receiver of the leakage channel, which
must reliably record the signal with the probability
of an erroneous bit appearing no greater than in the
communication channel; (2) with a fraction of the
power removed from the communication channel,
which must be so small as not to be detected by the
monitoring system. At a distance x from the trans-
mitter, the power of the informative signal Py, =P,
depends on the power of the information signal P, at
the point of formation of the leakage channel, which
allows us to introduce the concept of the power trans-
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HHKa KaHaja CBSI3U. [/ XapaKTepUCTUKHU LIYMOBBIX
CBOMCTB KAaHAJIOB MOXXHO HCIIOJIB30BaTh ITOHSITHE
Ko3bOHUIIMeHTa IyMa 3/IeMeHTOB KaHana [8-10], T.e.
oTHollleHUe SNR Ha Bxoge 371emeHTa K SNR Ha BeIXOJie,
TaK YTO MHTeTpajibHble KO3PPHUIIMEHTHI [IIyMa KaHaja
CBA3M M KaHa/la yTedKH OIIpefeNsiloTCa COOTBeT-
CTBEHHO, Kak

link = % U CNL,, = % .

out

leak

CNL

Kaskopll K3 KOTOPBIX SIBASIETCSI IIPOH3BeleHHeM
KO3QOUIIMEHTOB IlIyMa OTAEeNbHBIX 371eMeHTOB,
COCTaBJIAIONMIMX KaHa/I. I/ KaHasla yTeYKH ero MOsKHO
OIIpelle/IMTh B BHJe [IPOH3BeleHH

CNL,, =F,-F, -F,-F =F,

leak
KO3QOUIIMEHTOB IIyMa CHCTeMbl (GOPMHPOBAHHSA
nHbopmaTuBHoro curHana (Fp), muaum nepenauu (F),
ycunurens (F,) u npeobpasoBares
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fer coefficient from the communication channel to
the leakage channel

Additional restrictions are associated with the
signal-to-noise ratio of the informative signal: it
should be no less than that of a standard receiver
of the communication channel. To characterize
the noise properties of channels, one can use
the concept of the noise figure of channel ele-
ments [8-10], i. e. the ratio of the SNR at the input
of the element to the SNR at the output, so that
the integral noise factors of the communication
channel and the leakage channel are determined,
respectively, as

SNR, SNR

CNLIink = W and CNLIeak = W.
out leak

(mpuemHmKa) (Fp). Hanbonpmmur
BKJIAJ B 3allyM/IeHHe HHPOpMa-
THBHOT'O CUTHAJIa BHOCUT CHCTeMa

dopmHUpoBaHMA UHPOPMATHBHOIO
CHUTHaJIa, YTO CBSI3aHO C HeobXoau-

MOCTBIO €TI0 CO3OaHHA B ITOJIEBBIX

YCTIOBUSIX CYIIeCTBYIOIIEH JIMHUH
CBSI3M, B TO BpeMs KaK JApyrue

371eMeHTBl MOTYT OBbITb H3rOTOB-

JIEHBl 3apaHee ITPOMBIIIJIEHHBIM
crrocobom ¢ XdPpaKTepUCTHUKAMH,

n

IIpeBOCXOoAAII MU IITATHBIE
3JIEMEeHTBI.

My

YcnoBueM s AOCTOBEPHOM
OLleHKU 3QPEeKTHBHOCTU KaHalla
YTEHKH SIBJISIETCA Tpe6OBaHI/Ie

CNL,_, <CNL

leak link *

TOIZlA BePOSITHOCTb IIOSBJIEHHUS
omu60o4HOro 6UTA B KaHAJIE yTEUKH
byzer He 6onblile, YeM B KaHaJle
cBsi3H, T.e. BER, <BER,, .
BBesleHHBIe ITapaMeTpHl I103BO-
JAI0T IIPOBeCTH aHanu3 3¢dex-
TUBHOCTH (QYHKIMOHHUPOBAHUS
KaHaJIOB yTeYKH Ha OCHOBEe OTBOZA
YaCTH OITHUYECKOro H3JIy4YeHUs
Y3 KaHaJIa CBSI3U U CHeaTh Ipef:-
ITOJIOKEeHHUSI I10 30PeKTHUBHOU
3aliUTe KaHajla CBSI3M OT IIepe-
XBaTa II0 OTHENbHBIM THIIAM.,
B yacTHOCTH, [Jajee pacCMaTpH-
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Puc. 4. Modenb popmuposaHusi UHGOpMamueHo20 cU2HAAA nepexodom Yacmu
0NMU4ecK020 UHGOPMAMUBHO20 CUZHAAA U3 BOAHOB00A KAHAAA C8513U 8 B0AH0B800
KaHana ymeyku nymem onmu4ecko2o myHHeAUPOoBaHUs: Ny, Ny, My, Nz = NoKa-
3amenu npeAoMAeHUSs! OKpy>Katoww,eli Cpedbl, Mamepuana 80AH080008 U Cpedbl
0NmMu4eck020 KOHMAKMa 80AH080008, W — WUPUHA (NAOCKUX) 80AH080008
KaHanoe casi3u U ymeyku, S — WUpUHA cpedbl 0NMU4ecKo20 KOHMakma, z - 0AUHA
Cpedbl ONMuUYecko20 KoHmakma, Py — MOWHOCMb UHPOPMALLUOHHO20 onmuye-
CK020 CU2HAAA 8 KaHane cea3u, P, — MowHoCmb UHGOPpMAmMUBHO20 ONMUYeckozo
CU2HaAa 8 KaHane ymeuku

Fig. 4. Model of the formation of an informative signal by the transition of a part
of the optical informative signal from the waveguide of the communication chan-
nel to the waveguide of the leakage channel by optical tunneling: ny, ny, n,, nyare
the refractive indices of the environment, the material of the wavequides and the
medium of the optical contact of the waveguides, w is the width of the (plane)
waveguides of the channels communication and leakage, s is the width of the
optical contact medium, z is the length of the optical contact medium, P, is the
power of the information optical signal in the communication channel, P, is the
power of the informative optical signal in the leakage channel
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BaeTCd KaHall yTeUKH Ha OCHOBe OTBOJA4 YA4CTH OIITH-
YEeCKOT0 HM3J/IYy4eHHS M3 KdaHaJld CBA3H B KaHAJI YTE€YKHU
Ha OCHOBE€ OIITHY€CKOI'o TYHHEJIHNPOBaHUS.

OMNTUYECKOE TYHHEJIMPOBAHUE

B MEPEXBATE TPA®UKA

SIBjleHHe ONTHYeCKOIO0 TYHHEJIMPOBAHUSA COCTOUT
B HapyIIeHWH II0JIHOLO BHYTPeHHero OTpPakeHUs
Ha TIpaHHIle CepAlleBHHa/06009Ka OITHYECKOro
BOJIOKHA, KOTOpoe CBf3aHO C GopMHPOBaHHEM
[IOBEPXHOCTHOM BOJIHBI, IIPOHHUKAIOIIEHN BHYTPb 060-
JIOUKH C 3KCIIOHEHI[HA/IbHO YObIBaIONIeN HHTeHCHUBHO-
CTHIO 110 IN1ybHHe IIPOHUKHOBEHUS, BAPBUPYIOLIYIOCS
C yIJIOM ITaJleHHS U IJIMHOM BOJHEI [2, 3, 11-13]. IIpo-
HHUKamoomas B 000JI0UKy OTpakaemasi BOJTHA YXOAHUT
OT TPaHUILIbl Ha PAaCCTOSHUS HECKOJbKUX AJIUH BOIH
M MOKeT OBITH 3aXBadeHa APYIHM BOJHOBO#OM. IIpu
yCaoBUM $Ha30BOro CUHXPOHH3Ma B OCHOBHOM BOJIHO-
BOZle U [OIIOJIHUTE/IbHOM BOJIHOBOZE, I1epexBaThIBalo-
IleM YacTb [I0BEPXHOCTHOL BOJIHBI, IIPOUCXOAUT IIepe-
TeKaHIe BOIHBI, KOTOPOe MOXKeT ObITh IIOJIHBIM.

Mogenb 0TBOZA OIITUYECKOM MOIIHOCTU U3 OJHOTO
BOJIHOBOZIA B APYroi, OJIM3KO PACIIONOXEHHBIH BOJI-
HOBOJ, IIpeACTaBjeHa Ha pHC. 4. [IBa BOJIHOBOSHBIX
KaHaJla BJIO/Ib OCH y IIMPUHOM W C ITIOKa3aTelsIMHU IIpe-
JIOMJIEHHS Ny U N, pasfeeHbl pacCTOSSHHUEM S C IIOKa-
3aTe/leM IpeJIOMJIEHHUS My, 0OpasyoImIUM OITHYe-
CKUM KOHTAKT BIO/Jb BOJIOKOH IJIWHOHM z IO OCHU Z.
Ilo uHPOpMALIMOHHOMY KaHajly CBSI3M PacIpocTpa-
HSeTCA OITHYecKoe HHPOpMallMOHHOE H3J/Iy4YeHHe
MOIIHOCTBIO P,, B 06JIaCTH OITHYECKOTO KOHTAKTa
YacTh U3JIYUYeHHs MOIIHOCTBIO P, IIepeXoguT B UHPOp-
MaTHBHBIN KaHaJ yTeUKH.

KospdunneHT nepesayu U3 KaHasla CBSI3U B KaHaJI
yTeUYKH Jis C/ly4asl OITHYeCKOro TYHHe/IHPOBaHHUS
MOYKHO OIIpefle/IUTh MeTOJOM CBsI3aHHBIX Mof, [11-13]
KaKk

K?

K= msmz [(KZ +(AB/2)2)UZ z}exp(—ocz),

KOTOPBIM 33aBHUCHUT OT K03 UIIMeHTa CBSI3H ONTHYE-
ckux mof, (K) B KaHazax CBSI3U M YTeUKH, ONTHYeCKOM
KOHTaKTHOM [JIMHBI BOJHOBOMIOB Z C OINTHYECKUMHU
IIOTePSIMH B KaHajIe CBS3H O M Pa3HOCTBHIO ITOCTOSIH-
HBIX PACIIPOCTPAaHEHHS MeXAY HUMHU Af.

B npubnMsKeHHUH MaJIOro IorolneHus (a<<1)
Y OIIMHAKOBOCTH BOJTHOBOZOB (AB~0) mony4um

k=sin’Kz.
OTBOJ, MOILIHOCTH M3 KaHa/Ia CBSI3U B KaHAJI yTEUKH

He OOJ/IDKeH ObITh GonmbmivM. OH He [OJIDKEeH IIpeBbI-
OiaTh THUIIMYHbIE 3HAYE€HHUS IIOTEPb Ha OIITHUYEeCKHUX

=

Each of which is the product of the noise figures
of the individual elements that make up the chan-
nel. For the leakage channel, it can be defined as
the product

CNL,, =F -F -F,-F,=F,,

leal
noise factors of the informative signal formation
system (F;), transmission line (F;), amplifier (F,)
and converter (receiver) (Fg). The greatest contri-
bution to the noise of the informative signal is
made by the informative signal generation system,
which is associated with the need to create it in
the field conditions of the existing communication
line, while other elements can be manufactured in
advance by an industrial method with characteris-
tics superior to standard elements.

A condition for a reliable assessment of the effi-
ciency of the leakage channel is the requirement

CNL,, <CNL

leak link »

then the probability of an erroneous bit appearing
in the leakage channel will be no more than in the
communication channel, i.e. BER,, <BER,, .

The introduced parameters make it possible
to analyze the efficiency of the leakage channels
functioning based on the removal of a part of the
optical radiation from the communication channel
and to make assumptions on the effective protec-
tion of the communication channel from intercep-
tion by individual types. In particular, a leakage
channel based on diverting a part of optical radia-
tion from a communication channel to a leakage
channel based on optical tunneling is considered
below.

OPTICAL TUNNELING IN TRAFFIC
INTERCEPTION

The phenomenon of optical tunneling consists in
the violation of total internal reflection at the
core/cladding interface of an optical fiber, which
is associated with the formation of a surface wave
penetrating into the cladding with an exponentially
decreasing intensity along the penetration depth,
varying with the angle of incidence and wave-
length [2, 3, 11-13]. The reflected wave penetrating
into the shell leaves the boundary at a distance of
several wavelengths and can be captured by another
waveguide. Under the condition of phase matching
in the main waveguide and the additional wave-
guide intercepting a part of the surface wave, the
wave overflow occurs, which can be complete.
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HeOZHOPOJHOCTAX THIIa cBapku (MeHee 0,1 1B,
nopsiaka 0,01-0,02 Iob), II03TOMY OTBOAKMasl MOII-
HOCTB BCerga MHoOro Messblue 1 npu Kz <0,1, 4To 1mo3so-
Js1eT OoIlpefenuTh Ko3GOUIIMEeHT Ilepefadyu B BUe

K= (Kz).

Kaxk BUAHO, 3HAaUeHHe KO3)QULIMEHTAa IIepefady K
orpenensieTcs Ko3QPULIHMEHTOM CBI3K K MeXmy Boi-
HOBOJAaMHU KaHAJIOB CBSI3U U yTE€UKH, a JJIMHA ONTHYe-
CKOT0 KOHTaKTa z BOJHOBOJOB HIpaeT POJb Ilapame-
Tpa, C IIOMOLIBIO KOTOPOrO MOSKHO BIIHSATH
Ha BeIMYMHY KO3QUIIMeHTa [Iepeiadn.

OueHKa WHTerpanbHoro KosdoduumeHTa nepe-
AayM U3 KaHajla CBA3M B KaHa/l YTeYKU MOXKeT
6bITh IIpOBefieHA B IPUOIMKEHHUHU IIIOCKHUX BOJI-
HOBOZOB ¢ mapabonuvyeckum npoduieM MoKasza-
TeJIs MPeIOMJIeHUS MEeTONOM CBSI3aHHBIX MOA. [is
OLIeHKH{ MCIIONIb3yeM reoMeTpPHUYecKHe W ONTHYe-
CKHe IIapaMeTpbl BOJIHOBOILOB, OJIHM3KHe IO BeIH-
YMHe K [WIHHIPUYEeCKHM BOJIOKHAM OIITHUYECKHX
cuCTeM CBs3H [1,2].

» TeomeTpuuecKHe IapaMeTphl: IIHPHUHA BOIHO-

BOZA IIOPSAKA JUaMeTpa CepILIeBUHBI BOIOKHA -
8-9 MKM (w/A=8), LIMpPHUHA OITHUYECKOIO
KOHTAKTa MeHbIIle MM IIOpsAKa TOIIIHHBL 000-
JIOYKHM BOJIOKHA - ~60 MKM IpH AuameTpe 060-
704KH 125 MM (s/A<50).

e JIMHA ONITHYECKOT0 KOHTAaKTa IOpSAKa 1 cMm
(z/A=10%) BBIGHpaeTCs M3 YCIOBUH TeXHHUUe-
CKOM BO3MOSKHOCTH OGHKCAIIMHU IPOTSSKEHHOIO
KOHTaKTa MeXaHHYeCKMMH K KJIeeBBIMH IIpH-
criocobyieHUusIMH, a TaKKe U3 YCI0BHSI $asoBOro
CHHXPOHH3Ma CBSI3aHHBIX MOJ. [IMHa Kore-
PEHTHOCTH HHQPOPMALMOHHOTIO OITHYECKOIOo
CUTHaJIa OrPAaHUYHBAETCS YACTOTON MOAYJISIIIUH,
C/1eI0BaTeNbHO, ISl CKOPOCTH Iepenady uHop-
Mauuu 6omee 10 ITi mIMHA KOT€pPeHTHOCTH
COCTaBHT IOPSIKA 6 CM.

e OnrTuyeckye IapaMeTpsl: [MOKA3aTeayd IIPeioM-
JIeHHsI BOJITHOBOZIOB KakK y CepAlleBHH BBHIIIyCKae-
MBIX OIITOBOJIOKOH IIOpsiKa n;=n,=1,45, moxkasa-
Telb IIPEJIOMJIEHHS OITHYeCKOro KOHTAaKTa
ny=1,44 (t.e. n;(n,)-n;=0,01) ¥ KPUTHUECKHUH
yron 0.=1,45328 pan (sin®,=n;/n,=0,9931), T.e.
rpezessl U3MEeHeHUS yriaa HajgeHus
0e{0 =1,45328+1,57080=n/2} u cHUHyca yria
naseHus sin €{0,993103+1}.

[Ipepnaraemele MPUOMMKEHHUS MOKHO TpPaHC-
JIMPOBaTh HAa LMHIWHAPHUYECKHE BOJIOKHA C OIpe-
Ie/lleHHBIMH OIPAaHUYEHHUSMH, HO OHM IIO3BOJISIIOT
OIlpefie/IUTh OCHOBHBIE ITapaMeTPhl ONITUYECKOTO TYH-
HEeJINPOBAHUS II0 IOPSAKY BEIMYHHBI, UTO BIIOJIHE
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A model of optical power removal from one wave-
guide into an arc closely located waveguide is shown
in Fig. 4. Two waveguide channels along the y axis
with a width w with refractive indices n, and n, are
separated by a distance s with a refractive index ns,
which forms an optical contact along the fibers of
length z along the z axis. Through the information
communication channel, optical information radia-
tion with power P, propagates, in the area of the
optical contact, part of the radiation with power P,
passes into the informative leakage channel.

The transmission coefficient from the communi-
cation channel to the leakage channel for the case of
optical tunneling can be determined by the coupled
mode method [11-13] as

K?

K= msinz [(K2 +(AB/2)° )1/2 z}exp(—ocz),

which depends on the coupling coefficient of optical
modes (K) in the communication and leakage chan-
nels, the optical contact length z of the waveguides
with optical losses in the communication channel
a and the difference between the propagation con-
stants AG between them.

In the approximation of small absorption
(a<<1) and the same waveguides (Af~0), we
obtain

k=sin’Kz.

The power drain from the communication channel
to the leakage channel should not be large. It should
not exceed the typical values of losses due to optical
inhomogeneities of the welding type (less than 0.1
dB, about 0.01-0.02 dB), therefore, the power
removed is always much less than 1 with Kz<0,1,
which makes it possible to determine the transmis-
sion coefficient in the form

Kk =(Kz)’.

As can be seen, the value of the transmission coef-
ficient k is determined by the coupling coefficient K
between the waveguides of the communication and
leakage channels, and the length of the optical con-
tact z of the waveguides plays the role of a parameter
with which one can influence the value of the trans-
mission coefficient.

The integral transmission coefficient from the com-
munication channel to the leakage channel can be
assessed in the approximation of plane waveguides
with a parabolic refractive index profile by the cou-
pled mode method. For the assessment, we use the
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IOCTATOYHO [IJIsI TOCTABJIEHHOM 33aJladyM II0 OIleHKe
3¢ GeKTUBHOCTH KaHala YTeUKH.

KospduneHT CBSA3U ONTUUECKUX MO K 3aBUCHUT
OT THMIIA BOJIHOBOJOB, PAaCCTOSIHHUSI MEXKAY BOJIHOBO-
IaMU (s), 9aCTOTHL WJIM JJIMHBI BOTHB HHOOPMALIMOH-
HOTO CUTHaIa (@ WIN A), IIOCTOSIHHOM PacIpocTpaHe-
HUS BOJIHOBOA (B =nk,sine), moKa3aTens
IIpeJIOMJIEHHSI Cpefibl BOTTHOBOAA (1), BOJIHOBOT'O YK C/IA
MHQPOPMALIMOHHOIO CHUTHAJIa B BaKyyMe (ko =2n/k),
yria nageHus (0, IpUHHUMAIOIIero 3HaueHUs 0T KpH-
THYECKOro0 yIya MafeHus 6, =arcsin(n,/n,) 5o Hampas-
JIeHUs PaCIpOCTPaHeHHUs BJOIb OCH BOJIHOBOAA TU/2).
B npubirskeHUH IUIOCKHX OJHHAKOBBIX BOJIHOBOJOB
c m=n,, AB=0 u napabonudyeckuM NnpoduieM IoKasza-
Teslsl NMpeloMIeHUsT Ko3dPULMeHT cBs3u [11] nmMmeer
BU/[

2, (n3sin® 6 —n3) y
A(n3 —n§)[1+n(w/7u)«/n§ sin?6-n3 }sine

xexp{—Zn\/nﬁ sin’0-n; (s/k)}.

K=-

Torma Ko3pPUIIMEeHT Iepefayr MOXKET OBITh npen-
CTaBJIeH B YI06HOM JIJISl YHUCTIEHHOI'O MOJIe/THPOBAHU S
BUE

b A(%jz I:[I+B(W7;)x]sine:lz exp{—4B(%)x},

rae BBeOeHBbI 6@3P33MeprIe KOHCTAaHTBI Ha OCHO-
BaHHH IIPHUHATBIX T'eOMETPHUYECKHX H OIITHYEeCKHX
XaPpaKTePHCTHUK BOJTHOBOZOB:

2,6
A=(437[7”22f4,4-105; B=nn,=4,6 ; x=4/sin’0-sin’e,;
n

2 n}

sin?6, =(n, /n,)" =0,986254 nsn, =1,45 un, =1,44,
A=1,6 MKM, (W/A)=5, (s/1)=40, (z/1)=100.

B pesyibTaTe YHCIEHHOTO MOMEIMPOBAHMUS IIOJTY-
YeHa 3aBUCHMOCTb K03 PHUIIMeHTa repeJadyu oT yria
nmajeHus: k(6), KOTOpasi MMeeT SIPKO BBIPasKEHHBIH
MakcHUMyM (pHc. 5). KoapduiineHT epenadu paseH 0
IIpYU KPUTHYECKUX YI/IaX MaJeHHs, C yBelIHYeHHeM
yIJa IafieHusl OH OBICTPO pacTeT U JOCTUIAET CBOEro
MaKCUMyMa. [IpubnukeHHe HaIlpaBlIeHHUS PacIpo-
CTpaHeHHs K IPHUOCEBBIM Jiy4aM IIPHUBOLUT
K OpIcTpOMY ITafieHUIo0 Ko3dHUIIHeHTa ITepenayH 1o 0.
TakuM obpasom, Ko3QUIIMEHT Iepefadyu KMeeT
Y3KMH 110 YIJIy afileHUsI MaKCUMYM, B KOTOPOM cocpe-
OOoTO4YeHa HebornbIuas Ioas MOIIHOCTH HHPOPMALH-
OHHOIO CUI'Haja. BeluuynHa MaKCHMyMa JOCTUraer 1

=

geometric and optical parameters of waveguides,
which are close in magnitude to cylindrical fibers of
optical communication systems [1, 2].

« GCeometric parameters: waveguide width of
the order of the fiber core diameter - 8-9 pm
(w/\=8), the optical contact width is less than
or of the order of the fiber cladding thick-
ness - ~60 pm with a 125 pm cladding diameter
(s/A<50).

+ The length of the optical contact of about 1 cm
(z/A=10% 1is selected from the conditions of
the technical possibility of fixing the extended
contact with mechanical and adhesive devices,
as well as from the condition of phase match-
ing of coupled modes. The coherence length of
the information optical signal is limited by the
modulation frequency; therefore, for an infor-
mation transmission rate of more than 10 CHz,
the coherence length will be about 6 cm.

« Optical parameters: the refractive indices of
the waveguides are of the order of n;=n,=1,45,
the refractive index of the optical contact is
ny=1,44 (i.e. n;(n,)-n;=0,01) and the critical
angle 6.=1,45328 rad (sin®,=n;/n,=0,9931), i.e.
limits of variation of the angle of incidence
0e{6,=1,45328+1,57080=n/2} and sine of the
angle of incidence sin6 €{0,993103+1}.

The proposed approximations can be transmitted
to cylindrical fibers with certain restrictions, but
they allow one to determine the main parameters
of optical tunneling in order of magnitude, which
is quite sufficient for the task of assessing the effi-
ciency of the leakage channel.

The coupling coefficient of optical modes K
depends on the type of waveguides, the distance
between the waveguides (s), the frequency or wave-
length of the information signal (w or A), the wave-
guide propagation constant (3=nk,sin@), the refrac-
tive index of the waveguide medium (n), the wave
number of the information signal in vacuum
(ky=2m/2), the angle of incidence (6, taking values
from the critical angle of incidence 6, =arcsin(n,/n,)
to the direction of propagation along the axis of the
waveguide 1/2). In the approximation of plane iden-
tical waveguides with n;=n,, Ap=0 and a parabolic
profile of the refractive index, the coupling coeffi-
cient [11] has the form

2, (n3sin’® 6—ns3)
X
A(n3 —n§)|:1+1t(w/7»)«/ﬂ§ sin?6-n} Jsine

xexp{—Zn\/nﬁ sin’0-n; (s/k)}.

K=-

PHOTONICs vOL. 14 N2 8 2020 689



=

100

1073
107
107
1012
% 10715
10°18
102
10’24
1027

10730

Puc. 5. 3agucumocmb ko3¢puyueHma nepedadu K om yaaa
nadeHus 6 8 npedeaax om Kpumuueckozo yana nadeHus (6,)
00 NpsMo20 y2na nadeHus 0Ast nokasamenel NpenoMAeHUs
00UHAKOBbIX 80AHOB0008 1,45 U onmuy4ecko20 KOHmMakma
mexoy Humu 1,44 (WupuHa 80A1H080008 W/ A=5, WwupuHa
onmuyeckoz0 KOHmMaxkma s/ A=40, 0AuHa onmuyeckozo
KoHmaxkma z/\=100)

Fig. 5. Dependence of the transmission coefficient K on the
angle of incidence 0 in the range from the critical angle of
incidence (8,) to the right angle of incidence for the refractive
indices of the same waveguides 1.45 and the optical contact
between them 1.44, (the width of the waveguides w/\=5,
the width of the optical contact s/\=40, optical contact
length z/A=100)

[P YBeJIMYeHUH [JIMHBI OITHYeCKOIO0 KOHTAaKTa
6omee 1 MM. DTO MO3BOJISET ITOMHOCTBIO OTBOJLUTH
B KaHa/J yTe4YKd MaJjible J0JIKM HHPOPMaIHOHHOIO
[I0TOKA, OTK/IOHSIOIIHeCs OT IIPHOCeBOr0 HallpaBsiie-
HUS PacIpPOCTpaHeHHs, YTO TPYOHO QUKCHPYeTcs
CHCTeMaMH MOHHUTOPHHTIA CeTH.

Y3 rpaduKa 3aBUCHMOCTH K(6) BUJHO, YTO IIPHCYT-
CTBYIOIIYie B CTPYKTYype IIOTOKA HaIlpaBlIeHMS JIydeH
pacmpocTpaHeHHs, 6IH3KMe K KPUTHYECKOMY YIJIy
nageHuss 6, Oynyr >ddPeKTHBHO I1€pexXONHUTH
M3 KaHa/la CBS3M B KaHAI YTeukd. B mpubnrmskeHUH
OIITUYEeCKOro KOHTAaKTa [JIHMHOM IOPSiAKa CTa BeIH-
YMH AIUH BosH (~160 MKM) U IIPHU IIHPHHE 0KOJo 40
IJIMH BOJIH (~65 MKM) B KaHa/ yTeuKkH OymeT mepexo-
ouTh 6osee 1% MOIIHOCTH BCeX JIyde C yIJIOM IIafie-
HUs, ONMH3KUM K KPUTHYECKOMY YINy. YBelH4YeHHe
JJIMHBI OIITHYECKOro KOHTakTa B 100 pas mo 16 MM
IIpUBeJeT K BOBJIEYEHHMIO B IIpoliecC GOpMUPOBAHUSA
MHQOPMATHUBHOIO CUTHasIa boree ymaleHHBIE OT KPH-
TUYECKOro yIya Jyuyu co 100% mepegader B KaHal
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Then the transmission coefficient can be presented
in a form convenient for numerical simulation

€= A(%T l:[1+B(w7;)x]sine] exp{—llB(%)x},

where dimensionless constants are introduced
based on the adopted geometric and optical character-
istics of waveguides:

2.6
Az(‘tﬂinzz)=4,4105; B=mnn,=4,6; x=4/sin’0-sin’e,;

1,

sin’6, =(n, /rlz)2 =0,986254 forn,=1,45un, =1,44,
A=1,6 um, (w/)=5, (s/1)=40, (z/1)=100.

As a result of numerical simulation, the dependence
of the transmission coefficient on the angle of inci-
dence x(6) was obtained, which has a pronounced max-
imum (Fig. 5). The transmission coefficient is equal to 0
at critical angles of incidence; with an increase in the
angle of incidence, it rapidly increases and reaches its
maximum. The approach of the propagation direction
to the paraxial rays leads to a rapid drop in the trans-
mission coefficient to 0. Thus, the transmission coeffi-
cient has a maximum narrow in the angle of incidence,
in which a small fraction of the information signal
power is concentrated. The maximum value reaches 1
when the length of the optical contact is increased by
more than 1 mm. This allows small portions of the
information flow deviating from the axial direction of
propagation to be completely diverted into the leakage
channel, which is difficult to detect by network moni-
toring systems.

It can be seen from the plot of the dependence «(6)
that the directions of propagation rays present in the
structure of the flow close to the critical angle of inci-
dence 0, will effectively pass from the communication
channel to the leakage channel. In the approximation
of an optical contact with a length of about a hundred
wavelengths (~ 160 pm) and a width of about 40 wave-
lengths (~ 65 pm), more than 1% of the power of all
beams with an angle of incidence close to the critical
angle will pass into the leakage channel. An increase in
the length of the optical contact by a factor of 100 to 16
mm will lead to the involvement of beams more distant
from the critical angle into the process of forming an
informative signal with 100% transmission to the leak-
age channel. Beams closer to the critical angle will not
have a significant effect on the transmission coefficient
due to the violation of the wave synchronism between
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yTe4dKH. Bosee 6/IM3KKe K KPUTUYECKOMY YIIy JTy4IH
He OyayT oOKa3bplBaTh CyIIeCTBEHHOI'O BIHSHHE
Ha K03QPHUIIMEHT Imepefavyy M3-3a HapyIIeHUs BOIHO-
BOTO CMHXPOHHM3Ma MeXIy KaHaTaMH. TakuM obpa-
30M, 100%-as mepepada 6yneT IIPOMCXOLUTH B Y3KOM
JHalla3oHe YIJIOB IIafleHHS, OrPAaHUYEeHHBIX MIHUPHU-
HOI [Mala3oHa YIVIOB C MaKCUMAaJIbHOM Ilepefadel,
nopsanka 0,003 panm us obmiero muarmasoHa yIJIOB
nopsigka 0,1 pan. MHTerpanbHbIN KO3QOUIIKEHT Iepe-
Jayu MOIIHOCTH MOMKHO OLIeHHTb B 1%. Takou BH[,
3aBUCHUMOCTU «(0) IpeironaraeT BO3MOXHOCTb Qpop-
MMPOBaHUS PETUCTPUPYEMOro KHPOPMATUBHOTO CHUI-
Hajla B KaHajle yTe4YKH Oa’ke IS LMIMHAPHUYECKHX
BOJIOKOH COeIMHEeHHBIX OIITUYeCKUM KiieeM be3 cTpas-
TUBaHUS 000JI0OYKH BOJIOKHA [I0 CEepALIeBHHBI, UTO
3HAUYUTE/JIbHO YIIPOLaeT TeXHHKY OTBOJA CBETOBOIO
IIOTOKA U JiefiaeT eé CKPBITHOMU [I/I1 MOHUTOPHUHTIA.

OueHKa paccTossHUSA OT nepepaTynka JIMHUU CBA3U
Ao MecTa nepexsaTta. MOIIHOCTb Pp,; HMHOOPMATHUB-
HOTO CHTHaja B MeCTe IIepexBaTa OIIpefenseTcs
HCXOIHOU MOIIHOCTBIO P;, ITepefaTYHKa, IIOTEPSIMHU O
B KaHaJle CBSI3U U KO3QPHULIMEeHTOM Ilepefavu K, TaK
4To

P

ot = KB, - 107,

MUHMMaJbHYIO OTBOSUMYIO B KaHa/I YTeYKH MOIIL-
HOCTb MOKHO OLIeHHUTh B 10 $OTOHOB, KOTOpas orpa-
HU4YMBaeTCd MIyMaMH CpPeACTB TeXHHYEeCKOM pa3-
BeJKM KaHaja yTeuyku. OrpaHUYeHHEe 10 MOUIHOCTH
IUISL CKOPOCTH Iepenadu HHOopmanuu 100 I'6/cex
coctaBuT P, <40 nbm (0,1 MKBT), oTCcioma mony4yaeM

leak

MaKCHUMAJIBHYIO JAJIPHOCTD I[I€peXBaTa

X< 1g(PIn/Pleak)+lg(K)‘

o

s UuHTerpanbHoro Kko3doHullMeHTa Iepefayuu
K=1%, MOIHOCTH IepefaTyuKa P, =10 1bM U moTepen
B KaHaje cBsi3u a=0,5 nb/KM paccTosiHHMe, 10 KOTO-
poro 6ymeT BO3MOKeH IIepexBaT C IIPUHSATON TeXHH-
KOM pa3BelKH, JOCTUTHeT 60 KM,

LUyMbl MHGOPMATUBHOIO CUrHaNA B KaHaJle YyTeUYKU.
IIpu dopMUpOBaHHK HHPOPMATHUBHOIO CHUIHaIa
IyTeM OITHYeCKOIo TYHHeIHPOBAaHUS KOIOPHUIIHEeHT
CBSI3M ONTHYecKUX Mof (K) HchbITBIBaeT QayKTya-
LMY BCUIEJCTBHE TEIJIOBOTO M3MEHEHUS! PACCTOSIHUS
Mexay KaHauamu (8s), MHPHUHBI CIIeKTpa HHOOP-
MaIlMOHHOro curHana (Sw), HaIpaBIeHHUs PacIIpo-
crpaHeHus: (80), 4To BBI3bIBaeT QIYKTyallMH KO3b-
buIMeHTa Nepefayuu U, CleoBaTelbHO, UCKaKeHHUS
UHGOPMATHBHOIO CUTHajla B KaHajle yTedyKH, T.e.
IOsiB/IeHHe MYJIbTUIUIMKATUBHBIX IIYMOB. ANIUTHB-
HBIMHU IIYMaMH MOXKHO IIpeHebpeub, TaK KaK IIpO-

=

the channels. Thus, 100% transmission will occur in
a narrow range of angles of incidence, limited by the
width of the range of angles with maximum transmis-
sion, of the order of 0.003 rad from the total range of
angles of the order of 0.1 rad. The integral power trans-
fer ratio can be assessed at 1%. This type of dependence
«(0) presupposes the possibility of forming a recorded
informative signal in the leakage channel even for
cylindrical fibers connected with optical glue without
bleeding the fiber cladding to the core, which greatly
simplifies the technique of removing the light flux and
makes it hidden for monitoring.

Assessment of the distance from the transmitter of
the communication line to the place of interception. The
P, power of the informative signal at the point of inter-
ception is determined by the original power P,, of the
transmitter, the loss a in the communication channel
and the transmission coefficient k, so that

P

leak — KPin 107

The minimum power diverted into the leakage chan-
nel can be assessed at 10 photons, which is limited by
the noise of the technical reconnaissance equipment of
the leakage channel. The power limit for a data transfer
rate of 100 Gb/s will be P, <-40dBm (0.1 pW), hence
the maximum interception range

X< ]'g(Pm /Pleak)—‘r]'g(K).

o

For the integral transmission coefficient k=1%, trans-
mitter power P;,=10 dBm and loss in the communica-
tion channel a=0.5 dB/km, the distance to which inter-
ception with the adopted reconnaissance technique will
be possible will reach 60 km.

Noises of the informative signal in the leakage chan-
nel. When forming an informative signal by optical
tunneling, the coupling coefficient of optical modes
(K) experiences fluctuations due to a thermal change
in the distance between channels (8s), the width of the
spectrum of the information signal (8w), the direction
of propagation (80), which causes fluctuations in the
transmission coefficient and, consequently, distortion
informative signal in the leakage channel, i.e. the
appearance of multiplicative noise. Additive noise can
be disregarded as the penetration from the external
environment or internal light generation is negligible.
At the point where the optical radiation is tapped off,
the rms power of the information signal in the com-
munication channel and the informative signal in the
leakage channel

P,=S,+N, and P

leak =

§+N,,
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HUKHOBEHHE H3 BHEIIHeH cpenpl WKW BHYTPEHHHE
reHepaliliy CBe€Td HE3HAYHMTE/IbHBI. B mMmecte otrBOAma
OIITHUYeCKOIo M3J/Iy4eHMs CpeAHeKBaApPaTHYHas MOII-
HOCTb I/IH(l)OpMaLII/IOHHOI‘O CHUTI'HaJIa B KaHaJ/ie CBSI3H
Hu I/IH(l)OpMaTI/IBHOI‘O CHI'HaJ/la B KaHaJ/Ie YTe€4YKH

P=S,+N, u B, =S +N,,

eak
rjie IepBble caaraemele S, U S, — MOIIHOCTH I10jI€3-
HOM 4YacTH CHTHaja, a BTOpble claraeMsle N, U N, -
MOIIHOCTH IIyMOB. CpenHekBagpaTUYHas MOIIHOCTb
II0JIe3HOU YacTU MHQOPMATHBHOIO CUTHA/IA

S, =xS, - xS,
Y IyMOBOM YaCcTH
N,=06xS,+xN, +N_,

rge ok — MmapasuTHBIe QIYyKTyaldd Ko3ddHuIlMeHTa
repesayu, KOTOpble YMEHBIIAIOT BEJIMYUHY I10JIe3-
HOM dYacTu UHGPOPMATHBHOIO CHUTHajZa Ha dkS,
M Ha CTOJIBKO >Ke yBeJIHMYHBAIOT €€ IIYMOBYIO 4acTh,
N,=0 - agguTHBHble IIyMBbI, KOTOPHIMHU IIpeHebpe-
raem. OTCIOZA MOXKHO IIOJYYHTh CBSI3b OTHOIIEHUS
CUTHa/I/myM HHpopmanroHHoro SNR, u mHdopma-
TUBHOro SNR,, CHTHaJ0B B BHIe Ko3boHIIMEeHTa
[IyMa KaHajla YTeYKHU

oL, = SNR, _ 1+ SNR, (8x/x)

SNR,,  1-(8x/k)

~F,.

To ecTp mpepmonaraercs, 4YTO OCHOBHOM BKJIaf,
B IIYMBI aeT CIIocob GopMHPOBAaHHUS OTBOAA YACTH
MHGOPMALIMOHHOIO CUTHA/IA M3 KaHaJ/la CBSI3H B KaHAJI
yTeUYKH, IIYMBl APYTHX YacTell KaHa/la yTe4KU HHUBe-
JTUPYIOTCS BBIOOPOM MAJIOMIYMSIIUX CPEeICTB TeXHH-
YeCKOH Pa3BelKH.

OueHka $paykTyaumin koadpdpuumneHTa nepegaum 5« / k
OIlpele/sieTcss OTHOCHTEJIbHBIMU QIYKTyallMSIMH
[1apaMeTpPOB OIITHYEeCKOI0 TYHHE/JIHMPOBAaHUS, TaKHX
KaK yron rageHus (80/6), mwupuua (8s/s) u miuHa
(8z/z) omTHuUecKOro KOHTAaKTa, IIMPHUHBI BOJHOBOLA
(3w/w) ¥ mpyrux, CBSI3aHHBIX C TeIUIOBBIMH Kojeba-
HHUSIMH B MeCTe KOHTaKTa. B mpubIM>keHUN MaloCTH
Ko3QPHIIMeHTa I1epelauy ero BeJIMYHHA CBS3bIBAeTCs
C OTHOCHUTE/BHBIMU QIYKTYaLHSIMHU B IIPUHSTHIX 060~
3HAYEHUSIX U IPUOIIKEHUAX KaK

_ Jm:[mmy+16(Bx)z[;ﬂ8;y+o(ae/e>.
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where the first terms S, and S are the power of the
useful part of the signal, and the second terms N, and
N, are the power of the noise. RMS power of the useful
part of the informative signal

S, =S, - 5KS,
and noise part
N,;=0xS, +xN,+N,,

where 8k are parasitic fluctuations of the transmission
coefficient, which reduce the value of the useful part
of the informative signal by &S, and increase its
noise part by the same amount, N,=0 are additive
noise, which we neglect. From here it is possible to
obtain the relationship between the signal-to-noise
ratio of the information SNR, and information SNR,,,
signals in the form of leakage channel noise
figure

SNR,

Bk TSNR,,  1-(5x/k)

_1+SNR (8x/x)

CNL -

Thus, it is assumed that the main contribution to
the noise is provided by the method of forming the
diversion of a part of the information signal from the
communication channel to the leakage channel, the
noise of other parts of the leakage channel is leveled
by the choice of low-noise technical reconnaissance
means.

The assessment of fluctuations in the transmission
coefficient dx/k is determined by the relative fluctua-
tions of the parameters of optical tunneling, such as
the angle of incidence (86/6), width (8s/s) and length
(8z/z) of the optical contact, the width of the wave-
guide (3w/w), and others associated with thermal
vibrations at the point of contact. In the approxima-
tion of smallness of the transfer coefficient, its value
is associated with relative fluctuations in the accepted
notation and approximations as

=2J[§_ZT+[%T[%+16(BX>H[S_;T+o(5e/e).

Taking into account the large length of the opti-
cal contact and the stability of the waveguide width,
the transmission coefficient can be assessed by the
approximation

& =~ 8mn,/sin’0-sin’e, % ~0,5.

K
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Ecnu ydecTs 60/bIIyI0 [JIHHY OIITHYECKOIO
KOHTAaKTa M CTabH/IBPHOCTh HIMPHUHBI BOJHOBOAA,
TO KO3QOUIIMEHT Iepefadyld MOXHO OIIeHHUTb
npubIMKeHHEeM

x 8nn,/sin’6-sin’6, % =0,5.

K

Torma Ko3¢OUILIMEHT MyMa IIepefsavyu

CNL, , =F, =10 nna SNR, =8, 1.e. SNR__ =1.

leak leak

9TO 3HAUYUTEJIbHO 3aTPyAHseT IepexBarT.
Ho 3ddekTHBHOTO mepexBaTa MOXHO JOCTHYb
HCIIOJIb30BAaHHUEM MeHee IIyMSIIero IpHeMHHKA
10 CPABHEHHIO CO MITAaTHBIM NIPHUEMHHUKOM JIHMHUHU
CBs3U (T.e. C BEPOSITHOCTBIO IIOSIBIIEHUS OIIH-
6ouHoro 6urTa, He 6oJipIIero IITATHOrO KaHaja
CBS3H).

OCOBEHHOCTWU NMEPEXBATA
TPAOUKA B ONTUYHECKUNX
CETAX CBA3U
[TpakTUYecKas peajHu3alus [epexBaTa BO3MOXKHA
IpHU CO3LaHUU 3GbeKTUBHOrO U CTAabUIBHOIO
OIITHYECKOI0 KOHTAKTA MeXIY KaHaJaMH CBS3HU
M yTe4KH, 4YTO TpebyeT BBHIIIOJHEHHS OIIpefeseH-
HBIX YCJIOBHH IO JOCTYIy K OITUYECKOMY Kabenro
U TeXHUYECKHUX pPeUleHHH 0 GOPMHPOBAHUIO
OTBOZIA YaCTH ONTHYECKOro u3nydeHus. Ha ocHoBe
IIPOBEeHHOTO KAadYeCTBeHHOI0 aHantu3a GopMHUPO-
BaHUS UHOOPMATHUBHOTO CHTHAJIA METOLOM OITH-
YeCcKOro TYHHEIHPOBAHUS MOKHO IIPeIJIOKUTH
HeCKOJIPKO CTPYKTYPHBIX CXeM peanu3alyiy KaHala
yTeuku (puc. 6). HecMoTpst Ha To, UTO 3HAYeHHS
Ko3bdULIMeHTa Iepefavyd JOJIKHBL ObITH Malbl,
HO Jaske B 9TOM CJly4ae peann30BaTh TYHHeIHPO-
BaHMe CBeTa 4yepe3 3aI[UTHBIe 060TO0UKU TPYAHO.
[TosTOMYy, BO-IIEpPBBIX, He0bOXOZHUMO OCBOOOOUTH
BOJIOKHO OT BCeX 3aIUTHBIX 000/I04eK IO OITHYe-
CKOHM 000JI0UKM BOJIOKHA, COCTaBJAIOINee B JHaMe-
Tpe 125 MKM; BO-BTOPBIX, B 06JIACTH OITHYECKOIO
KOHTAKTa C BOJIOKHOM KaHaJla CBA3M He0OXOmHMO
HCII0NB30BaTh KaHa/l yTeUKHU B BUe BOJTHOBoAA 6e3
0bonouky ymobHON GOpMEI, Ilepexofslnee B 0ObIY-
HOe LUJNHAPHUYIeCKoe BOJIOKHO.

dopMHUpOBaHUE YCTOMYHUBOTO OITHYECKOTO
KOHTAaKTa MOKHO OCYIIeCTBUTb MeXaHHUYeCKHUM
(puc. 6A) unu kineeBsIM (pUcC. 6B) crmocobamu 6e3
n3ruba BonokHa. IlocmenHuM cmocob mpenro-
YTHUTeNbHee, Tak KaK Oosee yCTOMYMB K BHeII-
HUM BO3JeHNCTBHSM: F'PAHUIIBl OIITHYECKOIO Kies
BBIIIONTHSIIOT QOKycHUpyomue QYHKUUHU IS TYH-
HeJHPYIOIIero B Hero CBeTa M 3alIUTHbIE QYHK-

g

Then the transmission noise figure is

CNL,, ~F; =10 nna SNR,=8,1i.e. SNR,, =1.

leak

This makes interception much more difficult, but
the use of a less noisy receiver in comparison with
a standard communication line receiver can achieve
effective interception, i. e. with the probability of an
erroneous bit appearing no larger than the standard
communication channel.

FEATURES OF TRAFFIC INTERCEPTION

IN OPTICAL COMMUNICATION

NETWORKS

Practical implementation of interception is possible
when creating an effective and stable optical contact
between the communication and leakage channels,
which requires the fulfillment of certain conditions
for access to the optical cable and technical solutions
for forming a part of the optical radiation. Based
on the qualitative analysis of the formation of an
informative signal by the optical tunneling method,
we can propose several structural schemes for the
implementation of the leakage channel (Fig. 6).
Despite the fact that the values of the transmission

Is as.pure

nature.

WE LOVE PURE RESULTS

PHOTONICS VOL. 14 N2 8 2020 693



=

CECEEEEEEEEE e e e e e e e e e e e e e e e e e e e e e e e e e e ey
BOJIOKOHHO-OMNTUYECKME YCTPOUCTBA U TEXHOJIOUM
CECEEEEEEEEE e e e e e e e e e e e e e e e e e e e e e e e e e e ey

-«
-«

coefficient should be small, but
even in this case, it is difficult
to realize the tunneling of light
through the protective shells.

w
—
—

(%1

8 8ude kanau (6)

fusing optical glue in the form of a drop (6)

Puc. 6. CmpykmypHble cxembl popmuposaHus 8 onmudeckom kaHaae (1) onmuuve-
CK020 UHHOPMAMUBHO20 CUzHAAA (2) Memodom ONMUYEcKO20 MyHHeAUPOBAHUS:
A - nymem nA0MH020 MeXaHU4ecKo20 CKamus 80A0KoH (3), B — nymem ckaeu-
8aHUS onmuy4eckum kaeem 80A0koH (5), C — nymem HanAdea onmuyecKozo Kies

Fig. 6. Block diagrams of the formation of an optical informative signal (2) in
the optical channel (1) by the optical tunneling method: A - by tight mechanical
compression of the fibers (3), B - by gluing the fibers with optical glue (5), C- by

Therefore, first, it is necessary to
6 free the fiber from all protective
cladding to the optical cladding
of the fiber, which is 125 pm in
diameter; second, in the area of
optical contact with the fiber of
the communication channel, it is
necessary to use a leakage chan-
nel in the form of a waveguide
without a shell of a convenient
shape, which turns into a con-
ventional cylindrical fiber.

The formation of a stable opti-
cal contact can be done mechani-
cally (Fig.6A) or adhesive (Fig.6B)

LHWK OT BHEHNIHHX BO3JeHCTBHUMH, KOTOpPble MOTYT
IIOBJIHUATh KaK Ha KaHaJl yTe4YKH, TaK U Ha KaHal
CBSI3H. [lOMOMHUTEeNbHOe HeboIblIoe BO3IeNCTBUE
BHeIIHUX QU3UUeCKUX I10/1eH Ha ONITUUYeCKUH KOH-
TaKT, B TOM YUCJIe U MeXaHU4YecKoe BO3/IeHCTBUE
(r.e. m3rub), MoXkeT yBeIHUUTb KO3OOUIIMEHT
nepegauu. Eme omuH crmocob (puc. 6C) cBs3aH
C HCII0JIb30BaHHEM ONTHYECKOro Kjiesi Kak BTOPOH
060/104KH BOKPYT IIepBOI 060TOUKHU OIMTHUYECKOIO
BOJIOKHA KaHaJja CBS3H, B KOTOPYIO TyHHeJIHpYeT
cBeT U GOKycHpyeTcss Ha BXOJ BOJOKHA KaHalla
yTeUYKU C IPafueHTHOM JUH30M Ha KOHIIE.

[Ipenio>keHHBIe CXEMBl IIO3BOISIOT Peanu3o-
BaThb [IepexBaT B [10JIeBbIX YCJIIOBUAX MIPOCTEUIIMMU
CpeACTBAMHU TeXHHYECKOM Ppa3BeJKd C MHHHU-
MaJIBHBIMM 3aTpaTaMHU II0 BpeMeHH. B dacTHO-
cTH, GopMHPOBaHHe KOHTaKTa C IIpUMeHeHHEeM
OIITHUYeCKOTO Kjes MOXXHO peanu3oBaTh be3 moi-
HOTO paspylleHHs 3amUTHBIX obosodyek Kabens
IIyTeM BBOZA K/Iesd U BOJIOKHA KaHaJla YTeUKH 4yepe3
Masblll IIPOKoN B Kabene IONOM LMJIHMHIpUYE-
CKOM TpybKo¥M Hamomobue HUIIBl MeTUIIMHCKOIO
MIIpUla.

Bce 5T0 moka3blBaeT BBICOKUM YpPOBEeHb YI'PO3bI
OaHHOTO CLieHapHs IlepexBaTa, IIPOTHBOLENCTBHE
KOTOpOMY TpebyeT pa3paboTKHU MeTOOB 3alIUTHI
KabeqbHOM CHCTE@MBI, HCIOJb30BAHUS OIITOBO-
JIOKHa BBICOKOTO KaueCTBa, HeNPepbIBHOIO MOHU-
TOPUHIA COCTOSIHHSI KaHajla CBSI3U W JPYTUX Jeu-
CTBHUH. B CyIIecTBYIONMUX yCAOBHUSX 3KCIIyaTalluHU
BOJIOKOHHO-OIITHUYECKUX CHUCTEM Ilepefadyud UHPOP-
MallMM OCHOBHBIM CII0COOOM IIpefoTBpalleHUs
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without bending the fiber. The
latter method is preferable, since
it is more resistant to external influences - the
boundaries of the optical glue perform focusing
functions for the light tunneling into it and protec-
tive functions against external influences that can
affect both the leakage channel and the communica-
tion channel. An additional small effect of external
physical fields on the optical contact, including
mechanical impact (i. e., bending), can increase the
transmission coefficient. Another method (Fig. 6C)
involves the use of optical glue as a second cladding
around the first cladding of the optical fiber of the
communication channel, into which the light tun-
nels and focuses on the input of the leakage channel
fiber with a gradient lens at the end.

The proposed schemes make it possible to imple-
ment interception in the field with the simplest
means of technical reconnaissance with minimal
time investment. In particular, the formation of
contact with the use of optical glue can be real-
ized without completely destroying the protective
sheaths of the cable, by introducing the glue and
the fiber of the leakage channel through a small
puncture in the cable with a hollow cylindrical tube
similar to the needle of a medical syringe.

All this shows a high level of threat of this
interception scenario, the counteraction of which
requires the development of methods for protect-
ing the cable system, the use of high-quality opti-
cal fiber, continuous monitoring of the state of the
communication channel and other actions. In the
current operating conditions of fiber-optic informa-
tion transmission systems, the main ways to pre-
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IiepexBaTa SBJISE€TCS HCIIOJIb30BAHHE Ka4Ye€CTBEH-
HOr0 ONTHYecKoro Kabemns I[P Ka4YeCTBEHHOM
MOHTAa)XXe, KOTOpoe II03BOJIgeT YMEHBbIIHNTDL BEPOAT-
HOCTb CKPBITHOI'O IIOAK/IIOYEHH S .
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cable with high-quality installation, which reduces
the likelihood of covert connection.
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X MexxayHapoaHass KoHdepeHIIHS 10 POTOHHKE

H HHPOPMALIHOHHOH OIITHKE

OprkoMmuTeT  KOHdepeHUUM  06b-
ABAISIeT, 4TO 27-29 aHBaps 2021 roga
Ha 6ase HUAY «MUNOK» (Mocksa)
npovayT 3acegaHus X KoHdepeH-
umMn no GOTOHUKE N MHOOPMALMOH-
Hon onTuke. KoHdepeHuMs sBNS-
etcs 3dPeKTMBHOM Naowaakon ans
obMeHa HOBbIMM MAEAMU U METO-
AaMK, a Takxe MeCcTOoM, rae pox-
[Al0TCa NpeanoXeHus O COo34aHuu
Hay4HbIX Konnabopauun. OpraHu-
3aTtopbl KOHbepeHumn: PAH n HAAY
«MUOUM». Mpepcepatenn nporpamMmm-

HOrO KOoMMTeTa KOHdepeHLUMKN: aka-
nemuk PAH 'ynses KO.B. (MP3 PAH)
n a.¢.-M.H. EBTUxnes H.H. (HNAY
MWOW). Mporpamma KoOHpepeHLmmn
OXBaTbIBAaeT  HanpaB/ieHMs:  Kore-
PEHTHOM U HENMHENHOW ONTUKW,
B3aMMOAENCTBUS U3/YHEHUS C Belle-
CTBOM, KBAHTOBOW OMTWUKW, BONO-
KOHHOW W MWHTEerpanbHOM ONTUKMK,
3/IeMEeHTHOM 6a3bl GOTOHMKMK, TON0-
rpadum, onTUYeCKUXx  MeToa0B
M ONTUKO-3NEKTPOHHLIX YCTPOMCTB
obpabotkn  mHbopmaumn.  Hayu-

MUNCOU

HauuoHanbHbIN
nccnenosaTenbCckui
AOEPHbIV yHUBEPCUTET

HbI GOpyM CNocobCTBYyET MOBbILLE-
HUIO YPOBHS 3HaHWW CNeLMannCcToB
nasepHoM n  GOTOHHOW OTpaCaN.
A3bIKN  KOHbEepeHUUn — pyccknu,
AHTINNCKUN.
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