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B cTaTbe paccMaTpuUBAalOTCS BONPOChI
NpounsBOACTBa U NPMMEHeHMUs Na3epoBs

M CBA3aHHbIE C 3TUM BO3MOXHOCTHU
NPOHUKHOBEHUS B NpOrpaMmMHoe
o6ecnevyeHne NPOMbILLJIEHHbIX JIa3epHbIX
cucTeM. PaccMoTpeHbl Lenu, npeMmyLiecTBa
M NopafoK BHEAPEHUS CUCTEMbl MeHea)KMeHTa
MHpopMaLMOHHOM 6e3onacHocTn ISO/IEC
27001:2013 (cepus ctaHgapToB ISO 270XX).
MpeacTaBieH NOWAaroBblii aIFOPUTM, Kak
chopmMumpoBaTbh CUCTEMY MEHEAXKMEHTA
MHPOpMaLMOHHOM 6e30MacHOCTU

Ha npeanpuaTuax, 4YTO6bl CHU3UTDL

puckun, nsbexartb CUCTEMHbIX OLIMGO0K.
MNoka3saHa B3aMMOCBSA3b NpeaoXeHHbIX

Mep c o6ecneyeHmeM HenpepbiBHOCTU
6M3Heca v NoBbIleHMEeM UHBECTULLMOHHOM
npuBaeKaTesnbHOCTU NpeanpusTuii. Nepeéoun
B 6M3Hece NpUBOAAT K NOTEpe KJMEHTOB,
[OXOA0B U penyTawuu, Npyu 3TOM OTCYTCTBUE
CUCTEMbl MEeHeA)KMeHTA HenpepbiBHOCTU
6M3Heca Ha NpeanNpuUATUUN CBUAETENbCTBYET
0 HErOTOBHOCTU K 6bICTPOMY BOCCTAHOB/IEHUIO
AesaTeNbHOCTU U HeCOOTBETCTBUMU
MeXAyHapoAHOMY YPOBHIO.

KntoyeBble c/10Ba: NPOMbILLIEHHbIE
NazepHble CUCTEMDI, CUCTEMA MEHEXKMEHTA
MHPOPMALIMOHHOM 6€30MaCHOCTH,
MHbOpMaLMOHHAA 6€30MacHOCTb,
Knbepbe3onacHOCTb, 1a3epbl, KOPNOPATUBHbIE
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The article deals with the production

and application of lasers, and the related
possibilities of penetration into the
software of industrial laser systems. The
goals, advantages and procedure for the
implementation of the ISO/IEC 27001:2013
Information Security Management System
(ISO 270XX series of standards) are considered.
A step-by-step algorithm is presented

on how to form an Information Security
Management System at enterprises in order
to reduce risks and avoid system errors. The
relationship of the proposed measures with
ensuring business continuity and increasing
the investment attractiveness of enterprises
is shown. Business disruptions lead to the
loss of customers, income and reputation,
while the lack of a Business Continuity
Management System in the enterprise
indicates an unpreparedness for a quick
recovery of activities and inconsistency with
the international level.
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I/IH(])OpMaLI,l/IOHHbIe CNCTemMbl, cncTtemMa
MeHeOXXMEeHTa HENMPepbIBHOCTU busHeca.

Cratbsa noctynuna: 14.11.2020
CTaTbs npuHATa K nybamkaumm: 19.11.2020

BO3MOXHOCTU MPOHUKHOBEHUA B MO
MPOMDBIWJTIEHHDbBIX TA3EPHbIX CUCTEM
Jla3epHBIe TEXHOJIOTUM Pa3BUBAKOTCA OBICTPHIMU
TeMIIaMHU. JIazepHble TeXHOJIOIHYeCKhe KOMILIEKCHI,
IpefHa3sHAauYeHHble [/ pealn3allMd B IIPOMBIII-
JIeHHBIX YCIOBHSIX Pa3/JIM4YHBIX BHUJOB JIa3epHBIX TeX-
HOJIOTUH 00paboTKK MaTepHaIoB, CTAHOBSTCS BCe
bonee BocTpe6OBaHHBIMH. B 3TOM CMBICJIE BaskKHO
[IOAYEePKHYTh, YTO “YHUKAJIbHBbIE JeTalld U HU3[eIUs
IJIST 3aKa3UMKOB MOTYT OBITh H3TOTOBJIEHBI CO 3Ha-
YUTENbHON 35KOHOMMEM [OPOrOCTOSINMX MaTepHua-
j0B» [1, c. 65; 2].

Kak oTMe4aroT B3KCIIepThl, «IIPOAA’KH JIA3epOB
3a JleCATHUIeTHEe YABOMIACh, OOCTUIHYB B 2018 romy
13,76 mnpm mont. 06BbeM IIpoJax jasepos B 2019 romy
OKMJAeTCs Ha ypoBHe 14,6 mupp moit. 2018-i1 6bi1
elje OOHHUM PeKOPAHBIM TOJOM B CeKTOpe IMPOAaKH
IIPOMBIILIJIEHHEIX JIa3epOB: Ha YpoBHe 5 MJIPH AOJI.,
B OCHOBHOM Orarofmaps BOJIOKOHHBIM Jia3epaM.
MUDOBOM PBIHOK JIa3epHBIX CHCTeM Ijisi 0bpaboTku
maTepuanoB B 2018 rogy LOCTUI PeKOPAHOTO obpeMa
B 19,8 mipp momn [3].

[TpoMBIIJIEHHEIE JIa3epHble CHUCTEMBl CTAHOBSITCS
BCe 6oJlee CTIOKHBIMHU. PacIIupsieTcst KPyT aKTyaIbHBIX
BOIIPOCOB, CBSI3aHHBIX C POTOHHBIMH U ONTHYECKUMU
TeXHOJIOTUSIMH, ONTHYeCKMMH MaTepHaJIaMH U 3Jle-
MEeHTAaMH, MCIIONIb3yeMbIMHU B ONITHYECKUX CUCTeMaX,
0b60pynoBaHHUU U CTaHKax [4-19]. [Ipu 5TOM IIPOMBIII-
JIeHHble KOMILIEKChI BBICOKOCKOPOCTHOTIO JIa3epHOrO
PacKkposi MeTajIoNpoKaTa, MAaIIKMHBI, CO3JAM0INHe
BBICOKOKAYeCTBeHHble H3felusl W3 MeTalyla u [p.,
MMeIOT CJI0KHOe IIporpaMMHOe obecriedeHHe. Bes-
OIIACHOCTb M 3PPeKTHBHOCTb ITPOMBIIJIEHHBIX JIa3ep-
HBIX CHCTeM B 3HAUMTEJIBHON Mepe 3aBUCHUT OT Kaue-
CTBa IPOIPaMMHOr0 obecrieyeHusl.

TexHO/IOrMH € y4acTHeM BBICOKOMOILHBIX Ja3e-
poB (TepmoobpaboTKa, cBapKa M pe3Ka) TEeCHO CBS-
3aHBl C HHQOPMALIMOHHBIMH TeXHOJIOTHUSIMHU, B TOM
4ucle C TeXHOJOTHSIMH Iepefadyrd HHPOpMaLMH
II0 CeTH HWHTEpPHeT, IOAKIIYEeHHEeM Pa3JIMYHbIX
YCTPOMCTB U T.MH. Ilo Mepe TOTr0 KaK yC/IOXKHSIOTCS
IIPOMBIIIZIEHHEIE JIa3epHble CHUCTEeMBI, BO3PaCTaIOT
PHUCKHM IIPOHUKHOBEHHUSI B IIPOrpaMMHOe obecriede-
HHe 3THX CUCTEM.

B0O3MOKHOCTH [POHUKHOBEHHSI B IIPOrpaMMHOe
obecrevyeHre MHPOMBILIIEHHBIX J1a3€PHBIX CHCTEM

POSSIBILITIES OF PENETRATION

INTO SOFTWARE OF INDUSTRIAL

LASER SYSTEMS

Laser technology is developing at a rapid pace.
Laser technological complexes intended for
industrial implementation of various types of
laser technologies for processing materials are
becoming more and more in demand. In this
sense, it is important to emphasize that “unique
parts and products for customers can be manu-
factured with significant savings in expensive
materials” [1, p. 65; 2].

According to experts, “laser sales doubled over
the decade, reaching 13.76 billion USD in 2018.
Laser sales in 2019 are expected to reach 14.6
billion USD. 2018 was another record year in
the industrial laser sales sector: at 5 billion
USD, mainly due to fibre lasers. The world mar-
ket for laser systems for material processing
in 2018 reached a record volume of 19.8 billion
USD [3].

Industrial laser systems are becoming more and
more complex. The range of topical issues related
to photonic and optical technologies, optical
materials and elements used in optical systems,
equipment and machine tools is expanding [4-19].
At the same time, industrial complexes for high-
speed laser cutting of rolled metal, machines that
create high-quality metal products, etc. have
complex software. The safety and efficiency of
industrial laser systems is highly dependent on
the quality of the software.

Technologies involving high-power lasers
(heat treatment, welding and cutting) are closely
related to information technologies, including
technologies for transmitting information over
the Internet, connecting various devices, etc. As
industrial laser systems become more complex,
the risks of software penetration in these sys-
tems increase.

Opportunities for penetration into the soft-
ware of industrial laser systems are associated,
for example, with untimely software updates,
neglect of security measures, excessive gullibil-
ity, non-compliance with password policies, dis-
honest suppliers, etc. It should also be noted
that there is insufficient information security
and a lack of highly qualified personnel in this
area.

Penetration into the software of industrial
laser systems is possible in several ways (consid-
eration of these methods can serve as the sub-
ject of a separate article). Attackers use various
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CBSI3aHBI, HAaIIpUMep, C HeCBOEBPeMEeHHBIM OOHOB-
JeHHeM IIporpaMMHoOro obecrieyeHus, IpeHebpe-
SKeHHeM CpeICTBAMHM 3allUThl, H3THIIHEH IOBep-
YHUBOCTBIO, HeCOOTIofeHHeM IIapOJbHOM ITOJMIUTHKH,
He06pPOCOBECTHOCTBIO IOCTABINMKOB U Ap. Cienyer
TaKKe OTMETHTh HeIOCTATOUHOe obecriedeHre HHGOP-
MaIMOHHON 6e30I1aCHOCTH, HEXBATKYy BBICOKOKBAJIH-
GULIMPOBAHHBIX KaZIPOB B 3TOM 061acTH.

[IpOHUKHOBeHHe B IporpaMMHoe obecrede-
HHe IIPOMBINUIEHHBIX JIa3epHBIX CHCTEM BO3MOXKHO
HEeCKOJIBKUMH CIIocobaMu (pacCMOTpeHHe STHX CIIO-
co60B MOXKET IIOCTYKHUTh IIPEIMETOM OTEIBbHOM CTa-
THH). 3JIOYMBIIIJIEHHHUKH HKCIIONB3YIOT PA3IHYHbBIE
BHUIBl IIPOTPAMMHOTO ObecriedeHUs], MEeTOIbl COLU-
ATBHOM HHXKeHepUH, QUIIMHIA X MOIIeHHHYeCTBa.
CiieflyeT BO MHOT'OM COTJIACUTBCS C TeM, YTO II0 Mepe
TOTr0, KaK KHUOepIIpecTyIHBIe IIOCSTaTeNbCTBA OyayT
CTAHOBHUTHCSI Bce 6oyiee YaCTBIMU M H30IIPEHHBIMHU,
KOHKYDEHIIUSI BBITECHUT C PBIHKA IIPeNIIPUSTUS
¢ GOJIBIIMM KOJTHYECTBOM HHITUIEHTOB.

Kak npegnpuUSTHSIM-IIPOU3BOLUTENSIM, TakK
U MPeANpHUSATHSM, HCIOIB3YIOMMUM ITPOMBIIIIEH-
Hble JIa3epHbIe CHCTeMbl, HeOoOXOIMMO IIOBBILIATH
KOHKYPEeHTOCIIOCOBHOCTb, HHBECTUIJHOHHYIO IIPH-
BJIEKATEIBHOCTh U B KOPOTKUH II€pPHOA 00eCrevuTh
PocT UHPPACTPYKTYPHI U €e UMIIOPTOHE3aBUCHMOCTb,
HafIe>KHOCTD U 3aIIUIIeHHOCTb.

Kakye IyTH BBIXOZA M3 CIOKHBIIEHCS CHUTYalLlUH
BO3MOKHBI? Ha30BeM JIUIIb HEKOTOPbIE K3 HUX:

¢ pelLIeHHe KaJipOBOTO BOIIpoca B obmactu uHOOP-
MalMOHHON 6e30macHOCTH (IpU 3TOM ClIefyeT
YYUTBIBATh, YTO “HEPEIKO OTCTAHMBATH XOPOIIKX
CITeLIMATHCTOB IIPUXOAUTCS Y XakepoBs» [20]);

* HCIIONB30BaHHE CPeACTB 3aIIUTHl, CBOEBpeMeH-
Hoe 00HOBJIEHHE ITPOrPAMMHOT0 obecrieueHus;

e AyOUT IOCTABIIMKOB IIPOrpaMMHOro obecreue-
HUs (30ech cenyeT 06paTUTh BHUMAaHUe Ha MHe-
HUe 3KCIIEPTOB B OTHOIIEHHU CMEXHBIX OTpac-
nen: «IIpobreMy [UIsi S3HEPreTHYEeCKOro CeKTopa
6ynyT coctaBnsath «supply chain» - aTaku co cro-
POHBI IIOCTABIIMKOB IIPOIPAMMHOIO M amIlapart-
Horo obecrieuenus» [21]);

¢ y4YacTHe CIEI[UATHCTOB 110 MHGOPMAIIMOHHOMN
6esomacHoCTH B paboTe Kpocc-GYHKIIMOHATBHBIX
IIPOJYKTOBBIX I'PYIIII, TO €CTh AKTHBHO HCII0Ib30-
BaTh NPUHIUI DevSecOps (3TOT IPUHIIMII IOy~
4aet Bce bosblllee pacIIpocTpaHeHHe B MUDe);

* IOBBIIIEHHe KOMIIETeHIIUN CaMHUX pa3paboTdu-
KOB, YPOBHS HX KyJIBTyphl B 0b1acTu MHPOopMa-
LIMOHHOM 6e30I1acHOCTH

¢ PpasyMHBIH banaHc Mexay ynobcTBoM U besorac-
HOCTBIO MHHOBAI[MOHHBIX peIleHME; IIpoBepKa
BCeX IIPUHHMAaeMBbIX PeIleHHI C TOYKH 3PeHHUs
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types of software, social engineering, phishing,
and fraud. There is much to be agreed that as
cybercriminal attacks become more frequent and
sophisticated, competition will displace incident-
intensive businesses from the market.

Both manufacturing enterprises and enter-
prises using industrial laser systems need to
increase competitiveness, investment attractive-
ness and, in a short period, ensure the growth
of infrastructure and its independence from
imports, reliability and security.

What are the ways out of this situation? Let’s
name just a few of them:

« solving the personnel issue in the field of
information security (it should be borne in
mind that “often hackers have to defend
good specialists” [20]);

« use of protection means, timely software
update;

« audit of software suppliers (here you should
pay attention to the opinion of experts in
relation to related industries: “The problem
for the energy sector will be “supply chain” -
attacks from suppliers of software and hard-
ware” [21]);

« participation of information security spe-
cialists in the work of cross-functional prod-
uct groups, that is, actively use the DevSec-
Ops principle (this principle is becoming
more widespread in the world);

 increasing the competences of the develop-
ers themselves, the level of their culture in
the field of information security;

« reasonable balance between convenience
and safety of innovative solutions; verifica-
tion of all decisions made in terms of infor-
mation security (special attention is paid to
laser technologies and innovation manage-
ment technologies);

- implementation of information security
management systems in accordance with
ISO/IEC 27001 (ISO 270XX series of standards,
best practices);

« implementation of business continuity
management systems in accordance with
ISO 22301;

« training of personnel, conducting trainings.

On specialized electronic resources [22], topical
issues of the development of laser technologies
are presented. At the same time, the issues of
reducing the risks of penetration into the soft-
ware of industrial laser systems are practically
not considered.
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MHPOPMALIMOHHON 0e30MacHOCTH (1a3epHBIM
TEXHOJIIOTUSIM U TeXHOJIOTHSIM YIIpaB/leHUS
HMHHOBAIUSIMH yAe/IseTcs: ocoboe BHUMAHHUe);

* BHeIpeHUe CHCTeM MeHe[KMeHTa HMHPOpMaLU-
OHHOI 6e30IIaCHOCTH B COOTBETCTBHU C ISO/IEC
27001 (cepuen cranaapros ISO 270XX, Ny4IIMMU
IIPaKTHKaMH);

* BHeJpeHHe CHCTeM MeHeI)KMeHTa HeIlpepbIBHO-
CTU OM3Heca B COOTBETCTBUH c ISO 22301;

+ obydeHHe ITlepcOHasa, IPOBeJleHHe TPEHHUHTIOB.

Ha crneuunanusupoBaHHBIX 31eKTPOHHBIX pecyp-
cax [22] mpencTaBieHBl aKTya/lbHble BOIIPOCHL Pa3BH-
THS Jla3epHBIX TeXHOJIOTHH. BMecTe c TeM BOIIPOCHI
0 CHW>KeHHH PHCKOB IIPOHHMKHOBEHHUSI B IIPOrPaMM-
Hoe obecrieyeHMe ITPOMBIIITIEHHBIX JIA3€PHBIX CHCTEM
IIpaKTHUYeCcKH He pacCMaTPHUBAIOTCS.

B mensx cokpalleHHs BO3MOXKHOCTEH IIPOHUKHOBe-
HHUSI B IIPOrpaMMHOe obecriedeHHe ITPOMBINUIEHHBIX
Ja3epHBIX CHUCTeM HeoOXOAMMO YIeNnsTb BHHMaHHe
BbIpaboTKe eNMHOro BUIeHHs obecrieueHUs] HUHPOP-
MaLIOHHOM 6€30IacHOCTH KaK IIPH pa3paboTke TaKUX
CHCTeM, TaK U IPH UX 3KCIUIyaTallUK C yI€TOM COBEP-
IIeHHO HOBBIX BBI30BOB, BO3HHKAWOMIHUX B HHOP-
MaIlMOHHOM IIPOCTpPaHCTBe. IIpH 3TOM HeoOXOAHMO
IIPUHUMATh BO BHMMaHHe HOBBIe PHUCKH B HHOOP-
MallMOHHOM Cpefle C y4yeTOoM TOro, 4TO «KHbepIipe-
CTYIHBI MHP Pa3BUBaeT CBOM TeXHOJOTHH, HUYYThb
He OTCTaBas OT TeMIIOB «TPLKJAHCKOM» IHPOBH3a-
LIMU, 3 UHOTZA U ollepeskast ux» [23].

B cBsi3U ¢ 3TUM HeobXoAHUMO 06paTUTh BHUMAaHUe
Ha BO3PACTAlOLIyI0 POjb HMIIOpTO3aMelleHHUs B obe-

i g

In order to reduce the possibilities of penetra-
tion into the software of industrial laser systems,
it is necessary to pay attention to the develop-
ment of a unified vision of ensuring information
security both in the development of such systems
and in their operation, taking into account com-
pletely new challenges arising in the information
space. At the same time, it is necessary to take
into account new risks in the information envi-
ronment, taking into account the fact that “the
cybercriminal world develops its technologies,
keeping up with the pace of” civil “digitalization,
and sometimes even ahead of them” [23].

In this regard, it is necessary to pay atten-
tion to the growing role of import substitution
in ensuring information security, including in
terms of the use of domestic software in indus-
trial laser systems.

IMPLEMENTATION OF INFORMATION
SECURITY MANAGEMENT SYSTEM
In the specialized literature, there is an increase
in the risks associated with the use of digital
technologies, the spread and complexity of cyber
threats [24-26]. In connection with the transi-
tion to remote work, the use of remote formats
of interaction on the Internet, the risks increase
significantly.

In order to reduce the risks of penetration into
the software of industrial laser systems, to avoid
system errors, it is advisable to implement and

1 II 1m IV V VI
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OKpYy>KeHHe
TTonuTHKA U LieIU w
Pucku x %
3aKOHOZATEIbCTBO x %
OcBegOMIIEHHOCTh w
OrnepaliiOHHAA [esSTeIbHOCTh
MOHHUTOPUHT
OLleHKa AesiTeIbHOCTU
AyZnUTHL w
CoBepIIeHCTBOBaHUE
AHanu3 co CTOPOHBI PYKOBOJICTBa w

PemreHue 0 CepTUGUKALIIH

Puc. 1. MAaH npoexma no 8HedpeHuto cucmembl MeHedXXmeHmad uHGopmauuoHHol 6esonacHocmu (CMUB)(sapuanm)
Fig. 1. Project plan for the implementation of an Information security management system (ISMS)( variant)
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CIIeHeHHH I/IHCl)OpMaLII/IOHHOI;I 6830HACHOCTI/I, B TOM
Hucdjie B 4YaCTH IIpHMEHEHHS OTeHeCTBEHHOI'O IIPO-
T'PaMMHOI0 obecrieyeHus B ITPOMBINUJIEHHBIX JIa3€p-
HBIX CHUCTeMaX.

BHEAPEHWE CUCTEMbI MEHEAXMEHTA
UH®OPMALMOHHOW BE3OMACHOCTU

B crelmanbHOM IMTEpPAType OTMevaeTcs YBeUueHHe
PHCKOB, CBSI3aHHBIX C IPHMeHeHHeM I[HPOBBIX TeX-
HOJIOTHI, PacIpoCcTpaHEeHHeM M CJIOXKHOCTBIO Kube-
pyrpos [24-26]. B cBsi3u C IepexofoM Ha YAaJeHHYIO
paboTy, ImpUMeHeHHEeM AMCTAHIMOHHBIX (OPMATOB
B3aMMOIEHNCTBUS B CEeTH HHTEepHET PHUCKHU 3HAYU-
TeIbHO BO3PACTaIoT.

Jlist Toro 4TO6Bl CHU3UTh PHUCKH IIPOHHUKHOBe-
HUS B IIporpaMMHoOe obecrieyeHHe ITPOMBIIIIEH-
HBIX Ja3epHBIX CHCTeM, H36eXaTb CHCTEeMHBIX
omnb0K, Lenecoobpa3Ho BHENPUTh U IIOALEPSKU-
BaTh CHUCTEMY MeHeIXKMeHTa HHQPOPMAIIMOHHOH
6e30macHOCTH.

Paboyvasi rpyImIia BHeIpeHHS ONHPAeTCsl Ha MeXKIy-
HapoJHbIe CTAHAAPTHL, B TOM YHCIe:

+ ISO/IEC 27001:2013(en) Information technology -
Security techniques - Information security man-
agement systems - Requirements;

« ISO/IEC 27000, Information technology - Secu-
rity techniques - Information security manage-
ment systems - Overview and vocabulary;

« ISO/IEC 27002:2013, Information technology -
Security Techniques - Code of practice for infor-
mation security controls;

« ISO/IEC 27003, Information technology - Security
techniques - Information security management
system implementation guidance;

« ISO/IEC 27004, Information technology - Secu-
rity techniques - Information security manage-
ment - Measurement;

« ISO/IEC 27005, Information technology - Secu-
rity techniques - Information security risk man-
agement;

« ISO 31000:2018, Risk management - Principles
and guidelines (https:/www.iso.org/obp/ui/
ftiso:std:is0:31000:ed-2:v1:en.

ITocrne mprobpeTeHUs MeXKIYHAPOAHOIO CTAHAAPTA,
1151 pa3paboTKU M BHEPeHHUs CHCTeMbl YIIPABIeHHSs
MHQOPMAIIMOHHON 6e30IIaCHOCTBIO B COOTBETCTBUHU
¢ ISO/IEC 27001 HeobX0ooUMO HpPeAIpUHATL OIIpene-
JIeHHBIe II0CTIefloBaTe/IbHbIe JeHCTBHUS, >KelaTelbHO
C IIPUBJIEYE€HHEM OIIBITHBIX SKCIIEPTOB.

[Toc/emoBaTEIBHOCTD JEHMCTBHH: [JHArHOCTHYe-
CKHH ay[HT, MOATrOTOBKa pabodel IpyHIIBl U ILIAHA
BHe/IpeHHUS, TPeHUHIH I10 MHGOPMALIMOHHOH 6e3-
OIACHOCTH, ONKCaHHe CHCTeMHBIX IIPoIiefyp u Tpebo-
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maintain an information security management
system.

The Implementation Working Group is based
on international standards, including:

« ISO/IEC 27001:2013(en) Information technol-
ogy - Security techniques - Information secu-
rity management systems - Requirements;

e ISO/IEC 27000, Information technology -
Security techniques - Information security
management systems - Overview and vocab-
ulary;

« ISO/IEC 27002:2013, Information technol-
ogy - Security Techniques - Code of practice
for information security controls;

e ISO/IEC 27003, Information technology -
Security techniques - Information security
management system implementation guid-
ance;

e ISO/IEC 27004, Information technology -
Security techniques - Information security
management - Measurement;

« ISO/IEC 27005, Information technology -
Security techniques - Information security
risk management;

e ISO 31000:2018, Risk management - Prin-
ciples and guidelines (https:/www.iso.org/
obp/ui/#iso:std:is0:31000:ed-2:v1:en).

After the acquisition of an international stan-
dard, to develop and implement an information
security management system in accordance with
ISO/IEC 27001, it is necessary to take certain
sequential actions, preferably with the involve-
ment of experienced experts.

Sequence of actions: diagnostic audit, prepa-
ration of a working group and an implemen-
tation plan, training on information security,
description of system procedures and require-
ments, description of basic procedures and
requirements, adjustment of processes and pro-
cedures of existing management systems, meth-
odological assistance in the development/revi-
sion of documents, audits, including internal
based on the results of the created management
system, analysis of the created management
system. Accompanying a certification audit - if
necessary.

The solution for the implementation of an
information security management system in
accordance with ISO/IEC 27001 includes the nec-
essary documentation, consulting, training,
audit, preparation for certification. The solution
is applicable for individual enterprises, hold-
ings, groups of companies.
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BaHMUI, omucaHue 6a30BbIX MpoLefyp K TpeboBaHUM,
KOPPEeKTHPOBKA IIPOLIECCOB M IIPOLIeIYP UMEIOLUIHXCS
CUCTeM MeHeIKMEeHTa, MeTOoJHYecKas IIOMOIIb
1o paspaborke/nopaboTke SJOKYMEHTOB, IPOBeJleHHe
ayIMTOB, B TOM YMC/e BHYTPEHHHX II0 MTOIaM CO3-
OAHHOM CHCTeMbl MeHeIXMeHTa, IIpoBeleHMe aHa-
JH3a CO3JAHHOM CHCTeMBl MeHeIKMeHTa. CoIlpo-
BOXKIEHHE CePTUPHUKALMOHHOIO ayAuTa — B C/Iy4ae
HeobXOOHMMOCTH.

PemnieHue IO BHENPEHHIO CHUCTEMBl YIIPaBIeHHUS
MHPOPMAIIMOHHOM 6e30IIaCHOCTBIO B COOTBETCTBHU
¢ ISO/IEC 27001 BRIIOYaeT HeobXOAHMYIO MOKYMEH-
TalldI0, KOHCAJITUHI, obydeHHUe, ayAUT, I1OATOTOBKY
K cepTUUKALMU. PelleHye NIPUMEHKMMO /sl OTAe/Ib
HBIX IIPeAIIPUATHH, XOJJHUHIOB, TPYIIII KOMIIAHUH.

IIpy BHeApeHHUH CHUCTeMbl MeHeIyKMeHTa HHOOp-
MaIIMOHHON 6e30IacHOCTH AJIS IIPeAlPUSITHH 6yayT
I10JIe3HBI TAKK e PeCYpChl, KaK:

» ISO/IEC 27001 - PykoBOACTBO KIxeHTa - MHop-
Malus 0 BOSMOKHOCTSX CHCTeMbI MeHeKMeHTa
MHPOPMaALIMOHHOL 6e30I1aCHOCTH;

» ISO/IEC 27001 - BpubHUHT A1 PyKOBOOAUTENEH —
HMubopmanusg o nmpeuMyiectBax ISO/IEC 27001
g 6u3Heca;

« ISO/IEC 27001 - OcobeHHOCTH U ITPeUMYIeCTBa ~
HHpopManus o6 0coOEHHOCTSX U IperMylle-
CTBax cTaHgapra ISO/IEC 27001,

» ISO/IEC 27001 - PyKOBOACTBO IIO BHeIpe-
HUIO - [lofpobHOe PyKOBOACTBO I10 BHEAPEHHUIO
CHCTeMBl MeHeI>KMeHTa HHGOPMaLIMOHHOM 6e3-
OIIaCHOCTH;

» ISO/IEC 27001 - KOHTpPOJIBHBIN JIHCT IJISI CAaMO-
CTOSITe/IbHOU IIPOBEPKH — KOHTPOJIBHBIM JIHCT

i g

When implementing an information security
management system for enterprises, resources
such as:

« ISO/IEC 27001 - Customer Guide - Information
on the capabilities of an information security
management system;

« ISO/IEC 27001 - Executive Briefing - Informa-
tion on the benefits of ISO/IEC 27001 for busi-
ness;

« ISO/IEC 27001 - Features and Benefits - Learn
about the features and benefits of ISO/IEC
27001;

« ISO/IEC 27001 - Implementation Guide -
Detailed guidance for the implementation of
an information security management system;

« ISO/IEC 27001 - Self-Review Checklist - Check-
list for assessing the organization’s readiness
to implement an information security man-
agement system.

The implementation of an information security
management system in accordance with ISO/IEC
27001 will allow increasing confidence in the
information security of the enterprise, to fulfil
the requirements of regulators and obligations to
counterparties, and to optimize the costs of infor-
mation security.

CREATION OF SECURITY OPERATIONS
CENTRE (SOCQ)

It makes sense for enterprises to create their own
cohesive, trained, and motivated Security Opera-
tions Centre (SOC) team. The alternative is to use
commercial SOC services.

AyanT.
Stan Nel

BHeppeHue

CMUB

6-12 mecaues

CucTeMaTU4ecKoe NIaHUpoBaHue, GPYHKLMOHMPOBaHME, KOHTPOJIb U yay4weHne CMUB
B LLe/IIX UCKJTFOYEHUS] CUCTEMHBIX OLIM60K

Ayaut.
Stan Ne2

MHCNeKunoHHble
ayauTbl

AyanTbl
pe-cepTuduKaunn

6-12 mecaues

6-12 mecaues

\ \
MoAroToBUTENIbHbIN TecTtnpoBaHue

SN Hauaso

QYHKIIMOHUPOBAHUS,
B TOM YHCJIe B YaCTH
JIOKyMEeHTHPOBAaHHUS

uHPOpMaLUU

Puc. 2. MNpumepHbil nnaH-z2padux
Fig. 2. Approximate plan of stages

CepTuduxat

O O O >

ExxerogHo
B Te4eHHe 3 JIeT.
3tarm N2l - BbI60POYHO.
STarn Ne2 - IOJIHOCThI0

Pe-cepTudUKaLINS

Kakpgple 3 roga.
3rarm N2l - BEI60POYHO.
Stan Ne2 - [T0JIHOCTBI0
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IUISL OLIeHKU CTeIleHU TOTOBHOCTH OpPraHM3alluH
K BHEJPEHHIO CHCTeMBl MeHe)KMeHTa HHOOp-
MaIlMOHHOM 6e30IacHOCTH.

BHegpeHHe CHUCTEMBI MEHEeIKMeHTa MHGbOpMaIu-
OHHOM 6e30I1acHOCTH B cooTBeTcTBUM ¢ ISO/IEC 27001
II03BOJIMT: IIOBBICHUTDL JOBepHe K WHOOPMALIMOHHOMN
6e30macHOCTH TIpefIpUITHS, BBIIOIHUTH TpeboBa-
HUSI PEry/ISITOPOB M 00s13aTeNbCTBA Iepes KOHTpareH-
TaMHM, OIITHMH3HUPOBATh PACXOAbl Ha MHPOPMAIIHOH-
HyI0 6e30I1aCHOCTb.

CO34AHUE LLEHTPA UHOOPMALIMOHHOM
BE3OMACHOCTU (SECURITY OPERATIONS
CENTER, SOC)

[IpeANIPUSATHSIM Iie7lecoobpasHo CO31aTh COOCTBEHHYIO
CIJIOYEHHYIO, IIOATOTOB/IEHHYI0 U MOTHBHPOBAHHYIO
KOMaHJy LieHTpa HHGOPMALIMOHHON 6e30IacHOCTH
(Security Operations Center, SOC). AnbTepHaTHBA -
KCIIOJIb30BaHMe YCIyT KoMMepyeckoro SOC.

CornacHo Moje/lH aJalnTHBHOM apXUTEeKTyphl Oes-
OMACHOCTH, pa3paboTaHHoOM Gartner, AjIs TOTO YTOORI
OpraHM3alMsl MOIJIA YCIIemIHO 60poThcs ¢ Kubepripe-
CTYIIHOCTBIO B COBPEMEHHOI Cpefie yIpo3, ee KOMaH/a
SOC pomkHa ymeTh MPOrHO3HMPOBAThH, IMIPeNOTBpa-
IIATh ¥ 06HAPY>KUBATh YTPO3bl, a TaKkKe 3QPEeKTUBHO
pearupoBaTh Ha yrpo3bl U IPOrHO3UPOBATh bymyIe
ataku [27].

Ha npomrenmiem SOC Forum 2019, B McciegoBaHUSAX
SANS SOC 2018 u SANS SOC 2019 paccmaTpuBaiach
rpobieMa KafpoBoro obecriedeHHUsI.

BHEAPEHWE CUCTEMbI MEHEADKMEHTA
HEMPEPbIBHOCTU BU3HECA

Bompocsl HeIpephIBHOCTH OH3HecCa aKTyalIbHBI Kak
B (JIy4ae IIPOM3BOJCTBA, TaK K B C/y4ae IPUMeHeHU
[IPOMBIIIEHHBIX JIa3ePHBIX CUcTeM [28-30].

«Kak coobmiaer moprtan BleepingComputer, IPG
Photonics mozBepriace aTake BbIMOraTenbckoro I1O,
COpBaBIlel ee IIPOH3BOACTBEHHBIE ITpollecchl. KoMma-
HUU IPUIIOCH OTK/IIOYHTH KOMIIBIOTePHBIe CHCTEMBI
B CBOHX IIPeICTAaBUTE/IbCTBAX I10 BCeMY MHUPY. B opu-
cax ObLIM OTKJIIOYEHBl TeleDOHBI U 3JIeKTPOHHAs
[10YTa, OTCYTCTBOBaJia CBs3b, Ha IIPOM3BOACTBE OCTa~
HOBMJIKCB ITPOLIECCHI U3TOTOBJIEHHU S fleTaslel, He pabo-
TaJia mocTaBKa» [31, 32].

JIsT yCcTpaHeHHSI CHUCTeMHBIX c00eB, KOTOpBIe
MOTYT OBITh CBSI3aHBI C IIPOHHKHOBEHHEM B IIPO-
rpaMMHOe ofeclledeHHe IIPOMBIIUIEHHBIX JIa3ep-
HBIX CHCTeM, Ileniecoobpa3sHO BHEAPUTb MEXMY-
HapOAHO IPH3HAHHBIM CTAaHAAPT M CHCTeMBI
MeHe/’)KMeHTa HeIIpepeIBHOCTH OH3Heca B COOT-
BeTCTBUHM C ISO 22301:2019, MCIIOMB30BaTh JIYUIIHe
IIPaKTHKH.
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In order for an organization to successfully
combat cybercrime in today’s threat environ-
ment, the SOC team must be able to predict,
prevent, and detect threats, as well as effectively
respond to threats and predict future attacks,
according to Cartner’s Adaptive Security Archi-
tecture Model [27].

At the last SOC Forum 2019, the SANS SOC 2018
and SANS SOC 2019 studies addressed the problem
of staffing.

IMPLEMENTATION OF A BUSINESS
CONTINUITY MANAGEMENT SYSTEM
Business continuity issues are relevant both in
the case of production and in the case of using
industrial laser systems [28, 29, 30].

“According to BleepingComputer, IPG Pho-
tonics was attacked by ransomware that dis-
rupted its operations. The company had to shut
down computer systems at its offices around the
world. Phones and e-mail were disconnected in
the offices, there was no communication, the
production of parts stopped at the production,
delivery did not work” [31, 32].

To eliminate system failures that may be
associated with penetration into the software of
industrial laser systems, it is advisable to imple-
ment an internationally recognized standard
for a business continuity management system
in accordance with ISO 22301:2019, and use best
practices.

The ability of an organization to continue to
operate during disruptions is becoming increas-
ingly important. Business disruptions lead to
the loss of customers, income and reputation,
while the lack of a business continuity man-
agement system in the enterprise indicates an
unpreparedness for a quick recovery of activi-
ties and inconsistency with the international
level.

Business continuity management sys-
tems should take into account a range of
issues, including the impact of product recalls,
employee motivation and well-being, non-work
related illness, the impact of organizational
maturity on the approach and results of long-
term trend analysis, and the organization’s pre-
paredness for unforeseen events such as extreme
weather conditions, etc.

The business continuity management system
is regarded as one of the most dynamically
developing areas of strategic and operational
management. It is important to correctly define
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CriocobHOCTh OpraHM3aLIUK IIPOLO/DKATh paboTath
BO BpeMsi cboeB CTAHOBHUTBCSI BCe Ooslee aKTYaTbHOH.
[lepebou B 6M3Hece NIPUBOAAT K IIOTepe KIHEHTOB,
IOXO/IOB 1 PEIyTaL[UH, IIPU STOM OTCYTCTBHE CCTEMBI
MeHeIKMeHTAa HeIllpephIBHOCTH OH3Heca Ha MpenIpH-
STUU CBUETeNbCTBYeT O HETOTOBHOCTH K OBICTpoMy
BOCCTAaHOBJIEHHUIO [eSTebHOCTY M HEeCOOTBETCTBUU
MeKIyHAaPOLHOMY YPOBHIO.

CucTteMbl MeHeIKMEHTa HeITpPephIBHOCTH 6u3-
Heca JOoJIKHA YYUTBHIBATD LIE/IBIH KOMIIJIEKC BOIIPOCOB,
BKUIIOYast MOCJIEACTBHUS OT3bIBA ITPOAYKLIMH, MOTHBA-
UMK U 67aromosnyune COTPyAHUKOB, GpakTop 3abose-
BAaHHH, He CBSI3aHHBIX C paboTol, BIHSHUe OpraHK3a-
LIIOHHOM 3PeJIOCTH Ha ITOXO[ M Pe3y/IbTaThl aHaIK3a
JOOJITOCPOYHBIX TeH[EHLIMM, TOTOBHOCTb OpPraHH3a-
LMK K HempeaBUIEHHBIM COOGBITHUAM, HaIpUMep
K 9KCTPeMaIbHBIM IIOTOJHBIM YCJIOBHSIM U AIP.

CucTeMa yIpaBlIeHHs HeIPephIBHOCTBIO OH3Heca
paccMaTpHBaeTCsl Kak OJHO U3 Haubosee JUHAMUYHO
Pa3BHUBAIOIIMUXCS HAIPaBIeHUN CTPaTerudeckoro
[ ONepaTHBHOIO MeHe[KMeHTa. BaskHO KOPPeKTHO
OIIpefeNINTh LIeTH U 33[a4M YIPaBIeHUs HeIIpephIB-
HOCTbIO 6M3Heca, 0671acTh MpUMeHeHUsl (OCHOBHAs
HaIlpaBJIeHHOCTh CBSi3aHa C obeclleyeHHeM HeIlpe-
PBIBHOCTH [I€JIOBBIX OIlepallMil Ha YCTAaHOBIEHHOM
IIprieM/IeMOM YPOBHe).

B poxyce BHUMAHHUS:

e (CTpaTerusi W IUIAHHUPOBAaHHE HeIIPePHIBHOCTH

br3Heca;

e aHanu3 Bo3leHcTBUS Ha b6usHec (BIA). Ompene-
nenue RTO u PRO;

¢ OIleHKa PUCKOB. Mozeny U CLieHapuH yIpo3;

e 1utaH obecliedueHHs] HeIIpPephIBHOCTH bOm3Heca
(BCP) U m/1aH BOCCTaHOB/IeHUS 6u3Heca (DRP);

« paspaboTka IUIaHa, KIOYeBble GAKTOPHI yCIIexa
U BHeJpeHUe IUIaHa;

e IporpaMma IIOBBIIIEHHUSI OCBeLOMIEHHOCTH
COTPYAHUKOB;

+ oOy4eHHe COTPYJHUKOB, OLIEHKAa OCBeLOMJIEHHO-
CTH COTPYOHUKOB;

s ydYeHHUS,

* TecTUpOBaHME IUIaHA obecrieueHUS] HeIPEpPbIB-
HocTU 6u3Heca (BCP) U riaHa BOCCTAHOBJ/IEHUS
6usHeca (DRP). TUIIBI TeCTHPOBAHUS,

e OIleHKa TeKyIlero COCTOSIHHUSL K pa3paborka
OOPOKHOM KapThl [/ OOCTHKEHHS Ie/1eBOro

COCTOSIHUS.
B Hauyane 2020 roga mposIBUIHCH HOBBIe TPEHBI,
HOBble TpeOOBaHHUS PeryJIHpPYIOIIHUX OPraHOB,

[IOCTABIIMKOB, IoTpebuTeneri. CyllecTBEHHO H3Me-
HUIUCh PUCKH [33]. [nd MHOTHX HpeAlpHUSATHH
aKTyaJIbHBIMH CTaIHd PUCKHM MHGOpPMaIMOHHOM 6e3-
OMaCHOCTH, PHUCKU KOMIIJIA@HC, PHUCKH IIpephlBa-
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the goals and objectives of business continuity
management, the scope (the focus is related to
ensuring business continuity at a set acceptable
level).
Focus of attention:
» Strategy and business continuity planning
« Business Impact Analysis (BIA). Definition
of RTO and PRO.
« Risk assessment. Threat models and sce-
narios
» Business Continuity Plan (BCP) and Disaster
Recovery Plan (DRP)
« Plan development, key success factors and
plan implementation.
+ Employee awareness program
» Employee training, employee awareness
assessment
« Exercise programme
« Testing the Business Continuity Plan (BCP)
and Disaster Recovery Plan (DRP). Test types
+ Assessment of the current state and devel-
opment of a roadmap to achieve the target
state
At the beginning of 2020, new trends, new
requirements of regulatory bodies, suppliers,
consumers have appeared. Risks have changed
significantly [33]. Information security risks,
compliance risks, and supply chain interrup-
tion risks have become relevant for many enter-
prises. In the current environment, many orga-

CneuymnanbHbie
nccnenoBaHus

McnbiTaHnsa Ha
3/1eKTPOMarHUTHYO

COBMECTUMOCTb
KoMmruiekcHast

3a0[HTa
HHPOpMaLIUH

PaspaboTka
NPOrpaMMHbIX U annapaTHbIX
CpencTB U cucTem
3awWmnTbl UHGOPMaLMM

Puc. 3. KomnaexkcHas 3awuma uHpopmauuu
Fig. 3. Comprehensive information protection
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HHS LeIIOYKH II0CTABOK. B CIIOKMBIIMXCS YCIOBHSX
MHOI'He OpPraHHM3alHH IIPeJII0YHTAIOT MCII0JIb30BaTh
HeCKOJIBKO CTaHJapPTOB, a He IPOUTH CePTUPHKALIHIO
II0 ONHOMY CTaHAAPTY. [/ HMPOMBIIIJIEHHBIX IIpel-
IPUATUH aKTYaJIbHB MeXKIyHapOAHble CTaHAAPTEI
ISO 9001, ISO 14001, ISO 45001, ISO/IEC 27001, ISO
22301 u 1p.

PaspaboTka W BHeApeHHe CHCTEMBbl YIpPaBIeHHUS
HeITpepBIBHOCTBIO O13Heca B COOTBETCTBUU C I1SO 22301
[103BOJISIeT IIOBBICUTL 3QPEKTUBHOCTb YIIPaBJIeHMs,
n3bexxaTb CHUCTEeMHBIX OMIMO0K. OCHOBA 3TOr0 CTaH-
JapTa TapMOHHM3HpoBaHa ¢ ISO 9001 u ISO/IEC 27001,
YTO 0CO6EHHO BaSKHO B YCTIOBUSIX LIUPPOBU3ALIHU.

KOMMNNEKCHASA 3BALULUTA UHOOPMALIMU
Jls 6e3omacHoro pasBUTHS 6u3Heca, 0cOOEHHO IIpU
KCIIO/Ib30BAaHUM IIPOMBILIJIEHHBIX JIa3e€PHBIX CHCTEM,
HeobXoIMMa KOMIIIEKCHAs 3al[UTa HHOPOPMALIMUU.
B 3ToM mIaHe Heob6XOOHMO COUeTaHHe IepeloBBIX
Hay4yHO-0OOCHOBAaHHBIX pelleHHMM M IMPaKTHYeCKHUI
ONBIT. [/le MOXKHO HAaHMTH TaKkoe coueTaHHe! OTBeT:
B Hay4YHO-HUCCIeJ0BAaTeIbCKOM ILIeHTpe HHPOpMaAIIU-
OHHOI 6e30I1aCHOCTH.

Takon LIeHTp CO3JaH M YCIeIlHO pa3BHBaeTCH.
«Ha 6aze AO «Hay4HO-HCCIeIOBAaTeIbCKOIO HHCTHU-
TyTa BBIYMCJIMTENBHBIX KOMILIEKCOB MM. M.A.Kap-
IleBa» B LeNsIX H3y4eHHsS U IIpoBefeHHUs Ppabor
[I0 KOMIUIEKCHOM 3aIluTe MHGOpMAaLIMM OeHCTBYeT
Hay4dHo-HccnenoBaTeNbCKUM LeHTP HHGOPMAILHOH-
Hou 6e3omacHocTu (HHIL HB). JlabopaTopuu LleHTpa
IJ1s1 IPOBefleHH sl CIIelJUa/IbHBIX HCCIeloOBaHUM U CIle-
LIM/IbHBIX [IPOBEPOK OCHAIlleHbl HeobXxoouMbIM 060-
pyZOBaHHEM, COOTBETCTBYIOUIMM BCeM TpeboBaHHUIM
®CTIK u ®CB Poccuu.

HmeroTcs nuueHsuu PocrotpebHamsopa, PCTIK
u ®Cb Poccum, B TomM 4uciae u nulleH3us ®Cb Poc-
CHH Ha Pa3paboTKy M IPOH3BOICTBO MIHPPOBATBHBIX
cpencTB. HanaskeHO B3aMMOZEHCTBHE C OpraHaMH
TOCYyAAPCTBEHHOM BJIACTH, HHTErpaTopaMi, TocyJap-
CTBeHHBIMH KOPIIOPALIMSIMHU, NPeAIPHUATUSIMH Paju-
03/1eKTPOHHOM ITPOMBIIIVIEHHOCTH» [34].

OcHoBHBIe BUIBL AedTenbHocTH HHI Wb mpencras-
JleHBl B ”HOOPMAILIKOHHOM OyK/eTe, M C HUMH MOKHO
03HaKOMMThCA [35]:

* CHeuya/JbHble IPOBEPKU TeXHHYECKHUX CPelCTB
M CHCTeM II0 BBISIBJIEHHIO 3JIEKTPOHHBIX
YCTPOMCTB, IpefHa3HAUYeHHBIX O/ HerJTacHOro
Iony4yeHuss MHGOPMaLIMH, B TeXHUYECKUX Cpell-
cTBax, obpabaThIBalOIUX MHPOPMALIHIO, COZEp-
JKaIylo CBeJeHHS, COCTaB/IgolMe Tocyaap-
CTBEHHYIO TalHY;

* CIenuaJbHbIE KMCC/IeqOBaHU A TeXHHYe-
CKUX CpeACTB M CHUCTeM C MCII0JIb30BaHHEM
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nizations prefer to use multiple standards rather
than being certified against one standard. For
industrial enterprises, international standards
ISO 9001, ISO 14001, ISO 45001, ISO/IEC 27001,
ISO 22301, etc. are relevant.

Development and implementation of a busi-
ness continuity management system in accor-
dance with ISO 22301 allows you to improve
management efficiency and avoid system errors.
The basis of this standard is harmonized with
ISO 9001 and ISO/IEC 27001, which is especially
important in the context of digitalization.

For the safe development of business, espe-
cially when using industrial laser systems, com-
prehensive information protection is required.
This requires a combination of advanced science-
based solutions and practical experience. Where
can you find this combination? Answer: at the
information security research center.

Such a center has been created and is develop-
ing successfully. “On the basis of JSC” Research
Institute of computing systems named after
M. A. Kartseva “for the purpose of studying and
carrying out work on the comprehensive pro-
tection of information, the Research Center
for Information Security operates. The center’s
laboratories for conducting special studies and
special checks are equipped with the necessary
equipment that meets all the requirements of
the FSTEC and the FSB of Russia.

There are licenses of Rospotrebnadzor, FSTEC
and FSB of Russia, including the license of the
FSB of Russia for the development and produc-
tion of encryption tools. Interaction with gov-
ernment bodies, integrators, state corporations,
enterprises of the radio-electronic industry has
been established” [34].

The main activities of the SIC IB are pre-
sented in the information booklet and can be
found [35]:

» special checks of technical means and sys-
tems for identifying electronic devices
intended for secret receipt of information
in technical means processing information
containing information constituting a state
secret;

» special studies of technical means and sys-
tems using instrumentation to identify pos-
sible technical channels of leakage of pro-
tected information;

« certification of objects of informatization
according to information security require-
ments;
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KOHTPOJIbHO-U3MePHUTe/NbHOM alIapaTypsl s
BBISIB/ICHM S BO3MOKHBIX TeXHHUECKHX KaHaJIOB
yTe4KH 3allHIiaeMor HHPOPMalLliH;

+ aTTecTanus 06beKTOB MHGOPMATH3ALMHU II0 Tpe-

6oBaHMsIM 6€30I1aCHOCTH HHPOPMALIUH;

* HCHOBITAHHUS Ha 3J1eKTPOMArHUTHYI COBMECTH-

MOCTb;
* pa3paboTku IPOrpaMMHO-aNIaPAaTHBIX CPeCTB
Y CHCTeM 3aIIMThl MHGOPMaLIKH.

B 3akioyeHHe XOTenoch 6Bl OTMETHTb, YTO eCTbh
HeMaJIo IIPHMEPOB YCIIeLIHOIO Pa3BUTHS IIpeAIlpH-
ATUH, [1eATelbHOCTb KOTOPBIX HeIIOCPelCTBEHHO CBS-
3aHa C IPOMBIIJICHHBIMY JIa3epPHBIMU CUCTEMaMH.

PekoMeH/lyeTcs IPOBECTH AUATHOCTUYeCKHUH ayIUT,
ayIUT IIOCTABIIUKOB, IIPOBECTH OOydeHMe, BHEIPUTh
CHCTeMBl MeHe/KMeHTa B COOTBETCTBHH C MEXAyHa-
POOHBIMH CTaHAAPTAMH K JIYYIIHMMH MPAaKTHKAMH,
IIOBBHIIIATE KYJIBTYPy HHOOPMALIMOHHOM 6e30I1acHO-
CTH U BBIIOJTHUTb KOMILJIEKC APYTHX HEOOXOAMMBIX
Mep, BK/IIOYasl BBIPabOTKy Ionaxoda K GopMHPOBa-
HUIO U Pa3BUTHIO COBCTBEHHOM CIIOUeHHOM, IOATro-
TOBJIEHHOM M MOTHBHPOBaHHOH KOoMaHAbl SOC U1
KCIIO/Ib30BaHUI0 yCIyr KoMMmepueckux SOC. BakHO
IIPMHKMATh BO BHUMaHHe, YTO PAHO HJ/IH I103JHO BO3-
HHUKHeT BOIIPOC 06 OKyIlaeMOCTH KMHBECTHULIMI B IIPO-
MBIIIJIGHHBIE JIa3epHble CHUCTeMBbI, a 3TH BOIIPOCHL
PaccMaTpUBAIOTCS He TOJNBKO C TOYKH 3peHHs ESG-
$aKTOpOB, HO M C TOYKH 3peHHsI HHGOPMALMOHHOM
6e30macHOCTH, HEeIPepEIBHOCTH 6U3Heca.

HepemntenHocTs mpobnem B obrmactd MHGOpMALIU-
OHHON 6e30IIaCHOCTH MOXKeT IIPUBECTH He TOJIbKO
K HeBepHBIM JAHHBIM O pe3yjbTaTax paboTel, HeBep-
HBIM BBIBOZAM K HEBEPHBIM YIIpaB/leH4YeCKHM pellle-
HUSIM, HO H K 60J1ee ceppe3HBIM I10CTIeCTBHSIM.

BakyymHoe obpynoBaHne
ANA ONTHEA W
MUKEPOINEETRPOHWER

MpoexkTHpoOBaHKE W
NPoUIBOACTHED BAKYYMHEIX
HaNLINWMTENEHERIX

YCTAHOBOK «nog Knkavs

Mporpamuoe cbecneyeHne
W BBTOMaTHI3UMA

HarotoeneHmne
TEXHOMNOrHYBCKNX
YCTPOWCTE
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« tests for electromagnetic compatibility;

« development of software and hardware and

information security systems.

In conclusion, I would like to note that there
are many examples of successful development
of enterprises whose activities are directly
related to industrial laser systems.

It is recommended to conduct a diagnos-
tic audit, audit of suppliers, conduct train-
ing, implement management systems in accor-
dance with international standards and best
practices, improve the information security
culture and take a set of other necessary mea-
sures, including developing an approach to
the formation and development of your own
cohesive, trained and motivated SOC team or
use of commercial SOC services. It is impor-
tant to take into account that sooner or later
the question of the return on investment in
industrial laser systems will arise, and these
issues are considered not only from the point
of view of ESG factors, but also from the point
of view of information security and business
continuity.

Unresolved problems in the field of informa-
tion security can lead not only to incorrect data
on the results of work, incorrect conclusions
and incorrect management decisions, but also
to more serious consequences.

It is important that there are more examples
of successful work of enterprises whose activi-
ties are directly related to industrial laser sys-
tems. This is a strategic task in the context of
digitalization.

PazpaboTea ¥ MIrOTOBNEHWE
TOHKOMNEHOYHLIX HIAenWh

PazpaboTka TEXHONOrMA
thOpPMHPOBAHMA TOHKKX
nneHoK

ONTHYECKHE INEMEHTLI

HansinurensHLIn CEpBHC

CnowHLIE U YHHKANLHKIE
NOKPLITHA

WAWWLIZOVAG oM
www izovac-coatings.com
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BaskHO, 4TOOBI IIPUMEPOB YCIIeIIHOM paboTsl Ipes-

NIPUATHH, [eATelIbHOCTh KOTOPBIX HeIlOCPeACTBEHHO
CBs3aHa C IIPOMBIIIJIEHHBIMH JIa3ePHBIMH CHCTe-
MaMH, CTaHOBMJIOCH 6oibIle. JTO CTpaTerhyeckas
3a7jaya B YUIOBUAX UM PPOBU3ALIHH.
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