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1. BBEAEHUE

Pa3BUTHE ONTHYECKOM IIATPOPMBI [JIsI KBAHTOBBIX
BBIYMCIeHUH [1, 2] U KBAaHTOBOM TeXHOJIOTHUH [3-6]
TpebyeT MeTpoJIOrHYecKoro obecliedeHHs] COCTaB-
HBIX 3JIEMEHTOB: MCTOYHHMKOB OLUHOYHBIX (GOTO-
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1. INTRODUCTION

The development of an optical platform for quan-
tum computing [1, 2] and quantum technol-
ogy [3-6] requires metrological support for its con-
stituent elements: single photon sources [7], single
photon detectors [8], interferometers [9], polariza-
tion plates, filters, etc. to assess the value of errors
introduced by the system components. To ensure
the specifications of the photon source tools in the
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HOB [7], 1eTeKTOpPOB OAMHOYHBEIX POTOHOB [8], MHTEp-
depomerpoB [9], MONAPH3ALMOHHBIX IUIACTHH,
GUIBTPOB U T.[. IJIS OLIEHKH BeIHYMHBI OIIKOOK,
BHOCHMBIX COCTaBHBIMHM UYaCTSIMH CHCTeMBI. [
obecrieueHHsI XapaKTepUCTHK HpubopHON 6a3bl
HCTOYHUKOB (OTOHOB B KBAHTOBO-OIITUYECKUX TeX-
Hosorusx [10] mpemsioskeHO HCIIONB30BATh IIapame-
Tpel g [11] u Tpanruepa o [12, 13], cBSI3aHHBIe CO CTa-
THUCTUKON (OTOHOB MCTOYHMKA. B HacTosmen pabore
AHATU3UPYeTCsT UCTOUYHHUK OIIKMOOK IPH KBAHTOBOM
pacrpeneneHUN KI04a, CBSI3aHHBIN He CO CTAaTHUCTH-
KoM QOTOHOB, a C HETOUHBIM COBIIaZileHHEeM KBAaHTO-
BOI'O COCTOSIHHSI IOJISIPU3ALINHU, IIPUTOTABIHNBAEMOr0
HCTOYHHUKOM, U €HJIeaIBHOIO”.

JlJIsT LIelTM MeTpOoJIOrHYecKoro obecriedeHMUsT KBaH-
TOBBIX COCTOSIHUM IOJSPU3ALUN HCTOYHUKOB OIH-
HOYHBIX GOTOHOB B (POTOHHBIX IIap IIpeAjaraercs
HCIIONB30BAaTh MEPYy KadecTBa BOCIIPOM3BeLeHUS
HCTOYHHUKOM TpebyeMoro KBAaHTOBOI'O COCTOSIHUS -
dunenutu [14] (aur. fidelity) [14]. dunenuTu sBIseTCs
Mepor 6JIM30CTH ABYX KBAHTOBBIX COCTOSIHUM — Tpe-
OyeMoro B IpaKTHU4eCKOH 3aJavue KBAaHTOBOI'O COCTOSI-
HUSL U COCTOSHHSI POTOHOB, IeHEPHPYeMBbIX HCIIOJb-
3yeMBbIM Ha ITPaKTHKe HCTOUHHUKOM. MaTeMaTH4ecKH
BeIMYKHY GumenuTy F onpenensiioT BEIpaskeHeM

F= (] $) %,

rae |, ) - Tpebyemoe OT UCTOUHKKA KBAHTOBOE COCTO-
siHHe GOTOHOB, |\, ) -~ pea/lbHO reHepUpyeMoe KBaHTO-
BOe COCTOsIHHMe. EC/IM UCTOYHUK TeHepUpyeT GOTOHBI
B CMEIIAaHHOM COCTOSIHHH p, TO QHAENIHUTH OIIpee-
JISIFOT KaK

E=[(elplwr) %

Llenp paboThl - IOKa3aTh, YTO BEJIUYMHY CBHIPOH
OUTOBOM OIMOKH, BHOCUMOMN HEMEeaJIbHBIM KBaHTO-
BBIM COCTOSTHHUEM IOJISPHU3aLIUH GOTOHOB IIPH KBAHTO-
BOM PacIpe[ie/IeHHUH K/II0Ua MOKHO OLIEHUTD Ha OCHO-
BaHUHU eQUHCTBEHHOIO IapaMeTpa ~ GUAEIUTH.

KpaTtko omunieM IpuUMeHeHHe GHUIEeTUTH B KBaH-
TOBBIX KOMMYHHKALIUSX IJIS OIpeelleHUs] YPOBHS
6HTOBOM OMIMOKK B IIPOTOKOJIAX KBAaHTOBOIO pacIipe-
IelleHHus KIo4a. B pasgene 2 TeOpeTHYeCKU U 3KCIle-
PUMEHTAJIBHO HCCIeyeTCs UCII0Ib30BaHMe QUAETUTH
B IIpoToKosie BB84 [15], a B pasgmesie 3 — B IIPOTOKOJIE
BBMO2 [16]. B pa3zesne 4 mofBeneHbl UTOTHU PabOTHL.

2. KBAHTOBAA MNEPEAAYA K/THOYA

Mo NMPOTOKOJ1Y BB84
BriepBble Hzes KBAaHTOBOM KpuITorpadpuu 6buia
npennoxkeHa Y.benHertom u  JK.bpaccapmom
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quantum optical technologies [10], it is proposed to
use the parameters g [11] and Grangier’s « [12, 13]
related to the statistics of source photons. This
paper analyzes the source of errors in the case of
quantum key distribution that is associated not
with the photon statistics, but with the inaccurate
preparation of the quantum polarization state by
the source and the “ideal” one.

In order to provide metrological support of quan-
tum polarization states of the single photon sources
in the photon pairs, it is proposed to use a quality
measure for the source reproduction of the required
quantum state, namely fidelity [14]. Fidelity is
a proximity measure for two quantum states: the
quantum state required in a practical problem and
the state of photons generated by the source used
in practice. Mathematically, the fidelity value F is
determined by the following expression:

F=[ (e $) ]2

where |, ) is the quantum photon state required
from the source, |{,) is an actually generated
quantum state. If the source generates photons
in a mixed state p, then fidelity is determined as
follows:

E=[{[plwr)]*

The purpose of this paper is to show that the
raw bit error rate introduced by the non-ideal
quantum photon polarization state in the case of
quantum key distribution can be estimated on the
basis of a single parameter, namely fidelity.

We will briefly describe the application of fidel-
ity in quantum communications to determine
the bit error level in the quantum key distribu-
tion schemes. On a theoretical and experimental
level, section 2 examines the use of fidelity in the
BB84 scheme [15], and section 3 - in the BBM92
scheme [16]. Section 4 provides the summariza-
tion of research.

2. QUANTUM KEY TRANSFER
USING THE BB84 SCHEME

The concept of quantum cryptography was first
proposed by C. Bennett and C. Brassard in 1984 [15].
The aim of the scheme is to generate an identical
random bit sequence between two placeholders
(called Alice and Bob). The communication chan-
nel security is determined by the fact that when
listening to the quantum channel, the placehold-
ers can reliably register the sequence compromise
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B 1984 roay [15]. Llenbio mpoToKona siBisieTcd GopMHU-
POBaHMe HIeHTUYHOM CIy4arHOM OHMTOBOM IIOC/IeLNO-
BaTe/IbHOCTH Y ABYX ab0OHeHTOB (Ha3bIBaeMbIX AJTHCOK
u bobom). 3amMIIeHHOCTh KaHaJla CBSI3U OIpefe-
JSIeTCsl TeM, 4YTO IIPU IIPOCIYLNIMBAHHUK KBAaHTOBOTI'O
KaHala aboHEHThl MOTYT TapaHTHUPOBAHHO 3aperu-
CTPUPOBATH 110 BeTMUYMHEe OHUTOBOM OLIMOKH KOMIIPO-
MeTallHIO [10C/IefloBaTeIbHOCTH TPeTbUM abOHEHTOM,
Ha3bpiBaeMoM 06biuHO EBo#l [17]. HamoMHHM, 4YTO
B IIPOTOKOJIE MOSKHO BBIIEIUTH TPH dTAIla.

Ha mepBoM 3Tame Ajxca NPUTOTaBIHMBAaeT OAU-
HOYHble QOTOHBI. [IJIT 3TOr0 OHA CIyYaWHBIM 06pa-
30M BbIGHpaeT 6a3KcC KOOUPOBAHMUS — 1abOPATOPHBIN
WM JUaTrOHa/lbHBIM. 3aTeM BbBIOMpaeT cCay4dariHoe
YKo — «0» MK «1» U NPUTOTaBIMBaeT OAHUHOYHBIL
$OTOH C monspHu3alMer, ClydanHoe YUCIo. B mabo-
patopHoM 6asmce «0» M «1» KOOUPYeTCS TOPH30H-
TaJbHON |H) M BepTHUKAIBHOU |V) moispuU3aluer
doToHa, a B AUArOHAJIbHOM 6asrce - COCTOSIHUSIM
JTUHENHON MospuU3aluu (OTOHA +45° K TOPH30H-
Tanu: «0» COOTBETCTBYeT COCTOSIHMIO IOJSpHU3AIMU
|D)=(|H)+|V))/\/7, a «1» COOTBETCTBYET COCTOSHHIO
MO/ PU3ALU T |A)=(|H)—|V))/\/7 [Tpouenypa ciy-
YarHOro BbI6OpA IOISIpHU3ALMOHHOrO 6asrca u 6uTa
HHOOPMALIMK IIOBTOpSIeTCS AJIS KakOmoro oToHa,
IIPUTOTAB/IKBAE€MOI0 AJTHCOH.

Ha BTOpoM 3Tame A/lMCa IOCBUIAeT IIPUTOTOBJIEH-
Hble GOTOHBI I10 KBAHTOBOMY KaHaily Boby, KOTOphIH
IIPOM3BOIUT U3MepeHHe UX ITOISIPU3ALIU K B CTy4aHO
BbI6paHHOM 6Oasmce. 3aTeM abOHEHTHI IIO OTKPHI-
TOMY KaHasly COOOIIAIOT APYT APYry, B KaKUX 6asmcax
(1abopaTOpHOM MM AUATOHA/JIBHOM) OHH IIPOBOIMIIH
M3MepeHHUsI, U OCTaBIIAIOT y cebsl TOIbKO pe3yabTaThl
B coBHajamomem 6asuce. TakuM obpasom y aboHeH-
TOB GOPMHUPYeTCs CBIPOM KoY. EC/IM HCIIOoMB3yeMble
Anucort 1 Bobom mpubopel HAeaNbHEL U OTCYTCTBYeT
MOACTyIINBAaHUe, ChIpble KIIOYH Y ab0OHEHTOB HJeH-
TUYHBL. Kak cefyeT U3 TeopeMbl O 3aIlpeTe KIOHU-
poBaHHUS [18] KBAaHTOBOIO COCTOSIHMSI, IIPOCIYNIMBA-
HHMe KBAaHTOBOIO KaHaja BefleT K HAJMYHIO OMIMOOK
B CBIpOM KiIiode. Hampumep, ecnu HeKoTopast n1r060-
NBITHasl IIepcoHa (HasbpiBaemasi EBOM) HeIpepbIBHO
BelleT IIPOC/IyLIMBaHUe, IIPOBOIS H3MepeHHs COCTO-
SHUS IONSpU3alUK GOTOHOB B KBAaHTOBOM KaHase
B CJlydariHO BhIOpaHHOM 6asuce W mepenasas boby
BMeCTO M3Ha4aJIbHOI0 GOTOHA pe3y/lbTaT CBOMX H3Me-
peHHI, To Anmca u Bob mOIKHBI 3aperuCcTpPUPOBAThH
BO3pacTaHMe omHu6KuU 1o 25%. Ecnu EBa u3MepsierT He
KKIBIM GOTOH, a TOJIBKO YacTh U3 IIOTOKA, IIOChLIAe-
Moro Anucor boby, To BeTMUMHA BHOCHMOH OIIK6KH
yMeHblIaeTcss, XoTsi EBa y3HaeT MeHbIlle HMHPOpMa-
LM O KIto4de. JIONYCTUMBIM KOJTHYeCTBOM MHOpMa-
LM, INPHUHIUIIHAIBHO HOCTYIIHOHM 3/I0YMBINUIEHHH-
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by a third participant, usually called Eve, based on
the bit error rate [17]. Let us recall that the scheme
can be divided into three stages.

At the first stage, Alice prepares the single
photons. To do this, she randomly selects a cod-
ing basis: a laboratory or diagonal one. Then she
selects a random number (“0” or “1”) and pre-
pares a single photon with polarization, a random
number. In the laboratory basis, “0” and “1” are
encoded by the horizontal |H) and vertical |V)
photon polarization, and in the diagonal basis -
by the states of photon linear polarization +45° to
the horizontal: “0” corresponds to the polarization
state |D) = (|H)+|V) /y/2, and “1” corresponds to
the polarization state |A)=(|H)—|V))/\/7 The
random selection procedure for a polarization
basis and an information bit is repeated for each
photon prepared by Alice.

At the second stage, Alice sends the prepared
photons through a quantum channel to Bob, who
measures their polarization in a randomly selected
basis. Then the subscribers use an open channel
to inform each other in which basis (laboratory
or diagonal) they have performed the measure-
ments, and keep only the results in the match-
ing basis. In this way, a raw key is generated for
the subscribers. If the devices used by Alice and
Bob are ideal and there is no eavesdropping, the
subscribers’ raw keys are identical. As follows
from the no-cloning theorem [18] of a quantum
state, listening to the quantum channel leads to
the available errors in the raw key. For example,
if some curious person (called Eve) is constantly
listening while taking measurements of the pho-
ton polarization state in the quantum channel in
a randomly selected basis and transmitting the
measurement results to Bob instead of the origi-
nal photon, then Alice and Bob should register an
increase in the error up to 25%. If Eve measures
not every photon, but only a part of the flow sent
by Alice to Bob, then the introduced error value
is decreased, although Eve learns less informa-
tion about the key. The permissible amount of
information that is fundamentally accessible to
the attackers, as well as the methods applied to
enhance the key secrecy [9, 19], determine the
maximum permissible error level.

Any errors in the key generation process occur
not only due to the eavesdropping, but also due to
the inevitable equipment imperfection. For exam-
ple, if Alice uses a source that produces photons
with an error, then Bob will receive erroneous bits
in the raw key as a result of measurements.
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KaM, a TakKe MCII0NB3yeMBIMH METOAMHU YCHIeHHUS
CeKpeTHOCTH Kioua [9, 19] u ompesensieTcs MaKCH-
MaJIbHO IONTYCTUMBI YPOBEHB OIIHUOKH .

OmM6KH IPU TeHePHPOBAHHH KII0Ya BO3HUKAIOT
He TOJIBKO M3-3a IIPOCTYIIMBAHHUS, HO U M3-3a Hen3bex-
HOH HeHIeaIbHOCTH obopynoBaHus. Hampumep, ecnu
AnMca HCIIONb3yeT KMCTOYHHK, ITPUTOTABIHBAIONTHI
$OTOHEI € IIOTPEeNIHOCTHIO0, TO B0b B pe3ysbTaTe M3Mepe-
HUI ITOTyIUT OMKO60UHbIe OUTHL B CHIPOM KITIOUe.

IIycTh HMCTOYHUK GOTOHOB AJHCHI ITPUTOTABIIU-
BaeT OJUHOYHBIE QOTOHBI B COCTOSIHUM IOJSIPH3a-
nuu |P)=a|H)-B|V) Bmecto |H). Bob mpu perucrpa-
I[UH TIOSIPHU3aLMKM pOTOHOB B abopaTopHOM Ha3mce
¢ BeposiTHOCTBIO |(p|H)|?=|a|?=F, roe F - dumenury,
TIOJTyYUT IIPaBUIBHBIHN pe3ynbTaT H3MepeHHs ~ GOTOH
MMeeT OPHU30HTA/IBHYIO IOIsSpU3auio. C BepOsSTHO-
cteio |(V[)|?=|B|?=1-F Bob 3aperucrpupyer Bep-
THKAJIPHYIO IIOJSIPHU3aLIMI0 GOTOHA, M B KIIOYe BO3-
HUKHeT OITH6Ka. AHaJIOTHYHBIE COOTHOIIEHHS MEXK/Y
dUAeNUTH U BeTUYMHON OHMTOBOM ONUIMOKM KMEIOT
MeCTO M IIPU IPUTOTOBIEHHMH AJMCOM OCTaJbHBIX
coctosHuM |V), |D) u |A). Takum obpasom, Ipu
yMeHBIIeHUU QUISTHUTH YBeTHIHBAETCSI BEPOSTHOCTb
OIIKOKH.

CxeMa 3KCIIepUMEHTAbHOM yYCTAaHOBKH ISl HCClle-
MOBAaHUS BIHSHUS TOUHOCTH IIPHU-

TOTOBJIEHMSI KBAaHTOBOT'O COCTOSI-

=

Let Alice’s photon source produce the single
photons in a polarization state |p)=a|H)-B|V)
instead of |H). When registering the photon
polarization in a laboratory basis with the prob-
ability of, where F is fidelity, Bob will obtain
the correct measurement resultL the photon
has horizontal polarization. If the probabil-
ity is (V| )|?>=|P|?=1-F, then Bob will register
the vertical photon polarization, and an error
will appear in the key. Similar relations between
fidelity and the bit error value are developed
when Alice prepares the remaining states | V), |D)
and |A). Thus, as fidelity decreases, the probabil-
ity of error is increased.

The experimental setup layout to determine
the influence of the quantum state preparation
accuracy by the source on the bit error value is
shown in Fig. 1. The setup simulates the opera-
tion of a quantum key distribution system using
the single photons according to the BB84 scheme
from Alice to Bob. The single photons are prepared
using the spontaneous parametric light scattering
(SPLS) [20] in a ppKTP crystal. A laser with a wave-
length of 405 nm is used for pumping. As a result
of SPLS, a pair of photons with a wavelength of

HUSI UCTOYHUKOM Ha BEJIHYHHY
6uToBOM OWIMOKM MpUBELEHA Ha
puc. 1. VYcTaHOBKAa HMHUTHPYeT /
paboTy cucTeMbl KBAaHTOBOI'O Pac-

InpenejieHus KiIo4da C IIOMOIIBIO \ I - I
3

ONMHOYHBIX (QOTOHOB II0 IIpO-
ToKony BB84 or Anmcel K Boby.
OpuHO4YHBIe (QOTOHBI IIPUIOTAB-
JIUBAIOTCA C IIOMOIIBIO CIIOHTAH-
HOTO IlapaMeTPHUYecKoro pacces-
Hus cseta (CIIP) [20] B xpucTamie
PPKTP. B KauyecTBe HaKa4KH
HCIIONB3yeTCs Jla3ep C AJIMHOM

IF405

Annca

JIazep 405 HM
PBS PBS IF810

PPKTP  RG715
IF810 I
SPAD
C C
SPAD SPAD
[ 506 |

BoaHBEL 405 HM. B pesynerare
CIIP poxkpmaercss mapa ¢GOTOHOB
C IJIMHOM BOJHBEI 810 HM, OJHH
M3 KOTOPBIX OTpa’kKaeTcs IO~
PH3aLIMOHHBIM CBeTO[e/IUTeleM
U PEerucTpupyercss HOeTeKTOPOM
OMHUHOYHBIX (GOTOHOB. JTO COOBI-
THe CHUIHAJIM3HUPYyeT O TOM, 4YTO
HCTOYHUK AJIUCBl TIPUTOTOBUI
OMUHOYHBIN (poTOH. C ITOMOIIBIO
I10JIyBOJTHOBOM IIACTHHKH AJHCA
33/laeT HaIlpaB/ieHHe II0JIspH3a-
LIMM OGUHOYHOro ¢poToHa (Tab. 1).

Puc. 1. Cxema 3kcnepumeHmanbHoU yCmaHosKuU 041 onpedeneHus 8AUsiHUS
udenumu Ha seauquHy cbipol bumosol owubku: [F405 - uHmepdepeHyUOoHHbIU
dunbmp, ppKTP — HeAuHelHbIl Kpucmana mpugocgama kaausi ¢ pezyaspHol
domeHHol cmpykmypoli, RG715 — caemoduabmp u3 LieemHo20 cmekad, PBS -
NoASIpU3auLUOHHbIL ceemodeaumens, IF810 — nonocosoll UHMepgepeHyUOHHbIl
ceemodunbmp, C — 0nmMoB0AOKOHHbIU Koaaumamop, SPAD — 0emekmop 00UHO4~
HbiX GOMOH08, A/ 2 — N0Ay80AHO8ASI NAACMUHKA

Fig. 1. The experimental setup layout to determine the fidelity influence on the
raw bit error value: IF405 - interference filter, ppKTP - nonlinear crystal of potas-
sium triphosphate with a regular domain structure, RG715 - color glass filter,

PBS - polarization beam splitter, IF810 — bandpass interference filter, C - fiber
optic collimator, SPAD - single photon detector, A/ 2 - half-wave plate
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I MomenHupOBaHUS HeUJeaJlbHOCTH IIPHUTOTOBIIe-
HHUSI COCTOSIHHSI MONSPU3ALIMM HCTOYHHUKOM OJM-
HOYHBIX GOTOHOB IT0yBOJHOBAs IUIACTHHKA AJIHCHI
JOTIOTHUTEIbHO ITI0BOPAYHBaeTCsl Ha HEKOTOPBIH yrojl
0, a IUIOCKOCTh MOMSPHU3ALIMU IIO0BOPAYHBAETCs Ha
yron 20. B pesynpTaTe QUAEIUTH NPUTOTOBIEHHOIO
COCTOSIHUSI IIOJNSIPU3allMM IIPUHHMaeT 3HaueHMe
F=cos?26.

Bo6 peructpupyer omuHO4YHbIe GOTOHBI B yabopa-
TOPHOM M JUaroHanibHOM 6a3mcax, BblOHpas H3Me-
PUTeNbHBIN 6a3KC C ITOMOIIBIO CBOEH I10/1yBOJHOBOM
IUIACTHHKU. [1s Kakgoro 6asrca u3MepeHHUs IIPOBO-
ISATCS IIPH [IBYX IOJIO>KEHHSIX BOJTHOBOM ITJIACTHHKH,
IIPY KOTOPBIX AETeKTOPBl «MEHSIOTCS MecTaMM», 4YTo
II03BOJISIET YYecTh B pacdeTax UX Pa3HYI0 KBAaHTOBYIO
3¢dekTUBHOCTh. COOTBETCTBYIONIKE II0JIOKeHHS BOJI-
HOBOW IIJIACTUHKY IIPECTABIEHE! B TabI. 2.

i u3mepeHun B jnabopaTtopHOoM 6asuce IOmy-
BOJIHOBAasI IJIACTUHKAa YCTaHOBJIeHa C YIJIOM IIOBO-
pota 0° rim 45°. B mepBoM ciy4ae IpoIlefIINH depe3
IIOISIPHU3ALIMOHHBIM CBeToAenuTenb boba ¢oToH cooT-
BETCTBYeT 6UTYy «0», 2 OTPasKeHHBIH CBETOZeIHUTEIEeM ~
6uty «1». IIpH MONOKEHUH IUIACTUHKHU 45° 3HaUeHUs
6UTOB IIPOTHBOIIONIOKHBIE — IIpollefiieMy GOTOHY
COOTBETCTBYET «1», a OTpaskeHHOMY — «0».

H3MepeHHUS B AHaroHaibHoM 6asuce Bob mponsso-
IOUT IIPU I0JI0’KEHUH I10/1yBOTHOBOM IIACTUHKHU 22,5°
unu (22,5°+45°). IIpy MOJIOKeHUU IIIACTUHKU IIPO-
IIeAIINN Yepe3 CBeTomenuTenb boba $oToH cooTBet-
cTByeT 6uUTy «1», a OTpaskeHHBIM - «0». IIpu moso-
SKEHUH IUIACTHHKHU (22,5°+45°) mpollefIlMM dYepe3
CBETOJEeNHUTeNb (GOTOH COOTBETCTBYeT OHTy «0»,
a OTpaskKeHHBIH — «1»,

M3MepeHHe BeTUYMHBI OUTOBOM OIIMOKK B 3aBHUCH-
MOCTH OT BeJIMUMHBI QUIEIUTH IIPOH3BOAUIUCH Clle-
OyIoLUIuM 06pa3oM. B cOOTBeTCTBUM € BBIOPaHHBIM 3HA-
yeHHeM OGHUIEMUTH OIpelersiioch 3HaueHHe yriaa 6.
3aTtem Anuca IPUIOTaBAMBaIA COCTOSIHHE ITOISpH3a-
LMK OGUHOYHBIX GOTOHOB, yCTAaHABIHBAs CBOIO IOy~
BOJIHOBYIO IUIACTHHKY B COOTBETCTBHH C Tabn. 1. [lns
Ka>KJIOTO COCTOSIHUS IONSPHU3allMU, IIPHUTOTaBIUBaE-
Moro Anucor, bob mpousBoguI U3MepeHHe GUTOBOM
omubku. s 3Toro bob ycTaHaBIHUBAJI CBOIO IIONY-
BOJIHOBYIO IIJIACTHMHKY [JIs1 K3MepeHHUs oIS pU3aLIUuU
B 6asuce, copnazgammeM ¢ 6a3rcom ANHCHI, U IIPOH3-
BOZIMJI U3MepeHHe BepOSITHOCTH OUTHOKHY (II0TydeHus
3HaueHHUs] 6HUTa, ITPOTHBOIIOIOKHOIO 33/1aBaeMOMY
Anucont) B TedeHHe 20 c. CKOPOCTb cYeTa KOPpPeIHpo-
BaHHBIX C TPUITEPHBIM QOTOTCUETOM AJIHCHl OLHMHOY-
HBIX POTOHOB HeTeKTopaMHu Boba ~500 doTooTcueToB
B CeKyHIy. Pe3yJbpTaThl M3MePeHHI 4eThIpex 3Haue-
HUH 6UTOBOM OIIMOKU — 1yist 1abOpaTOPHOTO M Aua-
rOHaJIpHOro 6a3MCOB, B KaKOOM Oasuce HM3MepeHHUSs
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Tabnuua 1. NonoxxeHme NoyBONHOBOM NAACTUHKMN
ANNCbI ANS NPUTOTOBIEHMS COCTOSIHUIW NOASpU3aLnm
$GOTOHOB C 3aAaHHbLIM 3Ha4YeHVeM bugennTn ans
KBAHTOBOrO pacnpeaeneHunsa Kak4ya no npotokony BB84
Table 1. Position of the Alice’s half-wave plate for
preparing photon polarization states with a given fidelity
value for the quantum key distribution using the BB84
scheme

Yron nosopoTa 3HayeHue basuc

MoJ1lyBO/IHOBOW nepegasaemoro  Basis

NAACTUHKN ATNCI 6uta

Rotation angle of the | Transmitted bit

Alice’s half-wave plate | value

0+0 0 NabopaTopHbIf
Laboratory

45°+0 1 NabopaTopHbIf
Laboratory

22,5°+0 0 JnaroHanbHbIn
Diagonal

22,5°+45°+0 1 [varoHanbHbIn
Diagonal

810 nm is generated, one of which is reflected
by a polarizing beam splitter and recorded by
a single photon detector. This event notifies that
the Alice’s source has prepared a single photon.
Using a half-wave plate, Alice sets the polarization
direction of a single photon (Table 1). To simulate
the non-ideal preparation of the polarization state
by the single photon source, the Alice’s half-wave
plate is additionally rotated by a certain angle 9,
and the polarization plane is rotated by an angle
20. As a result, the fidelity of the prepared polar-
ization state takes on the value F=cos?26.

Bob detects the single photons in the laboratory
and diagonal basis while selecting the measure-
ment basis using his half-wave plate. For each
basis, the measurements are performed at two
positions of the wave plate, in which the detec-
tors “swap their places” that makes it possible to
consider their various quantum efficiencies in the
calculations. The relevant positions of the wave
plate are given in Table 2.

For the measurements in a laboratory basis, the
half-wave plate is installed with a rotation angle 0°
or 45°. In the first case, the photon passed through
the Bob’s polarization beam splitter corresponds to
the “0” bit, and the photon reflected by the beam
splitter corresponds to the “1” bit. When the plate
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[IPOU3BOJU/INCh ISl [BYX IIOJIOKEHUU II0TYBOJIHO-
BOH IJIACTUHKH boba, ~ yCpeAHSUINCh, U BBIYUCISIIACh
BEPOSITHOCTb OUTOBOI OIIKOKH p,,,:

roe NIHL2PL2 — gompyecTBO OMIMGOYHO IIONyYEHHBIX
Bobom 6uTOB, a NH.2/PL2 - obiee KOTHYECTBO IIONY-
YeHHBIX boboM 6uTOB (BKIIOWasi omIMb60YHbBIe U IIpa-
BUJIBHBIH).
u3MepeHHI0 bobom B 1abopatopHoM (L) M JHAroOHAIb-
HoM 6asuce (D), uhcia 1 ¥ 2 COOTBETCTBYIOT PasiHuy-
HBIM ITOJIOKeHHSIM TUIACTHH U3 TabI. 2.

M3MepeHHas1 BeIMYMHA OHMTOBOM OMIMOKK B 3aBH-
CHUMOCTH OT OQHIOENMTH IIpeACTaB/ieHa Ha PHC. 2.
[ToslyueHHble SKCIEPHMEHTAJIbHbIE [AaHHBlE 101~
TBepKJAIOT, YTO QUIENUTH I103BOJISET OLHO3HAYHO
OIpefieIUTh BeIMYMHY OUTOBOM OMIKOKH, BHOCHMOK
HCTOYHHKOM, B IIPOTOKOJIE BB84.

3. KBAHTOBOE PACMPEAENEHNE K/TKOYA
C MoMoLbio MPOTOKOJIA BBM92

NLL+ N2+ NDL+ ND2

err err err err

Per NI +NE +NDL 4+ ND2

norm norm norm norm

Hupexcer L1, 12, D1, D2 COOTBETCTBYIOT

1,0 - — Teopus | Theory
¢ DOKIlepeMeHTa/IbHBIE JAHHEBIE
0.8 Experimental data

0,6 -

BER

0,2 F

1,0

Puc. 2. 3asucumocms 8eauyuHbl 6umosoli owubku (BER)
om ¢udeaumu F (3eneHdas Kpueasi — meopemuyeckas 3aeucu-
MOCMb, KPACHbIE MOYKU — 3KCNepUuMeHManbHO U3mepeHHble
OdHHble)

Fig. 2. Dependence of the bit error rate (BER) on fidelity F
(green curve - theoretical dependence, red dots - experimen-
tally measured data)

PaccCMOTpUM BIHSIHHE BeITUYUHbBI QUICTUTH Ha BeJIK-
YKHY OHUTOBOIM ONIMOKM IPU KBAHTOBOM pacIipefese-
HUU KJIIO4a IIo mpoTokony BBM92 [16]. B mpoTokoie
KCITIO/IB3YIOTCS ITaphl KBAaHTOBO-3aIlyTAaHHBIX YacCTHII.
Jlns ompesienneHHOCTH OyleM CYMTaTh, YTO HCIIONB3Y-

is positioned at 45° the bit values are opposite: the
transmitted photon corresponds to “1”, and the
reflected photon corresponds to “0”.

Ta6bnuua 2. MonoXeHme BOJHOBbIX NAACTUHOK NPU M3MEPEHMIN COCTOSIHMS MONSPU3aLUM OAUHOYHbLIX GOTOHOB boboM
B NPOTOKO/1e BB84 (4eTBEpTHBOHOBAS MIACTUHKA HE MCMO/b30Banach), 1 060MMM aBOHEHTaMK B NPOTOKO/1e BBM92
Table 2. Position of wave plates when measuring the polarization state of single photons by Bob in the BB84 scheme
(a quarter-wave plate has not been used), and by both subscribers in the BBM92 scheme

[TepBoOe NosIoXeHMe NAacTUHOK

First position of the plates

BTOpoe NonoxeHWe NAacTUHOK
Second position of the plates

Nabopa- [MonysonHoBas niacTuHka: 0°, MosyBosHOBas niacTuHKa: 45°,

TOPHbIN YeTBepTbLBO/IHOBAS MAACTUHKA: 0° YeTBepTbBOJIHOBAS NAACTUHKA: 0°

Laboratory  TMpoleawnn Nonsipu3aLMoHHbLIN CBETOAENUTENb MpoLueawnn Nonsipu3aLNoHHbIV CBeTOAeNNTENb GOTOH
$OTOH COOTBETCTBYET 6UTY «O», OTPAXKEHHbIN — «1» COOTBETCTBYET 6UTY «1», OTPAXKEHHbIN — «O»
Half-wave plate: 0°, Half-wave plate: 45°,
Quarter wave plate: 0° Quarter wave plate: 0°
The photon that has passed through the polarization The photon that has passed through the polarization
beam splitter corresponds to the “0” bit, beam splitter corresponds to the “1" bit,
thereflected one —to "1" the reflected one —to “0"

[wnaro- MonysonHoBas niacTuHKa: 22,5°, MonysosHOBaA NaacTuUHKa: —22,5°,

HaIbHbIN YeTBepTLBO/IHOBASA NAACTUHKA: 45° YeTBepTbBOJIHOBASA NaaCTUHKA: 45°

Diagonal Mpoweawn NoNSpr3aLNOHHbLIN CBETOAeNNTeNb MpoLeawnin NoNSpU3aLMOHHbLIN cBeTOAeNNTENL GOTOH
$OTOH COOTBETCTBYET BUTY «0», OTPAXKEHHbIN — «1» COOTBETCTBYET 6BUTY «1», OTPaXKEHHbIN — «O»
Half-wave plate: 22.5°, Half-wave plate: -22,5°,
Quarter wave plate: 45° Quarter wave plate: 45°
The photon that has passed through the polarization The photon that has passed through the polarization
beam splitter corresponds to the 0" bit, beam splitter corresponds to the “1" bit,
thereflected one—to"1" the reflected one —to “0"
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IOTCSl Maphl YaCTHL B MOISPHU3ALIHMOHHOM COCTOSIHUU
Bania |CI>(+>)=(|HH)+|VV))/\/7. Anuca u bob mony-
YaIoT 110 OAHOMY M3 3aITyTaHHBIX GOTOHOB. HICTOUHHK
3allyTaHHBIX QOTOHOB MOXKET OBITh BHEIIHUM, HIIH Ke
HaxXOIUTHCS Y OHOTO U3 aboHeHTOB. Ilocie Toro, KaK
abOHEHTBI IIOJIYYHIH 10 OGHOMY GOTOHY M3 3aIlyTaH-
HOM Iapsl, Asrca ¥ o6 Ipou3BOAST U3MepeHHS OIS
pu3sanuu GOTOHOB. [JIJIs 3TOTO Y KaKAOro U3 abOHEHTOB
HMeeTCsl M3MepUTeNlb, aHAJTOTMYHBIN H3MepHTeIo,
ucrons3yemomy bobom B mporokone BB84, paccmo-
TpeHHOM Bbllle. C BEpPOSITHOCTBIO 1/2 AlKca IPOH3BO-
OUT HM3MepeHHUs MOISIpH3alMu GOTOHA B yabopaTop-
HOM 6asmce, U C BEPOSITHOCTBIO 1/2 B AHATOHAIBHOM.
He3aBHCHMO Te XKe caMble JEeHCTBHUS IIPOZeIbIBaeT
Bo6. 3atem Anuca u Bob, coobrmarot apyr apyry 6asuc,
B KOTOpOM OBLIM ITPOM3Be/leHBl HM3MepeHHs, HO He
CO0bIIAI0T KOHKPETHBIE pe3y/IbTaThl H3MepeHHH.

OmubKU B CO3JAHHOM KJIIOUe IIOSIBJISIIOTCS K3-3a
IIPOCTYIIKMBAHMS, A TaK Ke B CIy4ae HCII0/Ib30BaHUS
HeKa4eCTBEHHOI0 HMCTOYHHKA 3aIyTaHHBIX (OTOHOB,
reHepUpyIlero GoTOHHBIE Maphl B OTTHYAIOLIEMCS
oT |®") cocrosiHMUM, 3amaBaeMOM MATPHIEH IUIOT-
HOCTH p. IIpoaHanM3upyeM OIKOKU, BO3HHUKAIOIIHE
M3-32 OTKJIOHEHHMSI KBAaHTOBOI'O COCTOSIHUSI GOTOHHBIX
map ot |[®W).

JlIss 3TOro MAaTpHUIy IJIOTHOCTH IIOJISPH3AI[MOH-
HOTO COCTOSTHUSI HCTOYHHUKA ITPEICTABUM B BH/IE

p=F|®W ) (W[ +(1-F)p,, (4)

roe F=(®W|p|dW) ectp BenmumHa Qudeaumu, a p,
ymosieTBopsier ycnosusm (W |p, |®H)=0, Trp, =1
Y KBa3HUII0JIOKMTEIBHOM OIpeie/IeHHOCTH .

JUTst HaXOKIEeHHUsT BEPOSITHOCTH OLIMOKM, BHIPA3UM
KBaHTOBble COCTOSIHHSI, COOTBETCTBYIOLIHE COBBITHIO
omubku (|HV), |VH), |AD) u |DA)) B 6a3uce cocTosi-
HKU Bana:

V) == (19)+1)
IWﬂ=7%;U¢m>%¢”D
14D) == (|07 +] )
[DA)=—=(|9)-19)). ©

Haxopst BepOosITHOCTH M3MepPeHUsl COCTOSIHUK B (5)
10 MaTpulle IIOTHOCTH (4), IONyYHM 3HaueHHe
CBIPOY GUTOBOM OIIKOKM

= (Por+ Puas) + 5 (Pao*Poa) -
=(1-F) (1+(99]p, | $)) /2. (6)
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Bob makes measurements in the diagonal basis
when the half-wave plate is position at an angle
of 22.5° or (22,5°+45°). When the plate is posi-
tioned at the photon passed through the Bob’s
beam splitter corresponds to the “1” bit, and the
reflected photon corresponds to the “0” bit. When
the plate is positioned at (22.5°+45°) the photon
passed through the beam splitter corresponds to
the “0” bit, and the reflected photon corresponds
to “1”.

The measurement of the bit error rate depend-
ing on the fidelity value was performed as follows.
In accordance with the selected fidelity value, the
angle value 6 was determined. Then Alice prepared
the polarization state of single photons by install-
ing her half-wave plate in accordance with Table 1.
For each polarization state prepared by Alice, Bob
made a bit error measurement. To do this, Bob
installed his half-wave plate to measure polariza-
tion in a basis that coincided with the Alice’s basis,
and measured the error probability (receipt of a bit
value opposite to that set by Alice) for 20 seconds.
The counting rate for the single photons correlated
with the trigger Alice’s photocount by the Bob’s
detectors is ~500 photocounts per second. The mea-
surement results for four bit error values (for the
laboratory and diagonal basis, the measurements
in each basis were performed for two positions of
the Bob’s half-wave plate) were averaged, and the
bit error probability was calculated p,,,:

NELL+ NLZ + NDL 4 ND2

err err err err

N N+ L 4 N2

where NLL2PL2 is the number of bits erroneously
received by Bob, and N/JLL2/PL2 is the total number
of bits received by Bob (including erroneous and
correct bits). The indices L1, L2, D1, D2 correspond
to the Bob’s measurement in the laboratory (L) and
diagonal (D) basis, the numbers 1 and 2 correspond
to various plate positions according to Table 2.

The measured value of the bit error depending
on the fidelity is given in Fig. 2. The experimen-
tal data obtained confirm that fidelity makes
it possible to unambiguously determine the bit
error value introduced by the source in the BB84
scheme.

3. QUANTUM KEY DISTRIBUTION

USING THE BBM92 SCHEME
We will consider the influence of fidelity value on
the bit error value during the quantum key distri-
bution using the BBM92 scheme [16]. The scheme
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B cuny toro, uto Trp, =1 ¥ 3HaUeHHUS 37IeMeHTOB Ha
OUarOHa/JIM MaTPUIIEL P, JIeXKaT B AranasoHe oT 0 1o 1,
10 0= (Y|P, [p)) <1. Takum obpasom,

I_TFspers(l—F), @)

TO €CTh QUIEIUTHU OIlpeJe/seT JHalla30H BO3MOKHBIX
3HauYeHHUH BeJTMUYMHBI OUTOBOM OIIKMOKU B IIPOTOKOJIE
BBM92.

Ilycte B mporokose BBM92, wmcIIonb3yercs T.H.
OBYXKPHUCTA/IBHBIF MCTOYHUK (POTOHHBIX map [21],
TreHepHUpYIIUN GOTOHHBIE Mapbl B IIOISPH3ALIMOH-
HOM COCTOSIHHUH

|p)=cosO,|HH)+e?sinfy| VV), (8)

rae 0, ¥ ¢ - mapaMeTphl, 3a/laBaeMble HallpaBIeHHeM
3JUIMIICA TOJMSIPU3ALHUU U 3UIMITHYHOCTBIO IIOJISPHU-
3alMK HaKauyKd. OuaenuTH AJIs JAaHHOIO KBAHTOBOIO
COCTOSIHUSI paBHa:

= %(1+cos290coscp ), 9)

U ONTHMaJbHBIMHU 3Ha4YeHHSIMHU SIBISIOTCA 0= / 4
1 =0, Ipu KOTOpbIX F=1. BeposiTHOCTb OMIMOKH, KaK
MO>KHO IIPOBEPHUTEH IIPSIMOM IIOJCTAHOBKOM, paBHa
per=(1-F) /2.

HM3-3a2 HaJIM4Ms MeXaHU3MOB OeKorepeHIHUU [22]
JIBYXKPHCTAJIBHBIM HMCTOYHHK MOKeT TeHepHpPOBaTh
boTOHHBIE IIaphl B CMEIIAHHOM COCTOSSHUHM. TakoH
HCTOYHHUK OITHCBIBAETCS MAaTPHUIIEH IVIOTHOCTH [23]

=F| M ){ W] +(1-F)| @) )( 00|, (10)
M BeJIHMYMHA OWTOBOM OIIMOKKM CHOBAa paBHA
per=(1—P)/2. Takum obpa3oM, [BYXKpHCTalbHas
cXeMa IpM MOTPeIlHOCTAX B €ee HACTPOMKHU BHO-
CUT MHHHMaJbHO BO3MOKHYIO BeIHMYHUHY OUTOBOM
OMIMOKH, IOIyCKaeMOH BbIpaskeHHEM (6).

Cxema YCTaHOBKH /I HCCIeLOBAHHS BIMSHHUSA
GUIeNUTH KBAHTOBOIO COCTOSSHMS MCTOYHMKA Ha
BeJIMYUHY OGUTOBOK OMMOKK ITPHU KBAHTOBOM pacIipe-
JeJleHUH K/IIo4a I10 IIpoToKoiny BBM92 mpencTaBieHa
Ha pucC. 3. B KayecTBe MCTOYHHKA IIOAPHU3ALIMOHHO"
3aIyTaHHBIX POTOHHBIX I1AP HCIIONB3yeTCsS OBYXKPH-
CTaJIbHad cXeMa. HellpephIBHBIM /1a3ep, U3Ty4aOM UL
Ha [IMHe BOJIHBI 405 HM, II0CIeIOBAaTe/IIBHO IIPO-
XOOUT Yyepe3 KOMIIeHCATOp GOpPMBI IyuyKa HaKayKH,
IIOJIYBOJIHOBYI0O M KBapLIeBYIO IUIACTUHKH, M IIPOXO-
OUT Yepe3 UHTepdepeHIIMOHHBIN CBeTOQMIBTP. ITomy-
4YeHHOe H3/IydeHHe IafaeT Ha JBOMHOM KPHCTAJI
BBO. Ilapel monsipu3allMOHHO-3aIlyTaAHHBIX (OTOHOB

=

uses the pairs of quantum entangled particles.
For the sake of argument, we will assume that
the pairs of particles in the Bell polarization state
are used |d>(+))=(|HH)+|VV))/\/7. Alice and Bob
each receive one of the entangled photons. The
source of entangled photons can be external, or
located at one of the subscribers. After the sub-
scribers have each received one photon from the
entangled pair, Alice and Bob measure the pho-
ton polarization. To do this, each subscriber has
a meter similar to the meter used by Bob in the
BB84 scheme discussed above. With the probabil-
ity of 1/2, Alice measures the photon polarization
in the laboratory basis, and with the probability of
1/2 - in the diagonal basis. Bob performs the same
activities independently. Then Alice and Bob tell
each other the basis in which the measurements
have been made, but do not provide the specific
measurement results.

Any errors in the developed key occur due to
the eavesdropping, as well as in the case of using
a low-quality source of entangled photons that
generates the photon pairs in a state different
from |®®) determined by the density matrix p.
Let us analyze the errors occurred due to the quan-
tum state deviation of photon pairs from |®™)).

To do this, we represent the density matrix of
the source polarization state as follows:

“F|0W) (0] +(1-F)p,, (4)
where F=(®W|p|®d™) is the fidelity value, and p,
meets the conditions of (®W|p, |®H)=0, Trp, =1
and quasi-positive determinacy.

To obtain the error probability, we express the
quantum states relevant to the error event(|HV),
|[VH), |AD) and |DA)) in the basis of Bell states:

|HV) = T“‘" N +[$0))
|VH) T( ) -19))
|AD) T( ) +[H))
|DA) T(|cp )= 1)), (5)

Having determined the probabilities of state
measurements in (5) using the density matrix (4),
we obtain the raw bit error value:

Per= (P Pyis) + = (Pan* Pon) =
(1 F)( (PO [p, | v )/z. (6)
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PaCIpPOCTPAHSIIOTCSL IIOA YIJIOM 3° II0 OTHOIIEHHUIO
K HaKauKe.

OnMH U3 MONTyYeHHBIX GOTOHOB HAIIPaBIISeTCS Ha
YCTAHOBKY AJIMCBHI, a Apyror - Boba. YV aboHeHTOB
HMMeIOTCSl BOJIHOBBIE IUIACTMHKHM M IIOJISPU3ALHOH-
HBIF CBeTOZeNUTENb, I03BOJSIOIINE UM BBIOHMpATh
6a3uc M IIPOM3BOAUTH IOISIPU3ALLOHHBIE H3Mepe-
HUsL. ONUHOYHBIE GOTOHBI PETHCTPUPYIOTCS JeTeKTO-
PaMH OOUHOYHBIX POTOHOB.

BenuurHa QUOETUTH KCIIEPUMEHTAIBHO PEryIH-
poBasach IyTeM HAKJIOHA IUIACTUHKU P, H3MeHSIo-
men ¢asy B cocTosHUU (8). BenuuuHa 6= n/4. ITpu
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Due to the fact that Trp, =1 and the element val-
ues on the matrix diagonal p, lie in the range from
0tol, then 0<(p|p,|Pp))<1. Thus,

I_—Fspers(l—P), (7)

that is fidelity determines the range of possible bit
error values in the BBM92 scheme.

Let the BBM92 scheme use the so-called double-
crystal source of photon pairs [21], generating the
photon pairs in a polarization state

KKIOM YCTaHOBJIEHHOM IIOJIOKEHHUM IIJIaCTUHKHA P |p)=cosO,|HH) +ei®sin6,|VV), (8)
IIPOBOAMIACH IIPOLIelypa KBAHTOBOM TOMOTpaduuU
I
C SPAD
IF810
.
PBS SPAD
IF810 C
A2
E A4
/— . 70
Jlazep
PBS
2xBBO
C
~—1—71 . A4 A2 IF810
>
A2 P IF405 IF810
C

Hblli Konaumamop; SPAD - demekmop 00UHOYHbIX POMOH08

collimator; SPAD - single photon detector

Puc. 3. Cxema 3kcnepumeHmanbHoOU YCMAHOBKU 0AS UCCAeA08AHUS 3d8UCUMOCMU 8eAUHUHbI 6umosol owubku om pudeaumu
npu UCNoAb308aHUL Npomokoaa BBM92: Laser — aa3ep, usAy4arouli Ha dAuHe 80AHbl 405 HM; E — npu3meHHbIl KoMneHcamop
Popmbl ny4yKa Hakauku, A/2, A/ 4 - nony- u 4emeepmbBOAHOBbIE NAACMUHKU; P — K8apuesaasl NAdCMUHKA, pe2yAupytowas 3naun-
MUYHOCMb NoAsipu3auuu Haka4ku; IF405 u IF810 - uHmepgepeHUUOHHbIT N0A0C080L c8emoduAbmp Ha 0AUHY 80AHbI 405 HM

u 810 Hm, coomeemcmeeHHo; 2xBBO - dgoliHoll kpucmana BBO, PBS - noasipuzayuoHHsil ceemodeaumens; C— 0nmosoA0KOH-

Fig. 3. The experimental setup layout to study the bit error value dependence on fidelity when using the BBM92 scheme: Laser -
alaser emitting at a wavelength of 405 nm; E - prism pump beam shape compensator; A/2, A/ 2 - half- and quarter-wave
plates; P - quartz plate that regulates the pump polarization ellipticity; IF405 and IF810 - interference bandpass filters for the
wavelengths of 405 nm and 810 nm, respectively, 2xBBO - double BBO crystal, PBS — polarization beam splitter; C - fiber optic

SPAD I SPAD I

Anvca
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MIOJISIPU3ALIMOHHOIO COCTOSIHHSI QOTOHHBIX map [24].
BpeMs omHOro TOMOIPadHUYeCKOTr0 H3MepeHHUs
coctaBnsio 60 ¢, obmasi CKOPOCTb CYeTa KOPPelTHpo-
BaHHBIX GOTOHOB (6e3 MONSIPU3ALUMOHHON GUIBTpA-
nuu) - 300 $oTOOTCUETOB B CeKyHAy. Ha ocHOBaHMU
BOCCTAHOB/IEHHON MeTofoM (yHKIHH IPaBIOIOAO0-
Ousi MAaTpPHULBI IIJIOTHOCTH f, 110 dopmyie (2) BBIYHC-
7s71ach BeIMYMHA QUIETUTH COCTOSIHHS HCTOYHHUKA P
U cocTosiHUs |®™)). 3aTeM IIPOM3BOAMIOCH H3Mepe-
HHe BeJIMYHHBI OUTOBOM OMIMOKM I10 aHAJIOTHYHOM
ans BB84 mpouenype, C OOIIOJIHUTEIBHBIM yCpeaHe-
HHEeM I10 U3MePeHHUSIM AJIHCEHL.

[lJist M3MepeHUSI BepPOSITHOCTH OMTOBOK OIIMOKHU
BOJIHOBble IIACTUHKHU ANHCEl U Boba ycTaHaBiu-
Ba/IMCh [JI M3MePeHHUs COCTOSHHS IOIApHU3alUU
OOWHOYHBIX QOTOHOB B COBIAJAIOMIUX basmcax -
nabopaTOpHOM HJIM AHArOHATBHOM. [I/Is1 YeThIpex
BO3MOKHBIX KOMOKMHALMK IIOJIOKEHUM IIJITACTHHOK
13 Tabn. 2 NPOU3BOAMIOCH M3MepeHHe BepOsITHO-
CTU IIOJIy4eHUsl HeCOBIaJaromux 6UToB (B TeueHHUe
10 ¢ Kaxxzmoe). 3aTeM IIOJydeHHBIe M3MepeHHUs Bepo-
STHOCTH OIIMOKM yCPeAHSIHCh 10 KOMOHMHAIHSIM
IJTACTUHOK M II0 JByM COBHNafalomuM 6a3ucam,
IaBasl BEPOSTHOCTb GHUTOBOM OHIMOGKH B IIPOTOKOJIE
BBMO92.

Ha puc. 4 npencraBieHa 3KCIIePUMEHTA/IBHO HU3Me-
PeHHas 3aBUCHMOCTb BeJIMYKHBI OUTOBOM OMIMOKH OT
bunmenuTy. M3 pHUCYHKa BHAHO, YTO Ha OCHOBAaHUH
3HaueHUs QUAETUTH AeHCTBUTE/IBHO MOKHO IIPOTHO-
3UpOBaTh BKJIAJ, B BeJIUUMHY OUTOBOM OMMOKH, BHO-
CHUMBIH HICTOYHHUKOM KBaHTOBOTIO CBETa.

4. 3AK/IIOHMEHUE

B paboTe TeopeTHUYeCKH M IKCIIEPHMEHTAIBHO IIOKa-
3aHO, YTO H3MepeHHe GHUAeIUTH II03BOJISeT OIIpe-
JeNHUTh BeIHUYKMHY OJHOIO0 M3 K/IIOYEeBBIX Ilapa-
MEeTPOB CHMCTeMBbI KBaHTOBOIO paclpeleleHHs
K/II0Ya — BeJIMYUHY ChIPOX OUTOBOM OIIMOKH, BHOCH-
MO HCTOYHHKOM.

Hnsa mporokoia BB84 TeopeTHUeCKU M 3KCIIEPH-
MEHTAa/IPHO IIOKa3aHo, YTO IPH YMeHbUIeHUH Hupe-
nMUTH oT 1 1o 0, BeIMYKHA CBIPOM OUTOBOM OMIMOKU
THHeNHO Bo3pacTaeT oT 0 1o 1.

Iia mpoTokona BBM92 TeopeTHUYecKH I10Ka3aHO,
YTO BeJIMYMHA OUTOBOM OIIMOKM JIEKUT B Hala30He
oT (l—F) /2 Io 1-F. DKCreprMMeHTAJIPHO IIPOLEeMOH-
CTPUPOBAHO, YTO IIPU MCIIOJb30BAHUU JBYXKPHUCTA/Ib"
HOTO MCTOYHMKA MOJAPHU3ALMOHHO-3ayTaHHBIX
GOTOHHBIX IIap BeJIMYMHA CBIPOM OHUTOBOM OIMIMOKU
[pUHHUMaeT MUHHUMAJIPHO JOIyCKaeMoe BeTHYHHON
buAenUTH 3HaUYeHHe, U IIPH YMeHbIIeHU Y QUATUTH
ot 1 o 0 ceipas 6uTOBas omIK6OKA THMHENHO BO3pacTaeT
or 0 mo 1/2.

1,0 - — MakrcuMasnbHas FPaHHULA OIIH6KU
Maximal error bound

08L — MUHUMaIbHAS TPAHULIA OIIHO6KH
’ . .
Minimal error bound

- DKIIepeMeHTaJIbHbIe

0,6
Ef‘ IaHHEBIe
M Experimental
0,4 data
0,2}

0 0,2 0,4 0,6 0,8 1,0

Puc. 4. 3asucumocmb 8eAuyuHbl 6UMogol owubKu om
¢udeaumu npu UcnoAb308aHuU npomokoaa BBM92 (3akpa-
WeHHAs 06nacmp — MHOXeCmao 00nycMuMblX 3Ha4eHul
8e/U4UHbI 6UMOB0L OWUBKU C02AacHO 8bipaxkeHuto (6); Kpac-
Hble MOYKU — IKCnepuMeHmanbHble daHHble, NOAY4eHHble

C UCNoAb308aHUeM 08yXKpUCMAAbHOL CXeMbl)

Fig. 4. Dependence of the bit error value on fidelity when
using the BBM92 scheme (shaded area is the set of permis-
sible values of the bit error value according to the expres-
sion (6); red dots are the experimental data obtained using
a double-crystal circuit)

where 6, and ¢ are the parameters specified by
the polarization ellipse direction and the pumping
polarization ellipticity. Fidelity for a given quan-
tum state is equal to the following:

1
F=E(1+coszeocosq)), (9)

and the optimal values are 6,=mn/4 and ¢=0,
at which F=1. The error probability of, as can
be verified by direct substitution, is equal to
per=<1—F /2.

Due to the availability of decoherence mecha-
nisms [22], a double-crystal source can generate
the photon pairs in a mixed state. Such a source is
described by the density matrix [23] as follows:

P=F|®W (D |+(1-F)| D) ) (D], (10)
and the biterror valueisagainequal top, = (1 - F)/Z.
Thus, a double-crystal circuit with the errors in
its settings introduces the minimum possible bit
error value allowed by the expression (6).

The setup layout to study the fidelity influ-
ence of the source quantum state on the bit error
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TakuM o6pa3oMm, HCIIONIb30BaHME KPUTEpPHUS ¢ude-
Aumu B KayecTBe CTaHJApTa KBAaHTOBOI'O COCTOSIHMA,
FeHepUpyeMOro MCTOYHHMKOM 3alyTaHHBIX (HOTOHOB
SBJISIETCS 11e71eCO000PaA3HBIM.

OTMeTHuM, YTO IIOJyYeHHBIe Pe3yJIbTaThl IIPpHUMe-
HHUMBL ISl IIPOTOK0I0B BB84 1 BBM92, 0CHOBaHHBIX
He TOJIBKO Ha HCIIO0Jb30BAHUM IOASPHU3ALIMOHHOMN
cTerleHW cBobomsl GOTOHA, HO K IIPU HCIIOIb30Ba-
HUH JPYTOM CTeIleHH CBOOOABI C IBYMSI AUCKPETHBIMHU
6a3KMCHBIMU COCTOSIHHUSMH, Hampumep, mpu daso-
BOM KOAUPOBAaHUHU [25] MM KOAHUPOBAHUHU [BYMsS
3HAUYeHUSIMU IIPOEKLHUM OpPOUTATBPHOTO MOMEHTA
cBeTa [26].
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value in the case of quantum key distribution
using the BBM92 scheme is shown in Fig. 3.
The double-crystal circuit is used as a source of
polarization-entangled photon pairs. A continu-
ous wave laser emitting at a wavelength of 405 nm
passes sequentially through a pump beam shape
compensator, half-wave and quartz plates, and
passes through an interference filter. The result-
ing radiation is incident on a double crystal. The
pairs of polarization-entangled photons are propa-
gated at an angle 3° of relative to the pump.

One of the received photons is sent to the
Alice’s setup, and the other one is sent to the
Bob’s setup. The subscribers have the wave plates
and a polarization beam splitter, allowing them
to select a basis and make the polarization mea-
surements. The single photons are recorded by the
single photon detectors.

The fidelity value was experimentally adjusted by
tilting the plate P, changing the phase in a state (8).
The value was 6,= n/4. At each established position
of the plate P, a quantum tomography procedure
of the polarization state of photon pairs was per-
formed [24]. The duration of one tomographic mea-
surement was 60 seconds, the total counting rate
of correlated photons (without any polarization
filtering) was =300 photocounts per second. Based
on the density matrix p reconstructed by the likeli-
hood function method, the formula (2) was used to
calculate the fidelity value of the source state § and
state |®™)). Then the bit error value was measured
using a procedure similar to BB84, with additional
averaging based on the Alice’s measurements.

To measure the bit error probability, the Alice’s
and Bob’s waveplates were set up to measure
the polarization state of single photons in the
matching bases (laboratory or diagonal). For four
possible combinations of plate positions given in
Table 2, the probability of receiving mismatched
bits was measured (within 10 seconds each). The
resulting error probability measurements were
then averaged across the plate combinations and
across two matching bases to obtain the BBM92 bit
error probability.

Figure 4 shows the experimentally measured
dependence of the bit error on fidelity. The figure
shows that the fidelity value can be used as the
basis for possible prediction of contribution to the
bit error made by the quantum light source.

4. CONCLUSION
On the theoretical and experimental level, the
paper shows that the fidelity measurement makes
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it possible to determine the value of one of the key
parameters of a quantum key distribution system,
namely the raw bit error rate introduced by the
source.

For the BB84 scheme, it has been theoretically
and experimentally shown that as the fidelity
is decreased from 1 to 0, the raw bit error rate
increases linearly from 0 to 1.

For the BBM92 scheme, it has been theoretically
shown that the bit error value is within the range
from (1-F)/2 to 1-F. It has been experimentally
demonstrated that when using a double-crystal
source of polarization-entangled photon pairs, the
raw bit error value takes on the minimum value
allowed by the fidelity, and when the fidelity
decreases from 1 to 0, the raw bit error is linearly
increased from 0 to 1/2.

Thus, application of the fidelity criterion as a stan-
dard for the quantum state generated by a source
of entangled photons is appropriate.

It should be noted that the results obtained
are applicable for the BB84 and BBM92 schemes,
based not only on the application of the polariza-
tion freedom degree of the photon, but also when
using another degree of freedom with two discrete
basis states, for example, in the case of phase
encoding [25] or encoding with two projection val-
ues of the orbital light moment [26].
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