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B pa6oTe NnpuBOANTCSA ONMUCAHMUE CUCTEMbI
nepepayu KBAHTOBOM MHGoOpMaLum

c nomMmolublo Ny4KoB DpmMmuTta-raycca,
06pa3oBaHHbIX BEKTOPHOW Ccynepno3snumen
Moz dpmuta-faycca c unpekcamm 10 mn O1.
MokasaHo, YTO akcMasnbHas nonsipusaLMoHHas
CMMMeTpUS TaKUX NYy4YKOB, He YyBCTBUTE/IbHAaS
K MOBOPOTaM OTHOCUTEJ/IbHO ONTUYECKOM

ocM, ABNSieTCS NpeanoYTUTENIbHOM

ANS KOCMUYECKUX CUCTEM KBAHTOBOM
Kpuntorpadum n Mmoxet 6bITb UCMOJIb3OBaHA
npu moauduKaLmum N3BeCTHOro npoTokona
BB84. O6cyxXaaeTcs BO3MOXHOCTb KaK
co3faHuUsA, TaK U AeTeKTUPOBaHUSA TakuX
Ny4yKkoB AN18 nepefayn NoaspmM3aLuoOHHOro
NpoTOKO/1a Mpu MOMOLLU YeTbipex akCuasbHO-
CUMMETPUYHbIX NONSAPU3ALUOHHbBIX YCTPOMUCTB
Ha OCHOBe pajunasibHOro noaspusartopa.

KntouyeBble c/ioBa: KBAHTOBas Kpyntorpadus,
NONSPU3ALMOHHbIN NPOTOKO/, aKCUANLHO-
CUMMeTpUYHAas NONSPU3ALNOHHAS CTPYKTYPA,
paguVanbHbLI MONSPM3ATOP, CNWUPaJbHbLIN BpallaTesb
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The paper provides a description of Hermite-
Gaussian beams with an axially symmetric
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superposition of Hermite-Gaussian modes
with the indices 10 and O1. It is shown that

the axial polarization symmetry makes such
beams insensitive to the rotations relative to
the optical axis that makes such a modification
of the well-known BB84 protocol preferred for
the quantum space cryptography systems. The
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within the framework of a polarization protocol
transmission using the devices with a radial
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INTRODUCTION

The development of quantum cryptography systems [1]
is driven by the need to protect information in
the up-to-date communication networks. The use
of various types of spatially structured beams can
be one of the efficient solutions to the problem
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BBEAEHUE

Pa3BuUTHe CHCTeM KBaHTOBOHM Kpumnrorpaduu [1]
0byc/1oB/IeHO Heob6XOAMMOCTBIO 3aIIUThl HMHGOpMa-
UMK B COBPEMEHHBIX KOMMYHHUKALIMOHHBIX CETAX.
Vcrionb3oBaHUe Pa3s/TMYHbIX TUIIOB IIPOCTPAHCTBEHHO-
CTPYKTYPHPOBAHHBIX IIYIKOB MOXKET OBITh OTHHUM H3
3¢ eKTUBHBIX pellleHHH 33Ja4H I10 OITHYeCKOH Iepe-
nade MHOOPMAIIMU B PeabHBIX YCJIOBUSIX TypOy/1eHT-
HOCTH CpeJIbl KaK I10 KJIACCHYeCKHUM, TaK U I10 KBAaHTO-
BBIM KaHajlaM CBSI3H.

Ha cerofHSIIHUM JeHb BBIIIONHEH 00JIBIION 06beM
TEOPeTHYEeCKUX U IKCIIEPUMEHTAIBHBIX PaboT B [aH-
HOM 00671aCcTH, eXXerofHo MybnHKyeTcst 60/blIoe KOIH-
4ecTBO CTarei. Tak, HallpuMep, HCCIeLOBaHO BIIHS-
HHe TypOyJleHTHOCTH aTMocdepHOro KaHaaa Ha
pacIpocTpaHeHHe BeKTOPHBIX IIy4KoB Jlareppa-Taycca
u BeccensTaycca M Ha IPOMYCKHYIO CIIOCOBHOCTB
KaHazna [2, 3], mpomeMOHCTpHpOBaHa Iepefada BBIC-
IIMX MOJ IIy4KoB Jlareppa-Taycca B peaJibHBIX YC/IO-
BUSIX TOPOACKOM TypOyJIeHTHOCTHM Ha PacCTOSHHe
1,6 KM C KCIIOJIb30BaHHEM [JIMHBI BOJAHEBL 809 HM [4],
3KCIIePHMEHTA/IbHO IIPOAEMOHCTPHPOBaHA CKOPOCTh
PACCBIIKM KJII0YA CO CKOPOCTBIO He MeHee 120 MbHUT/c
C MCIOB30BAaHHEM CIEeKTPaJbHOIO, IIO/ISPH3aLIUOH-
HOTO U MYJIBTHUIUIEKCHPOBAHUS 110 OPOUTATIBHOMY
yIJI0BOMY MOMEHTY Ha [JIMHe BOJHBI 1550,12 HM
(193,4 TT'w) [5]. B mocnenHeM IIpHuMepe UMUTALUS Typ-
OyJeHTHOCTH aTMocdephl OCYIIeCTBAsIach IIpHU
IIOMOIIY [BYX [ABYMEPHBIX (a30BBIX MOZY/ISTOPOB
cBeTa, obecredyHBalOMMUX TypOyIeHTHOCTb, COOTBET-
CTBYIOLIYIO BeJTMUHHe IapaMmeTpa PbiToBa 8} =0,2. JKC-
[IepUMEHTAIIbHO IIPOAEMOHCTPUPOBAHA KBAHTOBAs
PacchUIKa KI04a yepe3 BUXpeBoe OITHYeCKOe BOJIOKHO
IyIMHOU 60 M. B 3TOM C/lydae MCIIO/Ib30BajTach Iapa
3aIlyTaHHBIX POTOHOB, IIO/y4aeMbIX B pe3y/bTaTe IIpo-
Liecca CIIOHTAaHHOIO MapaMeTPHUYeCKOro paccesHUs Ha
IUIMHe BOMHBI 405 HM [6]. AKTHBHO BelyTCsl paboThI I10
HCC/IeIJOBAaHUIO PaCIIPOCTPAHEeHMS FayCCOBBIX U BUXpe-
BBIX IIyUYKOB B YC/IOBHUSIX aTMOCPepHOM TypbyleHTHO-
CTH Ha 3Ha4MTe/IbHBIe PacCTOSHUA 10 1000 M [7].

Ocoboe MeCTO 3aHHMMAIOT 3aJja4H Iepefadn HHPOp-
MaIlMM Ha PaCcCTOSIHHS 6oyiee THICSYH KHUIOMETPOB
C TIOMOIIBI0 HU3KOOPOUTANBHBIX KOCMHUYECKHUX allIla-
PaToB, OCHAIEHHBIX COOTBETCTBYIOIIMM 000pyHLOBa-
HueM [8-11]. Ecnu eme B 2017 roxy B pabore [9] coob-
IIQJIOCh O JOCTUTHYTOM CKOPOCTH Ilepefadd KIoda
B “HeCKOJIbKO KHJIOTepL)» Ha CIyTHHK, HaXOAAIIHMICS
Ha pacctosHuM 1200 xm ot 3emiau, To B 2021 romy
y>ke coobuianock 06 «HMHTEIPHPOBAHHOM BOTOKOHHO-
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of optical data transmission in real turbulence
conditions, both through the classical and quantum
communication channels.

At present, a large number of theoretical and exper-
imental works has been performed in this area, and
a large number of articles have been published. For
example, the influence of atmospheric channel tur-
bulence on the propagation of Laguerre-Gaussian and
Bessel-Caussian vector beams and on the channel
capacity has been studied (2, 3]; the transmission of
higher modes of Laguerre-Gaussian beams in the real
conditions of urban turbulence over a distance of
1.6 km has been demonstrated using a wavelength of
809 nm [4]; a key distribution rate of at least 120 Mbit/s
has been experimentally demonstrated using the
spectral, polarization and orbital angular momentum
multiplexing at a wavelength of 1550.12 nm
(193.4 THz) [5]. In the last example, the simulation of
atmospheric turbulence has been performed using
two two-dimensional phase light modulators, provid-
ing the turbulence corresponding to the value of the
Rytov parameter §; =0,2. The quantum key distribu-
tion through a vortex optical fiber with the length of
60 m has been experimentally confirmed. In this case,
a pair of entangled photons has been used, obtained
as a result of the spontaneous parametric scattering
at a wavelength of 405 nm [6]. The works are actively
performed to study the propagation of Gaussian and
vortex beams under the atmospheric turbulence con-
ditions over the significant distances, up to
1000 m [7].

A special place is held by the data transmission
issues over distances of more than a thousand kilo-
meters using the low-orbiting spacecrafts with the
appropriate equipment [8-11]. If back in 2017, the
paper [9] reported the achieved key transmission
speed of “several kilohertz” to a satellite located at
a distance of 1200 km from the Earth, then in 2021 it
was already reported about an “integrated fiber-optic
and satellite network” with a total length 4600 km
and the secret key transmission to the satellite at
a speed of 47.8 kBit/s [10]. It shall be noted that the
possible application of beams with an axially sym-
metric polarization structure in the space systems,
i.e., having the spatial polarization modulation in
a plane orthogonal to the propagation direction, as
the base beams that form a polarization cryptographic
key is shown in the paper [11].

Almost all well-known papers devoted to the quan-
tum key distribution (QKD) apply the BB84 protocol
that uses two bases, each of which contains two pho-
ton states. In the first basis, the photon is linearly
polarized in a vertical or horizontal way (0° or 90°); in
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ONTHYeCKON U CIIyTHUKOBOM CeTH» OOIIell IPOTSKeH-
HOCTBIO 4600 KM M CKOPOCTBIO II€pefadyu CeKpPeTHOIo
K/II0Ya Ha CIOYTHUK co cKopocTeio 47,8 kbut/c [10].
OTMeTHM, YTO BO3MOXKHOCTb HCIIOJIb30BaHHS
B KOCMHYECKHX CHCTeMaX IIy4KOB C aKCHaJIbHO-
CUMMETPUYHOM IIO/ISIPHU3ALIMOHHOM CTPYKTYPOH, T.e.
00/1afjaloUuX IPOCTPAHCTBEHHOM MOZIYISIIMEl I10/s-
PH3allMKU B IUIOCKOCTH, OPTOrOHA/JIBHOMW HaIlpaBiie-
HUIO PacIIpOCTPaHeHHs, B KauecTBe 6a30BBIX ITYUKOB,
bOpMHPYIOIIMX MOMSIPHU3ALHOHHBIN KpUIITOrpadudye-
CKHH, KJII0Y [T0Ka3aHa B pabore [11].

[IpakTH4YeCKH BO BCeX M3BEeCTHBIX paboTax IIo
KBAaHTOBOM paccelike Kiao4a (KPK) B kocMoce TpHMe-
HsIeTCsl IIPOoToKo/l BB84, MCIIONB3YIOUUK [Ba 6asuca,
KOKOBIM K3 KOTOPBIX CONEPSKHUT IO [Ba COCTOSHHUS
¢doroHa. B mepBom 6asuce GOTOH JHHEHHO IIOJS-
PH30BaH BEPTHKAIbHO UK TOPU30HTAJIBHO (0° KN
90°), BO BTOpoM - (QOTOH JIMHEMHO IOJISPHU30BaH
JuarodanabHo (45° uau 135°). 9To, B YaCTHOCTH, o6y—
CJIOBJIEHO HEeYCTOHMYHBOCTBIO «(a30oBBIX» IMPOTOKO-
JIOB IPH PacIpOCTpPaHEHUH CBeTa B TypOy/lIeHTHOH
aTtMmocdepe.

BMmecTe ¢ TeM He0b6XOOUMO OTMETHUTh, YTO IIPUMe-
HeHMe ITpoTokosna BB84 c mcronp3oBaHueM 6a3mcoB,
OCHOBAaHHBIX Ha JIMHEHHOH II0/ISIpH3aluu (OTOHOB,
ons 3amad KPK gas HI/I3K00p6I/ITaJ'[beIX KOCMHYe-
CKHMX aIlllapaToB MMeeT CBOW TPYAHOCTH, CBSI3aHHbIE
C HeoOXOAMMOCTBIO B KaKIOM MOMEHT BpeMeHH QHK-
CHPOBATh I10JI0’KeHHe IIJIOCKOCTH I10JIIPU3aluU CBeTa
KakK Iepefarolier, TaK U NPHUeMHOM CUCTeMaMH Ha
3eMJie U B KOCMOce. AHa/IM3 II0Ka3bIBaeT, YTO B IIepe-
JAIOMMX OIITHUKO-JIa3ePHBIX CHCTeMaX COCTOSHHE
MONApU3ALMY CYLIeCTBEHHO H3MeHSeTCsS IS pas-
JTUYHBIX TodeK monycdepsl [12]. B ciydae monsipu-
3al[MOHHOIO IIPOTOKOJIA 3TO O3HA4yaeT 3aBHCHMOCThb
JBYX pPa3BepHYTHIX Ha 45° cMCTeM KOOpAMHAT OT B3a-
MMHOM OpHeHTalllH Ilepefalollero Teaeckoma K Koc-
MMYEeCKOro alrapara.

JaHHYI0 3aBHMCHMOCTh MOXXHO YCTPaHUTb, €CIH
HCIIO/Ib30BaTh IIyYKH C aKCHAJIbHO-CUMMETPHYHOU
IIOJISIPU3ALIMOHHOM CTPYKTypoH [13-15].

OToeNnbHBIMU 33Jla4aMHU SIB/ISIETCS KaK II0JIyYeHHe
IIy4KOB C 33JJaHHOMN aKCHUAJIbHOM IOJSPU3aLIMOHHOM
CTPYKTYpOI, TaK M HX AeTeKTHpoBaHHe. CI1ocobbl
UX IIOJIyYeHHUS MOXHO pasle/llTh Ha [OBa OCHOB-
HBIX: IepBbIM — 3TO BHYTPHUPE30HATOPHBIE MeTOJEI,
KOIZla BMEeCTO OCHOBHOM MO[BI JIa3epa FreHepHUPYIOTCA
MoAbl mepBoro mopsaxka [16, 17], u BHepe3oHATOp-
Hble METOABl C IIOMOIIbI0 AUPPAKIMOHHBIX OIITH-
yecKUx 3nemeHToB [18]. B [19] 6pUIO IIOKAa3aHO, YTO
IIy4KH BTOPOrO IOpsiika 06pa3yloTcs IpH OTPaskeHUH
JTMHENHO II0/IIPH30BAHHOIO IIy4Ka OT YTOJKOBOTO
orpakatens [20, 21], B YaCTHOCTH, IIPU HUTUYHUH
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the second basis, the photon is linearly polarized in
a diagonal way (45° or 135°). In particular, this is due
to the instability of the “phase” protocols during the
propagation of light in a turbulent atmosphere.

At the same time, it should be noted that the
application of the BB84 protocol using bases based
on linear polarization of photons for the tasks of
low-orbit spacecraft has its difficulties associated
with the need to fix the position of the plane of
polarization of light at each moment of time, both
transmitting and receiving systems on earth and in
space. The analysis shows that in the transmitting
optical and laser systems, the polarization condi-
tion is changed significantly for different points
of the hemisphere [12]. In the case of the polariza-
tion protocol, this means the dependence of two
coordinate systems rotated by 45° on the relative
orientation of the transmitting telescope and the
spacecraft.

This dependence can be eliminated if the beams
with an axially symmetric polarization structure are
used [13-15].

The separate tasks are both obtaining the beams
with a given axial polarization structure and their
detection. Their generation methods can be divided
into two main ones: the first group include the intra-
cavity methods, when the first-order modes are gen-
erated instead of the main laser mode [16, 17], and the
extracavity methods using the diffractive optical ele-
ments [18]. The paper [19] has shown that the second-
order beams are generated when a linearly polarized
beam is reflected from an angle reflector [20, 21]. In
particular, a second-order optical vortex is generated
in the presence of a special interference coating of the
faces. The beam detection issue can be solved either
by using a device that acts as a radial polarizer [15], or
by using a device similar to the diffraction sorter, for
example, [22].

The purpose of this paper is to propose an imple-
mentation of the well-known BB84 protocol for
a space-based quantum data transmission system.
A feature of such an implementation shall be its
invariance in relation to the rotation around the z axis
coinciding with the beam propagation direction.

1. BEAMSWITH AN AXIALLY SYMMETRIC
POLARIZATION STRUCTURE

In the case of an axially symmetric polarization struc-
ture, regardless of the radial coordinate in the beam
cross-sectional plane, each azimuth value corre-
sponds to a certain orientation of the vector oscilla-
tion plane E that is changed so that when returning
to the original azimuth value, this plane makes an
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CIIeIUAJIPHOT0 HHTePPePeHLIMOHHOTO ITOKPBITHS
rpaHer, GOpMHUPYeTCS ONTHYECKUIH BHUXPbh BTO-
poro mopsAkKa. 3ajada [eTeKTHPOBAHHUS IIYIKOB
MOXKeT OBITh pelleHa WM NPU MOMOIIM KCIIONB30-
BAaHUS YCTPOICTBA, BBIIIOTHSIOIIEIO POJIb pafHasib-
HOTO Hossipusartopa [15], WIK OPU MOMOILU YCTPOU-
CTBa, AHAJIOTMYHOMY IHPPAKLIMOHHOMY COPTeEpY,
CM., HallpuMep, [22].

Llenp HacTosIIIEN PaboThl — IIPEIJIOKUTH peanu3sa-
LIMI0 M3BECTHOIO ITPOTOKONa BB84 1 KOCMHUYECKOH
CHUCTEMBI Ilepefadyl KBAaHTOBOM HHdopmanuu. Oco-
6eHHOCTBIO TAKOHM peaiu3alllu JOIKHA ObITh ee MHBA-
PHAHTHOCTb OTHOCHUTETIBHO IIOBOPOTa BOKPYI OCH Z,
COBIIQJAIOIIEN C HAIpaBAeHHEeM pacIIPOCTPaHEeHHUSs

IIy4Ka.
1. TMYYKHA
C AKCUAZIbHO-CUMMETPUYHOM Puc. 1. FTeomempus pacnpocmpaxeHus ny4Kos ¢ akcu-
NONSAPU3ALLMUOHHOWM CTPYKTYPOM anbHoli cummempueli: 1- nepedamuuk, (pacnonoxeH
B cnydae akCHaIbHO-CHMMETPHUYHON IOISIPU3ALIUOH- |  HA 3emAe), 2 — npuemHUK (pacnonoxeH Ha cnymHuke);
HOM CTPYKTYPBI, HE3aBUCHUMO OT PaJHaJIbHOM KOOPOH- | (- Y201 1080pOma paduyc-6eKmopatr, Z - HanpasneHue
HaThl B IJIOCKOCTH IIOII€PEYHOr0 CeYeHMs IydKa, KaXk- |  pacnpocmpaHeHus
JIOMY 3HaUEeHHIO0 a3HMYTa COOTBETCTBYET OIlpeJie/IeHHAas Fig. 1. Propagation geometry of the beams with axial sym-
OpHeHTalMs TUIOCKOCTH KoJlebaHuil BekTopa E, KoTo- metry: 1- transmitter (located on the ground), 2 - receiver
pasi U3MeHsIeTCsl TaK, UTO IIPY BO3BpalleHUHU K ucxon- | (located on the satellite); ¢ - rotation angle of the radius
HOMY 3Hau4eHHIO asMMYyTa 3Ta IUIOCKOCTh COBepIIaeT vector r, z - direction of propagation
Ile0e  4UCI0  060pOTOB. IMonsapu3allMOHHO-

CHUMMeTPHYHBIE CTPYKTYPhI KMEIOT
10 ABe MOAUGUKAILIUU, B 3aBUCU-
MOCTH OT HaIIpaBjIeHHs II0BOpPOTa Tabnuua 1. PopMmnpoBaHme YeTbipex 6a30BbIX MYHKOB C MOMOLLLIO MOJ,
IIJIOCKOCTH KoebaHUI BeKTOpa E. SpmuTa-Taycca nepeoro nopsaka: R-ny4ok (Pr-nyyok); A-ny4ok (Ar-nyyok);
ITongpusanioHHas CTPYKTypa LR = 1CM-ny4ok; RR = MCM-ny4ok
3THX IIYYKOB MHBapHaHTHA K IIoBo-  Table 1. Generation of four basic beams using the first-order Hermite-Gauss
POTY OTHOCHTEJIBHO OCH IIy4Ka: modes: R-beam (RP-beam); A-beam (AP-beam); LR — LTP beam; RR — RTP beam
COCTOSIHME IIO/IIPU3alMH COXPAHS-

O603HayeHne [lepBas BTopas CoBo- MaTpuua J)KoHca
€TCA BAO/Ib PAAMYyC BEKTOPA I UL Designation mMoaa MoAa KYMHOCTb  Jones matrix
IIPOM3BOJJIBHOI'O a3HMMYTA/JIBHOTI'O First Second Moz
yrna “P (pI/IC. 1). mode mode Set Of

. modes
B nmaHHOU pa60Te Hy4YKH

c aKCHAJIBHO-CHUMMETPHUYHOU PM-ny4oK
MOISPU3ALMOHHON CTPYKTypOH RP-bean e e
I[IpeajiaraloTcsa HCIIO/Ib30BaTh IIPpHU
Iepeflaye KBAaHTOBBIX KIIIOUEH

. cos
e
sing

2 All-nyyok .
B KOCMMYECKOM IIPOCTPAHCTBE II0 AP-beam D =[—SIH<PJ
IpoToKosny BB84. 4\ cose
B Tabn. 1 mokasaHo, Kak ¢dop-
MHPYIOTCSI aKCHAJIbHO-CUMMET- 3 Nicn-ny4ok
LTP-beam

PHUUYHBle CTPYKTYPbl, COCTaBIISIIO-
mye Habop mis MomHUPHUIIH-
POBAHHOIO IIOJSPH3ALMOHHOIO 4 NCrh-nyuok
IpOTOKOAa. Ba3oBBIMH OPTOro- RPT-beam
HQJIBHBIMHU II0JISPHU3ALIHOHHBIMU
CTPYKTYpPaMHU MOISIPHU3ALILOHHOTO

5, - [—sin((p + 45°)]

cos(¢p+45°)

5 [cos((p+ 45°)]

sin(e+45°)

i
o
i
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IIPOTOKOJIA SIBJIIOTCS Iy4KH, 0O6pa3oBaHHBIE BEKTOP-
HOM CylepIo3HliMell JTHHeNHO-IIONSPU30BaHHBIX
Mop dpmura-Taycca ¢ uHgekcamu 10 u 01 (tabu. 1).
9T0: paduanbHas TOASPU3AIMOHHAS CTPYKTYpa — BeK-
Top E B KaXk/I0¥ TOUKE IOIEPEYHOM IIOCKOCTH OPH-
eHTHUPOBaH BAOAb paguyca (PII-Iy4oK), asumymans-
Haa - BeKTOp E HampasieH B KaXKAOH TOUYKe IIO
KacaTeJlbHOM K KOHLIEHTPHYeCKHM OKPY’KHOCTSIM
(AIl-Iy4oK), ¥ [IBe OPTOTOHAa/IbHbIE IONSPHU3AIHOH-
Hble CTPYKTypHl, obnajaroniyde akKCHa/JbHOM CHMMe-
TpHel, KOTOpble Pa3BepHYTHl Ha 45° OTHOCHUTE/IBHO
PIl-my4yka u All-my4ka: mpaBo-ckpydyeHHas (ITCII-
IIy4oK) U JieBockpydeHHas (JICII-mydok). BekTopel
IbkoHCca B Tabn. 1 3amMcaHbl B ILHJIMHIPHUYECKOM
6asuce, rae ¢ - a3MMyTaJIbHBII YIOJI.

B3aumopericTBre 6a30BBIX ITYYKOB C PafHAIbHBIMU
IIOISIPU3ALMOHHBIMU 3/IeMeHTaMH YA0OHO JeMOH-
CTPUpPOBaTh B CIIeLIHMa/IbHOM IIO/ISIPU3aLlMOHHOM (CIIH-
pasibHOM) 6a3mce.

2. CIMAUPAJIbHDbLIE BA3UCDI

Js ynobcTBa MaTeMaTHYeCKHX BBIKJIA[OK HCIIOJb-
3yeM CIIHpajbHbIe 6a3KCBI, KOTOpBIe 3aJAI0TCS C IIOMO-
IIBIO IBYX MaTpHLL [8]:

P cose sing
- -sing cos¢
cos¢ -—sin
N- ¢ ¢ o))

sing cose

IJe @ - a3MMYTaJILHBIM yroJl, OTCYMTBIBA@MBIM OT TaK
Ha3bIBaeMOM HYJIeBOU II0JIyOCH, B HAIIPaB/IeHHUU KOTO-
POX MaTPHLIbI CTAHOBATCS eJUHUYHBIMH.

Matpuua P onuchiBaeT mepexof BekTopa JIkoHca D
13 IeKapToBa B CIIMPAJIbHBIM P-6a3uc, Izie cooTBeTCTBY-
IOLUI BeKTOp JKOoHCa bymeM 0603HaUaTh MHIEKCOM p,
a maTpuua N - B CIHUPaIbHBIN N-6a3KC ¢ HHIEKCOM fi.
Ecmu HyneBas IO/IyoCh COIVIAaCOBaHA C OChI0 X JeKap-
ToBa basuca, ToO UMeeM:

D,=PD, D, =ND. )
I[TpeobpasoBaHKe MaTpHIBI [IKOHCA T; M3 meKapro-
BOTO IOJISIPU3allMOHHOrO0 6asuca B Matpuiy T, B ciiu-
pasibHOM 6a3rice U 06paTHO OCYINECTB/ISIETCS CIefyio-
UM 06pa3om:

T,=PIN, T,=NT,P. (3)

CobCTBeHHBIMHU [I/Is CIIMPAIbHOTO 6a3uca SBASIOTCS
IIOJIAPH3ALIMOHHbIe CTPYKTYphI PII-iy4uka u All-iy4ka,
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integer number of revolutions. The polarization-
symmetric structures have two modifications depend-
ing on the rotation direction of the vector oscillation
plane E.

The polarization structure of these beams is invari-
ant to the rotation relative to the beam axis: the
polarization condition is maintained along the radius
vector r for an arbitrary azimuth angle ¢ (Fig. 1).

In this paper, the beams with an axisymmetric
polarization structure are proposed to be used when
transmitting the quantum keys in outer space using
the BB84 protocol.

Table 1 shows how the axially symmetric structures
that make up the set for the modified polarization
protocol are generated.

The basic orthogonal polarization structures of the
polarization protocol are the beams formed by a vector
superposition of linearly polarized Hermite-Gaussian
modes with the indices 10 and 01 (Table 1). This is
a radial polarization structure, since the vector E at
each point of the transverse plane is oriented along
the radius (RP-beam), and an azimuth polarization
structure, since the vector E is directed at each point
at a tangent to the concentric circles (AP-beam), and
two orthogonal polarization structures with axial
symmetry that are rotated at 45° relative to the RP-
beam and AP-beam: right-twisted (RTP-beam) and
left-twisted (LTP-beam). The Jones vectors in Table 1
are recorded in a cylindrical basis, where ¢ is the azi-
muth angle.

It is convenient to demonstrate the interaction of
basic beams with the radial polarization elements in
a special polarization (spiral) basis.

2. SPIRAL BASES

For the convenience of mathematical manipulations,
the spiral bases that are specified using two matrices [8]
are used:

P cose sing
| -sing coso
cosg -sin
N=| ¢ ? )

sing cose
where ¢ is the azimuth angle, measured from the so-
called neutral semi-axis, in the direction of which the
matrices become unitary.

The matrix P describes transition of the Jones vector
D from the Cartesian to spiral P-basis, where the rele-
vant Jones vector will be denoted by the index p, and
the matrix N describes transition to the spiral N-basis
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y KOTOpBIX BeKTOp E Bpallaercs NPOTHB YacOBOH
CTpeJIKH IPY M3MeHeHHH a3iMYyTJIbHOIO YI7a (@, IIPU
3TOM IOISIPU3aLIMOHHAsI CTPYKTypa He H3MeHseTcs
IIpY [TOBOPOTaX OCEH KOOPAHHAT.

[Ipu mpeobpa3oBaHUU U3 JeKapToBa basuca B CIIH-
PIBHBIN p-6a3uc BeKTOPBI [KOHCA JAHHBIX ITYYKOB
pruobpeTaroT CIefyIOUIUK BHL:

By, - @ b, - @ @

Jins N-6asuca cobCTBeHHBIMU SIBJISIIOTCS IIONISIPH3a-
L[MOHHbIE CTPYKTYPBI C IOBOPOTOM IIJIOCKOCTH Kojeba-
HUH BekTopa E II0 4acoBoil cTpenke. B aTom ciydae
[TOJIIPU3ALIMOHHAS CTPYKTypa H3MEHSETCS IIPH I10BO-
pOTe ileKapToBoro 6asuca.

Bexroper [xxkoHca IICII-my4uka u JICII-iy4Kka B CIIK-
pasibHOM 6a3rce HMeIOT BUJL:

D, - Q[lj, Dy - g[ ‘11]. 5)

3. PAOUAJ/IbHbIA NONAPUIATOP
N YCTPOUCTBA HA EFO OCHOBE

HeobxoouMBIM YCTPOMCTBOM )i pealH3aliuy Iepe-
a4y KBAHTOBOIO K/IKOYa, a MMEHHO i1 UIeHTUDHU-
KallUM Pa3JIHYHBIX 6a30BBIX COCTOSIHHM, SIBIISETCS
paduanvplii monspusaTop (PII). OCH IIPOIyCKAHHUS
paluanbHOTO IIOJSpM3aTODa HaIDaBjJIeHbl BIOJIb
IIOIIePEYHOTO Pafinyca r=./X*+y* (¢ =const). B a3umy-
Ta/IbHOM HAIIPaBJIe€HUH, T.e. IIPHU OPHEHTALIUH BeK-
Topa E 10 KacaTenbHBIM K KOHIIEHTPUUECKUM OKPYK-
HOCTSIM, IPOIlyCKaHHe PaBHO HyII0. ITokakem, Kak
PII MOXXeT ObITh IIONy4eH C IIOMOILBIO OOBIUHOIO
JTHMHENHOIo MOJIpHU3aTopa, PacIIONOKEHHOI0 MeXAY
IBYX CIIMPa/IbHBIX BpalllaTenew [23].

Matpuubl [PKOHCA II0JIOKMTE/IPHOIO P U OTpHIA-
TeJIbHOr0 N CIIMPA/IBHOTO BpalllaTess B JeKapTOBOM
6asrce UMEIOT BUL:

cos(p-o) sin(ep-o)

’

-sin(¢-a) cos(p-a)

N cias((p—oc) -sin(g-o) . -
sin(¢-a) cos(p-a)

rge @ - a3’MMYTaJbHBIM YTojl, OTCUYUTBIBA@MBIK OT
TOPHU30HTAJIBHOM oCH X leKapToBa 6asrica B Iomepeu-
HOM CeYeHHH ITy4YKa; o — yrol, KOTOPBIHA COCTABIISIET
HyAesyt0 TIOTTYOCh CITMPAJIBHOTO BpallaTesIs C OChIo X.

=

with the index . If the neutral semi-axis is consistent
with the X-axis of the Cartesian basis, then we have:

=ND. ®)

Transformation of the Jones matrix T, from the Car-
tesian polarization basis to the matrix T, in the spiral
basis and vice versa is performed as follows:

T -PTN,T,-NTP. (3)

The polarization structures of the RP beam and the
AP beam are intrinsic to the spiral basis, in which the
vector E is rotated counterclockwise when the azimuth
angle ¢ is changed, while the polarization structure
does not change when the coordinate axes are
rotated.

When transforming from the Cartesian basis to the
spiral p-basis, the Jones vectors of these beams acquire
the following form:

D, - [éj b, - [f) @

The polarization structures with a clockwise rotation
of the vector E oscillation plane are intrinsic for the
N-basis. In this case, the polarization structure is
changed when the Cartesian basis is rotated.

The Jones vectors of the RTP beam and LTP beam in
a spiral basis have the following form:

D, - g@ D, - g[ ‘11]. ©

3. RADIAL POLARIZER AND DEVICES
ON ITS BASIS

A necessary device for implementing the quantum key
transmission, namely for identifying various basic
states, is a radial polarizer (RP). The radial polarizer
transmission axes are directed along the transverse
radius r= /x> +y* (¢ =const). In the azimuth direction,
i.e. when the vector E is oriented tangent to the con-
centric circles, the transmission is equal to zero. We
will show how the RP can be obtained using a conven-
tional linear polarizer located between two spiral rota-
tors [23].

The Jones matrices of the positive P and negative N
spiral rotator in the Cartesian basis have the following
form:
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CriypasibHble BpallaTelud MOTYT OBbITh IOTSIPHBIMU
WIK HEIONSPHBIMH, B 3aBUCHUMOCTH OT TOTO, H3Me-
HSIOT JTU OHH CBOM 3HaK JI/1s1 0OPaTHOM BOJIHBI.

IlycTh Hy/eBas II0JyOCh IBYX CIIMPa/IbHBIX Bpa-
IIaTe/Ied Pa3sHOIO 3HAaKa COBIIAJAeT C OChl0 X JeKap-
ToBa 6asuca. PacIIO/IOKMM HIealbHBIN JIMHEMHBIHA
[OJISPHU3aTOP MEXAY 3THMH [OBYMS BpalllaTelsMH
TaK, YTO OCb €r0 HaubOJbIIero MpoMyCKaHHUS COCTAB-
nsa yron B¢ ocero X. Marpuna JPKOHCAa TAHHOTO
IIO/ISIPU3ALIMOHHO-HEOAHOPOSHOIO YCTPOHCTBA byneT
HMeTb C1eyIOIU I BU],:

T(8)- cosg —sing cosp —sinf 10|,
" sineg  cose sinp  cosP 00
y cosB sinfP cosg sine |
—-sinp  cosP —sing cosg |

cos* (o +B) sin(¢+p)cos(o+B)

B sin(¢+p)cos(o+B) sin®(o+B) . v

[Ipu P=0 maHHOe MOISPU3ALMOHHOE YCTPOMCTBO
SIBJISIeTCS PaUAIbHBIM IIOISIPU3aTOPOM, KOTOPBIL He3
motepb mpomyckaer PII-myuok, BekTop E KoTOporo
OPHEHTHPOBAaH BJO/b II0IIePeYHOro pajuyca (BeKTop
IxoHca D,) v momHOCTbIO mmorsomaeT AII-IIy9oK C a3y~
MYTQJIBHOM IIOJISIPHU3aLIMOHHON CTPYKTYypoH (BeKTOp
I>xoHca D NE

PaguanpHBI IONSPU3ATOP QOPMHUPYeT U3
JTHHEeMHO IOJISIPU30BAaHHOIO CBeTa IIY4YOK C pafHallb-
HOM I10IIPU3aLIMOHHOM CTPYKTYPOM, He3aBHCHMO OT
OpHEeHTALlMK IUIOCKOCTH KoleGaHui BekTopa E -
IIO/ISIPHU3allMOHHOIO0 a3MMyTa Y, OJHAKO IIPHU 3TOM
H3MeHseTCsl HHTeHCHUBHOCTD ITyUKa:

T.(0)B(y) cos’¢  singcose | cosy
' v sinpcosep  sin’¢ siny
coso
=[ . ]COS((p—w), (8)
sing

Tie BEKTOp I>roHCa JTUHEMHO IIOJIIPH30BAHHOTI'O CBETAa

3aIlMCaH B BHUE:
- cosy
D(w)=[ : ]
siny

IToTepu B 3TOM Ci1y4ae JOCTHUIaKOT 50%.
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) cos(p-o) sin(ep-o)

’

-sin(gp-a) cos(p-a)

N c?s((p—a) -sin(g-o) . ©
sin(¢-a) cos(p-a)

where ¢ is the azimuth angle measured from the hori-
zontal X-axis of the Cartesian basis in the cross section
of the beam; a is the angle made by the neutral semi-
axis of the spiral rotator with the X-axis.

The spiral rotators can be polar or non-polar, depend-
ing on whether they change their sign for a reverse
wave.

Let the neutral semi-axis of two spiral rotators with
various signs coincide with the X-axis of the Cartesian
basis. Let us place an ideal linear polarizer between
these two rotators so that the axis of its greatest trans-
mission makes an angle B with the X axis. The Jones
matrix of this polarization-inhomogeneous device will
have the following form:

T(8)- cose —sing cosp —sinpP 10|,
" sing  cose sinf  cosp 00
y cosB  sinf cos sine |
—-sinB  cosP —sing cosg |

cos*(¢+B) sin(¢+pB)cos(o+B)

B sin(¢+p)cos(o+B) sin®(@+B) . v

When =0, this polarization device is a radial polar-
izer that transmits the RP-beam without any losses,
the vector E of which is oriented along the transverse
radius (Jones vector D,) and completely absorbs the AP
beam with an azimuth polarization structure (Jones
vector D,).

A radial polarizer generates a beam with a radial
polarization structure from the linearly polarized light,
regardless of the orientation of the vector E oscillation
plane - polarization azimuth y, however, the beam
intensity is changed:

T.(0)B(y) cos’p  singcose | cosy
' M sinpcosg  sin?¢ siny
cosg
={ . ]cos((p—\u), (8)
sing
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M3 LUpPKYJISPHO-TIONSIPU30BAHHOIO CBeTa pafitiallb-
HBIM TIO/SIPU3aTOp GOPMHUPYeT ONTHUYECKHUM BHUXPb
C PaJlKa/IbHOM II0JISIPU3aLlMOHHOM CTPYKTYPOH :

R OF
sinpcose  sin’¢ L
CosQ .
= . explio), 9
ot fsal ®

IIPH 3TOM IIOTePHU paBHEI 50%.

Ecnu B (5) mepecTaBUTh MeCTaMHU CIIMPa/IbHbIE Bpa-
IaTeNIH, TO IOMTy4aeTcs YKe 2unepboaudeckull TIOMsIpH3a-
TOp, COOCTBEHHBIMHU COCTOSTHUSIMU IONISIPU3ALIMH KOTO-
POro ABJISIOTCSA BEKTOPHI [IKOHCA, Y KOTOPBIX B OTIMYHE
ot PII-myuka u AIl-iyuka BeKTOp E Bpalaercs 1o yaco-
BOH CTpeJIKe IIPY YBe/IMUeHHUH a3iMYTa/IbHOIO yIJIa

~ cos - sin
DNlr=[ : ? ]’ DN1a=[ ? ] (10)
-sing —Cosg

Ecnu B (5) UcIonp30BaTh MONSIPHBIE dapazieeBCKie
CIHpajbHble BpalllaTeld, TO JAaHHOe YCTPOHCTBO
6ymeT mpencTaBIsTh CO60M PafHaIbHBII II0ISIPHU3ATOP
IJ1sL OfTHOTO HAIlpaBIeHHs U TUIepOoTYecKHil MMOIs-
pH3aTop [ NPOTUBOIIONOXKHOro. COOTBETCTBEHHO
B OIHY CTOpPOHY OyfeT MpoXonuTh 6e3 morepp D
a B Ipyry:o CTOpoHy - D, .

Marpuna [IKOHCA PajHaJbHOIO IIOAsSpHU3aTOpa
B CIIMPaIbHOM P-6a3rce MMeeT BUA:

Trp=( (1) 8 J 1)

CoOTBETCTBEeHHO MaTpHla [KoHca Tumepbonmye-
CKOTO IOJISIPU3aTOpPa UMeeT aHAJIOTUYHBIN BU/J, B CITH-
pansHOM N-6asuce.

PaguanbHBIM IOASPHU3aTOpP, pa3BepHYTBIM Ha
yron 3, B criipasbHOM 6a3uce MMeeT BU],

T (B)= cosB -sinf 10 cosp sinp |
"W sinB cosp 0 0 )| -sinp cosp |

[ cos’P sinBcosB]

sinBcosp  sin’p

P1r?

(12)

KpoMe pagHa/NbHOrO MOJASpHU3aTOpa, MJIS aHa-
JK3a KPHUIITOrpaduueckoro Kiaoda TpedyeTcs HMeTh
elle TPU YCTPOMCTBA. Bo-IIepBBIX, 3TO PaJHUaIbHBIM
MOJISIPHU3aTOp, Pa3sBepHYTHIM Ha 90°, HMIH, OPYTHMHU
CJIOBAMH, AKCUAAbHBI IIOIIPHU3ATOP, KOTOPBIM IIPOILY-

=

where the Jones vector of linearly polarized light is
described as follows:

. cosy
Dlv) =[ siny ]

In this case, the losses reach 50%.

The radial polarizer generates an optical vortex with
a radial polarization structure based on the circularly
polarized light:

sinecose
CosQ
| sing

In this case the losses are equal to 50%.

If we rearrange the spiral rotators in (5), then we
obtain a hyperbolic polarizer, the eigenstates of polariza-
tion of which are the Jones vectors, in which, unlike
the RP beam and the AP beam, the vector E is rotated
clockwise as the azimuth angle increases:

T(0)D- cos’e  singcose | 1 )
sin’ ¢ i

]exp(icp), 9)

cos@

- - sing
D, = ,D.. = ) 10
N1r [ —Sil‘l(p J Nla [ —COS(p ] ( )

If polar Faraday spiral rotators are used in (5), then
this device will be a radial polarizer for one direction
and a hyperbolic polarizer for the opposite direction.
Accordingly, D, will pass in one direction without any
losses, and DNh - 1in the other direction.

The Jones matrix of a radial polarizer in a spiral
P-basis has the following form:

rrp{ (1) 8 J (1)

Accordingly, the Jones matrix of the hyperbolic polar-
izer has a similar form in the spiral N-basis.

The radial polarizer, rotated by B, has the following
form in a spiral basis:

T (B)= cosp -sinf 10 cosp sinp |
" sinB cosp 0 0 )| -sinp cosp |

cos’p  sinPcosP
sinpcosp '

sin’p w2
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=

ckaeT 6e3 mortepb AIl-my4oK. Martpuiia JI’KOHca 3TOro
YCTPOMCTBA B CIIMPa/IbHOM ba3rice MMeeT BUT,

Tﬂ=00?
o1

YTO COOTBETCTBYET II0[ICTAHOBKE B (12) [3=90°.

PaguanbHBIN IOASIPU3aTOP, pa3BepHYTHIM Ha
yros 45°, OIIKCBIBAeTCs B CIIMPaIbHOM 0a3uce MaTpH-
e J>KoHca:

Trp(45°)=%[ 1 } ] (13)

JaHHOe IIONAPH3aLlMOHHOE YCTPOMCTBO IIOJIHO-
CTBIO ITPOIyCKaeT 3akpydyeHHBIH IICII-IIy40K U IIOTHO-
CTBIO TaCUT OPTOrOHAJIBHO MONSPHU30BaHHBIN JICII-
nydyok (4). [as OBYX APYTHX IONSPHU3ALMOHHBIX
CTPYKTYP (3) IpoIlyCKaHHe SIBJISIeTCS YAaCTHYHEIM.

3aMeTuM, UTO eC/Id IIPUMEeHSITh YCTPOHCTBO, COCTO-
silllee M3 JIMHEMHOrO IOJISpHU3aTOpa U ABYX CIIHpPalb-
HBIX Bpamiartened (7), TO, IIOBOPAYHBAs JUHENHBIN
IIO/IIPU3aTOP Ha yro +45°, MBI IIoy4aeM /Ba yCTPOU-
cTBa a1 nponyckadusa [ICII-myuka u JICII-my4yxka.

CoBOKYITHOe [IeHCTBHe YeThlpeX IMOJISPU3aLOHHO-
HEOZHOPOAHBIX YCTPOMCTB Ha 6a30Bble COCTOSIHUS
MONSpU3aLUKM MOAUGHULUHMPOBAHHOIO KBAaHTOBOIO
K/II0Ya HWTIOCTPUPYeT Tabir. 2.

4. ONMNUCAHUE NMPOTOKOIJA

IlonokeHHe IUIOCKOCTH KoneGaHuM Bekrtopa E Ha
BBIXOZIe U3 OITHKO-JIa3epPHOM CHCTEMBI H3MeHSeTCs
B IIMPOKHX IIpefiesiaX. TO CO3[aeT MpobieMbl IIPU
ompefie/leHHY OpHeHTAlUK 6a30BOM CHCTeMBI KOOPIH-
HaT MpM IepeJayd IONSPU3AIMOHHOIO K/IH0Ya
€ 3eMaU Ha 60pT U obpaTHO. [IprMeHeHUe ONSIPU3a-
I[MOHHO-CHMMEeTPHYHBIX CTPYKTYP I103BOJIsIeT PeLIUTh
IOAHHYIO IIpobieMy.

B cucreme s1a3epHOM CBSI3M C KBAaHTOBOHM KPHIITO-
rpaduer o IpejjaraeMoMy IIPOTOKONY GOPMHUPY-
I0TCSL YeThIpe pOTOHA M3 OCECHMMETPHUUHBIX MTY4YKOB
YyeThIpeX BHMOB, ITOKa3aHHBIX B TabJ. 2, C IOMOIIbIO
YyeThIpex YCTPOMCTB C HCIIOb30BAaHHEM PalaJIbHOIO0
IIOJIIPU3aTOpPa B UYeTHIpeX OpPHeHTAalUsX. B mpuem-
HOM YaCTH COOTBETCTBEHHO IPHUMEHSIOTCS TaKHe Ke
YeThIpe IO/ PU3aIIHOHHBIX YCTPOKCTBA.

IlepBoe IONSPHU3ALIMOHHOE YCTPOMCTBO ~ pafHasib-
HBIN IOJISIPHU3aTOP, KOTOPBIK racuT AII-ITy4OK M IIpPO-
nyckaeT PII-myuyok. B ciupanpHOM 6a3uce uMeeM:

nome=( g o o )(o )
o) e
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In addition to the radial polarizer, three more devices
are required to analyze the cryptographic key. Firstly, it
is a radial polarizer, rotated by 90°, or, in other words,
an axial polarizer that transmits the AP beam without
any losses. The Jones matrix of this device in a spiral
basis has the following form:

Tﬂﬁ[ 00 J
01

that corresponds to the substitution in (12) f=90°.
The radial polarizer rotated by 45° is described by the
Jones matrix in a spiral basis:

Trp(45°)=§[ 1 ] (13)

This polarization device completely transmits the
twisted RTP beam and completely quenches the orthog-
onally polarized LTP beam (4). For the other two polar-
ization structures (3), the transmission is partial.

It should be noted that if we use the device consist-
ing of a linear polarizer and two spiral rotators (7), then
rotation of the linear polarizer by an angle of +45° will
lead to two devices for transmitting the RTP beam and
the LTP beam.

The combined effect of four polarization inhomo-
geneous devices on the basic polarization states of the
modified quantum key is shown in Table 2.

4. DESCRIPTION OF PROTOCOL

The position of the vector E oscillation plane at the
output of the optical laser system varies over a wide
range. It creates problems when determining the ori-
entation of the reference coordinate system during
the polarization key transmission from the ground
abord and back. The use of polarization-symmetric
structures allows to solve this problem.

The laser communication system with quantum
cryptography according to the proposed protocol gen-
erates four photons on the basis of four types of axially
symmetric beams shown in Table 2 using four devices
with a radial polarizer in four orientations. The same
four polarizing devices are used in the receiver por-
tion, accordingly.

The first polarization device is a radial polarizer
that quenches the AP beam and transmits the RP
beam. The following matrix is obtained in the spiral
basis:

1
0
0
0 } (14)



RRRRRR RN RN R RN N R R R RN AR R R NN NN RN RN NN R AR RN RN
S m——m QUANTUM TECHNOLOGIES
RRRRRR RN RN R RN N R R R RN AR R R NN NN RN RN NN R AR RN RN

Bropoe monsipu3alioHHOe YCTPOKCTBO ~ 3TO pafu-
AJIbHBIM IIOJISIPU3ATOP, Pa3BepHYTHIN Ha 90°, KOTOPBIH
racut PII-my4yoxk u mpomyckaeT All-mmy4ok. [JaHHEBIe
BO3/I€HICTBHUSI O CBIBAIOTCS CJIeYIONTHUM 06pa3oMm:

T,p(90°)DRp=[ g (1) ](
Trp(90°)DAp=( 8 (1’ j{

TpeTbe mOJspH3aLIMOHHOE YCTPOKCTBO - 3TO pafu-
AJIbHBIM IIOJISIPU3aTOP, Pa3BepHYTHIM Ha 45°, KOTOPBIL
racut JICII-my4ok u mpomyckaet IICII-my4ok. Mmeem

B CIIMpaJIbHOM ba3uce

Tabnuua 2. Pe3synbTat BO34ENCTBUSA nonapum3aunOHHbIX 31eMEHTOB Ha NMYy4YKKN

M)
M3

(15)

follows:

Table 2. Result of the influence of polarizing elements on the beams

OpueHTaymsa
ocen
nponycKkaHus

B MPOCTPaHCTBE
Orientation of
transmission
axesinthe
space

PM-ny4ok
RP-beam

ATT-ny4ok
AP-beam

NCMN-ny4ok
LTP-beam

MCn-ny4ok
RTP-beam

YCTpONCTBO
Device

Buna nonspusa-
LINOHHOW
CTPYKTYPbI
MCXOAHOTrO
nyyka

Type of
polarization
structure of the
initial beam

PagmnanbHbIA Noss-
pu3artop
Radial polarizer

Mponyckaet
Transmission

PagmanbHbIv nons-
pv3aTop, pa3BepHy-
Thi Ha 90°

Radial polarized
rotated by 90°

He nponyckaet
No transmission

PagmanbHbIv nons-
pu3aTop, pa3BepHy-
Thi Ha 45°

Radial polarized
rotated by 45°

YacTnyHo
nponyckaer
Partial
transmission

The second polarization device is a radial polarizer
rotated by 90° that quenches the RP beam and trans-
mits the AP beam. These impacts are described as

Trp(90°)DRP=( 8 (1’ J( (1)

100, 5 9 0

The third polarization device is a radial polarizer
rotated by 45° that quenches the LTP beam and trans-
mits the RTP beam. The following matrices are avail-
able in the spiral basis:

0
O ’
0
1

R

PagmanbHbIv nons-
pu3aTop, pa3BepHy-
Thi Ha —45°

Radial polarized
rotated by —45°

YacTnyHo
nponyckaer
Partial
transmission

He nponyckaet
No transmission

lponyckaeTt
Transmission

YacTnyHo
nponyckaer
Partial
transmission

YacTnyHo
nponyckaer
Partial
transmission

YacTnyHo
nponyckaer
Partial
transmission

YacTunyHo
nponyckaer
Partial
transmission

He nponyckaet
No transmission

Mponyckaet
Transmission

YacTnyHo
nponyckaer
Partial
transmission

YacTnyHo
nponyckaer
Partial
transmission

lMponyckaeTt
Transmission

He nponyckaet
No transmission
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YeTBepTOe MONSPU3ALIMOHHOE YCTPOHCTBO — 3TO
PamHaIbHBIM IIOIIPHU3aTOP, pa3BepHYTHIM Ha —45°,
KOTOPEIM racuT IICII-my4oK U npomnyckaet JICII-Ty4oK.

Hmeem
o132 2)
N S e R

TakuM 06pa3oM, HAMH II0Ka3aHO, UTO IPUMeHeHHe
IIy4KOoB IpMHUTa-Taycca ¢ aKCHATBHO-CUMMETPUYHON
[IO/IIPU3aLIMOHHOMN CTPYKTYPOL SIB/ISIeTCS. aHAJIOTH4Y-
HBIM M3BeCTHOMY IIpOTOKONYy BB84 B cIimpanbHOM
6asuce, ogHAaKo, MpeNIOKeHHAs ITpPaKTHYecKas pea-
nu3anys obnazaeT MHBAPHAHTHOCTBIO K IIOBOPOTY
OTHOCHTEJIbHO OCH PACIIPOCTPaHeHHH 2.

[IpakTHUUecKasl peanu3alus MOXeT ObITb oOCy-
IlecTB/IeHa cleAyromuM obpasom. Ha Bxofe ONTHKO-
Ja3epHOM CHCTeMbl HaBeleHHs [OJDKeH HaXOMHThCS
Y3KOIIOJIOCHBIH JIa3ep U YeTBePThBOTHOBAS INIACTHHKA
I71s TeHepallMHd CBeTa C KPYrOBOM IIOJSpH3aLiHeH.
TakoH CBeT He3aBHCHMMO OT OPHEHTALIMH TejlecKoIla
[epefaloller CHCTeMbl COXPAaHUT KPYLOBYIO IIOJISIPU-
3anMio. Ha BbIXofle M3 CHCTeMbl HaBe[eHHs Heobxo-
OHUMO PAaCIIOIOKUTh IOISIPHU3aLIOHHOE YCTPOMCTBO,
KOoTOpoe popMHUPpYeT YeTbIpe 6a30BBIX IIYUIKa C PA3IHU-
HOM OCeCMMMEeTPUYHOH IOASIPHU3ALHMOHHON CTPYK-
Typol. Hampumep, 3To MOXKeT OBITh pafiHalTbHBIN
[IO/IIPHU3aTOP MEXAY ABYX CIIHPaJbHBEIX BpallaTesel,
KOTOPBIM [10BOPa4YHBaeTCsl B YeThIpe MOJIOKEHUS HIH
copTep. BakHBIM yC/lIOBHEM 4BJIsSeTCS COBIIafieHHe
OIITHYECKOM OCH ITy4YKa M PafHaTIbHOIO IIOIPHU3aTopa.
9TOro MOKHO JOCTUTHYTb, HCIIONb3Ysl CHCTEMY HaBe-
IeHHs C COOCHBIM ITy4YKOM, KOTOPBIM 0blafaeT JoCTa-
TOYHOIM MOIIHOCTBIO M BO3MOKHO APYTOHM JIMHOM
BOJIHBI, HAIlpUMep, 532 HM, 4YTO YHOOHO IPU IOCTH-
POBKe CHCTeMBbl. 3aMeTHM, 4YTO, KpOMe aKCHaJIbHO-
CUMMEeTDHYHOU MOJSPH3ALUOHHOM CTPYKTYPHI,
IIyYKH Ha BBIXOfle Oymy ob61agaTh CBOMCTBAMU OIITH-
YecKOro BHXPsI, IIOCKOJBKY, corjnacHo (9), ¢asopas
CTPYKTypa IIy4KOB H3MEHSeTCsl [IPOIOPLHMOHAIBHO
asuMyTaJbHOMY yriny. Kak u3BecTHoO [24 u 1p.], onTu-
yeckue BUXPHU 00/1a7aroT 6oJbller yCTOHMYHBOCTBHIO
K QayKkTyanusM aTmocdepsl, uyeM OOBIYHBIM Ja3ep-
HBIH ITY4OK.
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w1191 9(0)
TW(45°)DLRP=;( 1 } ]f[ ‘11 ):[ 8 ] (16)

The fourth polarization device is a radial polarize
rotated by -45° that quenches the RTP beam and trans-
mits the LTP beam. The following is obtained:

T
Tm(—45°)DLRP=%( L ]g[ N ]=g( N J W)

Thus, we have shown that the use of Hermite-
Caussian beams with an axially symmetric polar-
ization structure is similar to the well-known BB84
protocol in a spiral basis. However, the proposed
practical implementation is invariant to the rotation
relative to the propagation axis z.

The practical implementation can be performed as
follows. The narrow-band laser and a quarter-wave
plate shall be located at the input of the optical-laser
guidance system for generating the circularly polar-
ized light. Regardless of the telescope orientation of
the transmitting system, such light shall retain its
circular polarization. It is necessary to place a polar-
ization device generating four basic beams with
various axially symmetric polarization structures at
the output of the guidance system. For example, it
could be a radial polarizer between two spiral rota-
tors that is rotated into four positions or a sorter. An
important condition is coincidence of the optical
axis of the beam and the radial polarizer. This can be
achieved by using a guidance system with a coaxial
beam having the sufficient power and possibly a dif-
ferent wavelength, for example, 532 nm, that is
convenient for the system alignment. It should be
noted that, in addition to the axially symmetric
polarization structure, the output beams will have
the properties of an optical vortex, since, according
to (9), the phase beam structure is changed propor-
tionally to the azimuth angle. As it is known [24,
etc.], the optical vortices are more resistant to the
atmospheric fluctuations than a conventional laser
beam.

If the laser initially generates an RP beam, then
it is sufficient to apply a polarization rotator, for
example, a Faraday rotator that twists the polariza-
tion structure of the RP beam into an AP beam, a RTP
beam, or an LTP beam.
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Ecnu nasep uW3HadajabHO TIeHe-
pupyet PII-IIy4oK, TO AOCTATOYHO
IIPUMEHHUTh II0JSIPU3aLHOHHBIM
BpalllaTe/ib, HalpuMmep, dapamees-
CKHMM, KOTOpble CKPY4YMBaeT II0JIs-
PH3aLIMOHHYIO CTPYKTYpy PII-mIy4uKa
B All-myuyok, IICII-my4yok MIu
JICII-TIy4oK.

Ha KxocmuyeckoM ammapare
[IOJIKHO PpacIiojiaraTbCs OTBETHOE
YCTPOMCTBO B BH/JE BPAILAIOIIerocs
PaAKaabHOrO IIOIAPH3ATOPA H COOT-
BeTCTBYIOIIUK PeTPaHC/ISTOP.

B KauvecTBe HJUIIOCTPALIMK BO3-
MOKHOCTHM TeHepalMK pacCMaTpu-
BaeMBIX 37eCh IIYYKOB Ha pHC. 2
IIPHUBEJEeHbl II0JIyYeHHBbIe 3SKCIIe-
PUMeHTa/IbHO H300paskeHMSs IIOIle-
pe4yHoro ceyeHus IIy4YKa, IIPOILIe[-
IIero CKBO3b TYpOY/IIeHTHYIO Cpemy,
a Takke pparMeHT HHTepdepeHIU-
OHHOM KapTHHBI C H300paskeHHEM
“BHJIKH», YTO IIOATBEPKIAeT (GakT
HATMY K OIITHYECKOTO BUXPA.

Puc. 2. SxcnepumeHm — cAe8a: NnpoxoXxkoeHue aKkcuanbHO-NoASIPU308AHHO20 NYYKa,
npedcmasAsioLe20 cynepnosuyuio mod pmuma-raycca 4epes mypbyneHmHyro
cpedy; cnpaea: Haaudue «gUAKU» 8 UHMepdepeHUUOHHO kapmuHe (U306paxce-
HUSI N0AY4eHbl 8 UHMepdepomempe ¢ UCN0Ab308AHUEM Y20AK08bIX OmpaXkamenell
8 kauecmae 3epkan [20])

Fig. 2. An experiment - Left: passage of an axially polarized beam represent-

ing a superposition of Hermite-Gauss modes through a turbulent medium; On

the right: the presence of a “fork” in the interference pattern (the images were
obtained in an interferometer using the retroreflectors as the mirrors [20])

OBCY>XAEHWE PE3YJ/IbTATOB

[IpemyioskeHHasi B HacTosimer paboTe peanu3anus
IpoToKoia BB84 ¢ mcrmonp3oBaHHMEM IIY4KOB, obia-
JAIOIMX aKCHAJbHOM CHMMeTPHeH COCTOSHHS IO/l
pH3aLMK, HHBAPHAHTHA I10 OTHOLIEHHIO K II0BOPOTY
OTHOCHUTEJIBHO OCH PaCIPOCTPaHeHHs IIydyKa, 4YTO
JejlaeT ee YCTOMYMBOM IS Cydasl Jaxke CyIleCTBeH-
HOT'O M3MeHEeHHS COCTOSHHS IO/IIPU3ALIMU B Pa3/IHuy-
HBIX TOUKaX HebecHOM momycdeprl. Takas rnpobrema
SBJISIETCSI XapaKTePHOM [JI CHCTeM KBAaHTOBOM pac-
CBUIKM K/II0Ya B KOCMOCe 4epe3 HH3KOOpOUTaIbHBIE
KOCMHYeCKHe aIlllapaThl.

[IpakTHYecKkass peajr3alusd IIYy4KoB ODPMHUTa-
laycca ¢ aKCHMaJIbHO-CHMMETPUYHOM I0JISIPH3aLMOH-
HOM CTPYKTYpOM He BbI3bIBaeT TpyAHOCTeH [16-19, 21].
CylleCcTBeHHOM Ha CerofHSIIHHUH J[eHb, Ha Hall
B3IJIS], SIBJISIeTCS ITpobiieMa AeTeKTHPOBAHMUS IIYUKOB
B KpUIITOrpadrUeCcKHX CHCTeMax Iepefadyd HHOOP-
MalliM. BakHBIM 3TalloM B 3TOM CMBIC/Ie SIBHJIACh
6bl MpakTHU4ecKkas peajqH3aliUsl CIHPaJbHBIX IO/~
PU3ALMOHHBIX BpalllaTejel, HAaIpHMep, Ha >KHUJ-
KOKPHUCTaJ/UIMYeCKUX IJIEHKAX, M, COOTBETCTBEHHO,
pafHaNbHBIX II0ASAPHU3aTOPOB. CyLIECTBYIOT TaKKe
BO3MOXHOCTH Ppeaj/iM3allUl TaKHX YCTPOHCTB Ha
OCHOBE “TOHKHX» I'padeHOBBIX C/10eB [25-27] UK 3/1eK-
TPUYECKHX YIIPaBAsgeMblXx OUQPPaKIMOHHBIX pelle-
TOK (28], nau peppaKLOHHOTO BUKOHUYECKOr0 aKCH-
KOHa [29].

The spacecraft shall have a response device in the
form of a rotating radial polarizer and a relevant
transponder.

As an illustration of the possible generation of beams
considered in this paper, Fig. 2 shows the experimen-
tally obtained images of the cross section of a beam
passing through a turbulent medium, as well as a frag-
ment of the interference pattern with a “fork” image
that confirms the presence of an optical vortex.

DISCUSSION OF RESULTS, CONCLUSIONS

The implementation of the BB84 protocol proposed in
this paper using beams with axial symmetry of the
polarization state is invariant with respect to rotation
relative to the beam propagation axis, which makes
it stable for the case of even a significant change in
the polarization state at various points of the celes-
tial hemisphere. Such a problem is typical for quan-
tum key distribution systems in space via low-orbit
spacecraft.

The practical implementation of Hermite-Gauss
beams with an axially symmetric polarization struc-
ture does not cause difficulties [16-19, 21]. In our opin-
ion, the issue of beam detection in the cryptographic
data transmission systems is rather critical. An impor-
tant step would be the practical implementation of spi-
ral polarization rotators, for example, with the liquid-
crystal films, and, accordingly, radial polarizers.
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KoHnenTyansHast mpobrema peasM3alldM CHCTEM
mepejayy KBAaHTOBBIX KIIOYEH COCTOMT B TOM, 4TO
IPUHIUII YHHUTaPHOCTH IIpeobpa3oBaHHsSI B KBAHTO-
BOM OINTHKe TpebyeT OTCYTCTBHSI ONTHUYECKHX II0TEpb
B CHCTeMe perMcTpaliid, IIOCKOTbKY BefeT K IoTepe
COCTOSIHUSL 3aIlyTaHHOCTH (OTOHOB. II0o3TOMY, CTpOro
roBOpsi, TaKHe YCTPOMCTBA, KaK COpTephl, Aupak-
LIMOHHbIe pelleTKH MU T.[., He MOTYT OBITb HCII0/Ib30-
BaHBl B CHUCTeMax C “UCTHHHBIM» HCTOYHHKOM (OTO-
HOB. OfIHAKO 0 IIOC/IeHEr0 BpeMeHH B OOJIBIIMHCTBe
ITPaKTHYECKHX CTy4aeB B cucTreMax KPK B KauecTBe
HCTOYHHKA POTOHOB HCII0/IB3yeTCSI BBICOKOCTAOM/IBHBIE
Y3KOIIOJIOCHBIH JIa3ep (Kak, HampuMep, B [30, 31]), uTo
CHHMMaeT BOIIPOC O IIOTEpSX B CHCTeMe PerucTpalyu
OT/Ze/IbHBIX POTOHOB.
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TENErPAMM KAHAN @
HAYYHOIO U3OATENbCTBA

TEXHOCODEPA:

OHNavH penopTamm
C KpyYyNMHeWLW X BERICTEBOK OT2acrM

AHOHCEI MERONPHATHUK C ydacTHeM

TeXHHWYSCKKMX ZIKCMNepTOoR OTRaciv

CHMNOKK Ha »xypHans
1m3natenbcTea go 25%

KOHKYPChl 1 PO3bIrDbILLIA
OT B2y LY KOMMaHK A

HKHWMMHBIE HOBMHKK 4 | IPe3eHTallliig

HOBBLIX BRITNMYCKOB XWYPHanoR

MopgnucelBaMTeCch M OCTaBaWTeCh B Kypce
rnagHblx coBbITHW HayYHO-TEXHWYECKOKW cdepbl
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