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O60poTHAs CTOPOHA TeXHUKU o6paTHOM
MHXXeHepuu — 6bICTPbIN BbIBOA, HA PbIHOK NOAAEN0K
nonynaspHon y notpeébutens npoayKuumu.
MpeAcCTaB/ieHHbIV MeTOS 3aLWMUTbl UMeeT psaj,
npenmyuw,ects. B HeM NcNosb3oBaHbI NOJYTOHOBbIE
3alWNTHbIE NeYaTHble 3/IeMEeHTbI, NOJIly4eHHble

B pe3y/ibTaTe uMPpoBOro cuHTesa. OHU
ob6ecne4ymBatloT BbICOKUM YPOBEHD 3aLULLEHHOCTU
M YCTOMYNBOCTU K MeXaHUYECKUM NOBpeXAeHUAM.
KpomMe BbICOKOrO NPOCTPAaHCTBEHHOIO pa3pelleHus
3alWNTHbIE 3/IeMeHTbl, NoJlyYeHHble HA HeJ0pOrom
HaCTOJIbHOM Nne4YaTHOM o60pyao0BaHUN,
npuBneKaTesibHbl A/ 3aKa34YUKOB C PUHAHCOBOM
TOYKM 3peHus.

ech IpollecC IIPOM3BOACTBA IIPOMBINIJIEH-
HOTO TOBapa OT Haudajla U A0 ero peanmsa-
nuMu noTpebuTento cBsi3aH C Heob6XOOHMO-
CThI0O MAPKHPOBKH MPOAYKLHH Ha KaskJIOM 3Talle.
OTO BBI3BAHO OIepallUsIMHU HIAHTHOHUKALHU
U paclo3HaBaHUsS IPU JOTHUCTHUUYECKOM YIIpaBie-
HUH OBUKEHUHEeM HU3[elus OT MOMeHTa ero cos-
JaHUS 00 MOMEHTa ero NpoJa>kyd U JajbHeHIIero
peMoHTa. [TapainenbHo C STUM ABUKeHHUEM HU3[e-
UL UJeT IMOTOK KOHTPadaKTHOH IPOAYKIHH.
FocymapcTBa M MPOM3BOLUTENH CIIPaB/ISIOTCS
c nmpobremMom IMOAJeNKH II0O-Pa3HOMY (TOProBble
MapKH, 3aKOHBI 06 aBTOPCKOM IIpaBe U T.[J.), HO Ha
CerofHSUIHUN AeHb TaKUX NpobseM CTAaHOBHUTCS
Bce Gonpmie M3-3a 6oee AOCTYIHBIX TeXHOJIOIHUH
BBIXOJa M3 e/IUH Ha COBpeMEeHHBIN PHIHOK.
Hampumep, TexXHOJOTHUYeCKOe Pa3BUTHE MeTO-
OB IIPOMBIIIJIEHHOTO MPOM3BOACTBA IIPeOCTaB-
JsleT MU POKKeEe BO3MOKHOCTH [J151 06paTHOM MHKe-
HepHUHU. [T03TOMY UeHTHYHbIe KOIIUHU IIPOAYKTOB,
II0JIB3Y IO M XCSI CIIPOCOM Y ITOTpebuTeel, mosiBIs-
I0TCSI Ha PplHKe IIPaKTHUUYeCKH Cpa3y Iocje BEIX0Aa
OPUTHHANTBHBIX U3LeNUH 6e3 0co6BIX QUHAHCOBBIX
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The other side of reverse engineering is fast entry
of popular production to counterfeit market.

The presented security method has several
advantages. It uses printed grayscale security
elements obtained through digital synthesis.
They provide high level of security and resistance
to mechanical damage. In addition to high
spatial resolution, security elements produced
on inexpensive desktop printing equipment are
attractive to customers from a financial point of
view.

he entire process of manufacturing of

industrial product, from the beginning to its

selling tothe consumer, isassociated with the
need to label products at each stage. This is caused
by the operations of identification and recognition
in the logistic control of the products movement
from its creation to its sale and further repairs.
Simultaneously with this movement, there is a
flow of counterfeit products. States and producers
are coping with the problem of counterfeiting
in different ways (trademarks, copyrights etc.),
but today there more of these problems because
of the more affordable technologies for products
to enter the modern market. For example,
the technological development of industrial
production methods provides ample opportunities
for reverse engineering. Therefore, identical copies
of products that are in demand by consumers
appear on the market almost immediately after
going abroad without extra financial expense
from the intruders for design and production.
As the progress of technology is rapid, everyday
work is also rapidly proceeding to create more
complex security methods. For example, new label
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Puc.1. CmpaHuua 0aHHbIX, NpedHA3HAYeHHAas 0Asi
KOOUpo8aHus
Fig. 1. Data pages designed to encode

Puc.2. O6vekm KoduposaHus
Fig. 2. Encoding object

3aTpaT CO CTOPOHBI 3/I0YMBIIIJIEHHUKOB Ha ITPOEeK-
THUPOBAHUE U MIPOU3BOACTBO. M KaK CTpeMHUTeNeH
IIPOrpecc TeXHOJOTHH, TAKKe CTPEMHUTEIBHO UET
KakmonHeBHas paboTa mo co3maHulio bomee CIoK-
HBIX METOJOB 3aI[UTHl. Hampumep, Ha OCHOBe
METOLOB KOMIIBIOTEPHOTO CHHTe3a IUQPOBBIX
roJ0TPpaMM CO3JAIOTCS HOBBIE

marks are created based on methods of computer
synthesis of digital holograms. Analysis of modern
achievements and trends in the development of
laser-optical and computer technologies shows [1]
that the methods of computer synthesis of digital
holograms have the following advantages:

MapKHUPOBOYHBIE METKH.
AHaJIN3 COBpeMeHHBIX LOCTH-
SKeHUH U TeHIeHLIUU Pa3BUTHUS
71a3epHO-OIITUYECKUX U KOM-
IIPIOTEPHBIX TEXHOJOIHM II0Ka-
3pIBaeT [l], 4YTO MeTOObl KOM-
IIBIOTEPHOTO CHHTEe3a IUPPOBBIX
rogorpaMm ob61agaroT Clenyo-
IIUMHU IPeuMyIlecTBAMHU:
e obecmeueHue BBICOKOTO
YPOBHS YCTOUYHUBOCTH
K IIOBPeXKAEHHUSIM CTPYKTYPHL
U 3aIIUIIeHHOCTH 3a CueT
U36BITOYHOCTH L UPPOBBIX

bim, H.a.snl_-uﬁﬂ“ﬁ

O6nacTb, rae HaNoXeH NOAYTOHO-

rojorpaMM M  MCIIO/Jb30-
BaHHS MHOXKeCTBa CeKpeT-
HBIX [BYMEePHBIX K/IHOYeH
Ha OCHOBe AaMIIJIUTYIHBIX
U  (a3oBBIX KOAHUPYWIIHX
MaTpHuL;

* BO3MOXHOCTH OIIePaTHBHOIO
CHHTe3a M U3MeHeHUS KOIU-
pyeMol MHOOpMaLHUMU LUP-
POBBIX TOJIOTPaMM;

* MaccoBoe  pacHopocCTpaHe-
HHe KOMIIBIOTEPHOH TeX-

Puc.3. Liugpposoe u306pa>keHue ¢ HaNoKeHHbIM NOAYMOHOBbIM 3aUUMHbIM 3/e-
MeHmoM 3a0aHH020 06veKMa KoOUpPOBaHUS
Fig. 3. Digital image with superimposed grayscale security element

BbI 3aLUNTHbLIA 31EMEHT
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HUKH, LUOPOBBIX CKAHEPOB

U ILIUOpPOBBIX MPUHTEPOB

LaeT BO3MOXHOCTb IIOJY-

4aTbh BBICOKOKadeCTBeHHOe

BOCIIpOM3BefleHHe H300pa-

SKEHHUH € MOMOIIBI0O TaKHX

rojorpaMmMm [2] Ha oCHOBe

KOMIIAaKTHOTO X BeCbMa HeJlo-

pororo HacTOJBHOTO o0b60pYy-

NOBaHMUS.

O6piuHO UHbpOBas TroJO-
rpaMMa B KOMIIBIOTEpPHOM BH[le
npencTaBnseT cobol IONYTO-
HOBOHM TpaHCHOapaHT, Kak Ipa-
BHMJIO, COCTOSIIIUK U3 256 OTTeH-
KOB ceporo 1BeTa [3] u 6oee [4].
[l oTobpaskeHUs] TaKOM T0JIO-
rpaMMbl Ha $HU3HMYECKOM HOCHU-
Teje OOBIYHO HCIIONB3YIOTCS
CllellMaJibHble Ja3epHble TeHe-
patopsl uszobpakeHuu [5], KoTo-
pble Ha CeroAHSIIHUHN [eHb
MOTYT ob6ecmeduTh TOYHYIO
Iepefadyy TOJAbKO ABYX Ipajga-
UHUH Ko3bPHIIHeHTa MPOIyCKa-
HHUS 10 aMIIUTY/eE.

Puc.4. BoccmaHoeneHHoe u306pa)keHue ¢ NoAymoH08020 3aLUMH020 3AeMeHmd,
HANe4amaHHoz0 Ha 06bi4HOll bymaze, ¢ NpuMeHeHUeM LUGpPO8020 CKaHepa U cneyu-
anbHo20 MO
Fig. 4. Reconstructed image from a grayscale security element printed on plain
paper, using a digital scanner and special software

B ocHoBe pacdeTa TaKHX
3aIUTHBIX 37eMeHTOB (6e3 OIOpPHOro IyuKa)
JIEXKUT COIIpSI>KeHHe CHMMETPHYHOIO pacIlupe-
HHUS aMIUIMTYAHO-$a30BOro MpeAcTaBeHUs
n300paskeHHUs, BBIYHCIEHUe NUCKPETHOLO IIpe-
obpazoBanus Q@ypre (AIIP) u dopmHpoBaHHE
IIOJIYyTOHOBOTO M306paskeHus. Biaromaps Takomy
MeTOAy KaKAbIM MUKCeN 3JIeMeHTa COLeP>KUT BCIO
nHbopManrio o6 HCXOLHOM H300paskeHHH, UTO
obecrmeynBaeT YCTOMYHUBOCTh TAKOTO 3IeMEHTA
K MeXaHHYeCKHUM H/IH HUHBIM IIOBPeXIeHHUSIM.
B CBSI3M C 3THUM PacCMOTPEHO IIOJy4YeHHe TaKHX
3JIeMeHTOB B BH/le IIOJIyTOHOBOTO TPaHCIIAPaHTA,
COCTOAIIero M3 256 OTTeHKOB CepOro IiBeTa U I10J1y-
YeHHOIO C IIOMOIbI0 LKPpPOBOro IMpuHTEpa. Boc-
CTAaHOBJIeHHe H300paskeHHUSI OCYyILIeCTBISIOCH
C IIOMOIIBI0 KaMepbl CMapTPOHA U CIIeLHaIbHOIO
IporpaMMHOro obecrieueHUs.

B cBSI34 € 3THUM CO3[aHHE [10JIYyTOHOBBIX 3aIIUT-
HBIX 3JIeMEeHTOB Ha J06biX 00beKkTax (MeTalinye-
CKUX U HeMeTaJ/IJIMYeCcKHUX) 6yaeT BKIIOYaTh B cebs
ClaeAyrolYe TeXHO/NIOIHYeCKHe 3TAIlbl:

* Bbl6bop 06beKkTa KOAMPOBAHUS.
BribepeM, HampuMep, TaKHe 0OBEKTH, KakK
rn306paskeHsl Ha puc.l unu Ha puc.2. CTpaHHULA

OAHHBIX IIpeAcTaBiseT cobor wu3obpaskeHUe
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« providing a high level resistance to structure
damage and security due to redundancy of
digital holograms and using of many secret
two-dimensional keys based on amplitude and
phase coding matrices;

 ability to quickly synthesize and change the
encoded information of digital holograms; mass
distribution of computer equipment, digital
scanners and digital printers made it possible
to obtain high-quality reproduction of images
with such holograms [2] based on compact and
cheap desktop equipment.

Typically, a digital hologram is a grayscale
transparency, usually consisting of 256 shades of
gray [3] and more [4]. To display such a hologram on
a physical medium, special laser image generators
[5] are usually used, which today can provide an
accurate transmission of only two gradations of
the amplitude transmission coefficient.

The calculation of such security elements
(without a reference beam) is based on the
conjugation of the symmetric expansion of the
amplitude-phase representation of the image, the
calculation of the discrete Fourier transform (DFT)
and the formation of a grayscale image. Thanks to
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(cm. pmuc.l), 3aKogUPOBaH-
HOe COrJacHO CTaHJapTaM
ECMA - 377. TakoH BHUJ, CTpa-
HHULBL JAHHBIX HCIIOb3YeTCs
B ONTHKO-TOJIOrpadHUYeCcKOU
MaMsTH [6].

KomnbloTepHoe npeob6paso-
BaHue 06beKkTa KOAMPOBaHUS
B CTPYKTypy IIONYTOHOBOH
KapTHUHBHIL.

YT06Bl COXpPAaHHUTH IIJIAB-
HOCTBb TOHQJIbHBIX I1ePeX0f0B
IIpU KOAWPOBAHHHU Hu300pa-
KeHHSI B LHUOPOBOH dopMe,
HeobxomquMo  ob6ecneyuTh
JOOJIKHOEe KOJHYeCTBO ypOB-
HeM CUrHa/Jla Ha Ka>XIbIH
anmapatHeN KaHan (nubo
RGB-TpUXpoMaTH4YeCKHH,
nubo SPKOCTHBIM U I[BETO-
pa3HOCTHEIE, n1ubo CMY, nubo
CMYK). [Ons obecmedyeHHUS
NepLeNTUBHOM paBHOMEP-
HOCTH TOHAJIbHBIX IIePeX0f0B
B paMKax JAHHaAMHUECKOTO
IHalasoHa CHUCTeMBI JOoCTa-

Puc.5. Npumep noAymoH08020 3auiUmH020 3AeMeHMa ¢ HaAOXKeHHbIM 06BeKMom
(cm. puc.2), pacneyamaHHoz0 Ha Uudposom npuHmepe, ¢ NogpexxdeHuem

Fig. 5. An example of a grayscale security element with a superimposed object (see
Fig. 2), printed on a digital printer, with damage

To4uHO 90 ypoBHeH SPKOCTH

U, ciemoBaTenbHO, 90 ypoBHeM AHCKpeTH3a-
LIUU SIPKOCTHOM MHPOPMALIUH.

B 3aBucHMOCTH OT TpebyeMoOro paspelleHUS,
06BbeKTOB KOLHUPOBAHHUS, YCIOBHUM 3KCILIyaTa-
LXK BblbupaeTcs CBOM MeToJ, Ie4aTH (1asep-
Has, odpceTHasi, CTPyHHast U T.[A.) U COOT-
BeTCTBEHHO pacnevaTtbiBaetcs Ha m1obom
dusnyeckom HocuTene (bymara, nasepHas
IJIeHKA, IIJIaCTUK).

BoccTaHoOB/ieHMe 06beKTOB KOAMPOBaHWUS BO3-
MOXKHO C IOMOIIBI0 LIUPPOBOro CKaHepa HJIHU
KaMeprl MOOH/IBHOTO TenedoHA U CIeLiHalb-
HOTO IporpaMMHOro obecrnedeHusi. IIpruMepsl
BOCCTAHOBJIEHHBIX H300paskeHUI IIpeACTaB-
JIeHBl HUKe (puc.4, puc.6-7).

Kak BHAHO M3 DHC.3, HaJHYHE ITOJYTOHO-
BOIO 3allJMTHOIO 3/IeMeHTa HUKaK He CKa3asoch
Ha obuieM BOCHPHUSTHUH 3aJaHHOIO IUPPOBOro
1300paskeHU .

[T OoLeHKH CTabHUIBHOCTH BOCCTAHOBIIE-
HU S 3aKOJHUPOBAHHON HHOPMAL UK OBIIO IIpU-
HSITO [Ba BUJA IIOBPeXAeHHUS TaKHUX CTPYKTYP:
MexaHHYecKoe Bo3jelcTBHe (MsiTass bymara)
U IIpsiMOe BO3[elHCTBHe MIapHUKOBOM PY4YKOM
o bymare.

this method, each pixel of the element contains all
the information about the original image, which
provides stability of such an element to mechanical
or other damage. In connection with this, we
considered the production of such elements in
the form of a grayscale transparency consisting
of 256 shades of gray and obtained with a digital
printer. Reconstruction of the image was done
using smartphone camera and special software.

In this regard, the creation of grayscale security
elements on any objects (metal and non-metallic)
will include the following technological stages:

» Selecting an encoding object

For example, such objects as shown in Fig.
1 or Fig. 2. The data page is an image (see Fig.
1), coded according to standard ECMA-377. This
kind of data page is used in holographic optical
memory [6].

+ Computer transformation of the object of coding
into the structure of the grayscale picture.

To maintain the smoothness of tonal
transitions when encoding images in digital
form, it is necessary to ensure the proper
number of signal levels for each hardware
channel (either RGB-trichromatic, or luminance

PHOTONICS N25/65/2017 77
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Puc.6. BoccmaHosneHHoe u306paxkeHue ¢ NoAymoH08020
30WUMHO020 3/eMeHmMd, Hane4YamaHHo20 Ha 06bI4YHOLU
bymaze, c npumeHeHUem LUPpP0o8020 CKAHepa U cneuuanbHo20
10 nocne mexaHuyeckoli depopmauuu

Fig. 6. Reconstructed image from a grayscale security element
printed on plain paper, using a digital scanner and special
software after mechanical deformation

Puc.7. BoccmaHosneHHoe u3obpaxkeHue ¢ noay-
MOH08020 3AW,UMH020 3/eMeHmd, HaNe4amaHH020

Ha nnacmuke, ¢ npuMeHeHuem Uugposo2o cKaHepa

u cneyuansHozo MO

Fig. 7 Reconstructed image from a grayscale security
element printed on plastic, using a digital scanner and
special software.

Paboma ebinoaHena 8 MITY um. H.3. Baymana npu nod-
depskke MuHobpHayku Poccuu 8 pamkax 8blnoAHeHUA Nnpo-
ekmHoil uacmu 2ocydapcmeeHHoz20 3adaHus (npoekm
Ne 3.2236.2017/114).
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and color differential, or CMY, or CMYK). To
ensure the perceptual uniformity of tonal
transitions within the dynamic range of the
system 90 levels of brightness are enough
and, therefore, 90 levels of sampling of the
brightness information.

Depending on the required resolution, coding
objects, operating conditions, the method of
printing (laser, offset, inkjet, etc.) is selected and
printed on any physical media (paper, laser film,
plastic).

Reconstruction of encoding objects is possible
using a digital scanner or smartphone camera
and special software. Examples of reconstructed
images are shown below (Fig. 4, Fig. 6-7).

As seen from Fig. 3 the presence of a grayscale
security element did not affect the overall
perception of the given digital image.

For evaluation the stability of the recovery of
encoded information, two types of damage to
such structures were accepted: mechanical impact
(crumpled paper) and direct impact by a ballpoint
pen on paper.

The study was provided as a part of state assignments of
The Ministry of education and science of Russian Federation
Ne 3.2236.2017.
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